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Abstract 
Traditional IT security mechanisms are generally not well suited for IoT devices, where processing and network connectivity should be 
kept to a minimum. Consequently, IoT devices have been recently identified as an easy target for cyber-attacks, like for example on the 
Mirai botnet Distributed Denial of Service attacks in 2016, where various devices were hacked into and taken over. Different solutions 
have been developed aiming at guaranteeing the security at both the device application layer and the network layer. Few succeeded to 
deliver the flexibility necessary for IoT devices. Even fewer have implemented an effective threats detection system, and just a handful 
have realised all the previous features in a fully decentralised fashion, including this one. This Distributed Ledger Technology (DLT) 
attestation system is maintained and supported by most, or all, IoT devices because it is based on a light-weight DLT protocol. It 
comprises of a system for authorisation and authentication for the individual devices as well as includes an anomalies detection system 
based on smart contracts. A demonstration was built to support a Smart City use case. The objective is to guarantee, in a decentralised 
manner, the security of low computational power devices executing the sensing function and their connectivity, and therefore the 
correct functioning of the system. On the demonstrator, the system was run using DLT supported by the sensors connectivity bridge 
(built using Raspberry Pi’s). The system proved to be rapid to develop, flexible with regard to systems changes and resilient to attacks to 
both individual IoT devices and to the DLT. 
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1.   Introduction 
a.   Internet of Things 

First deployed during the Second World War by the Royal Air 
Force for assets identification [1], radio frequency 
identification (RFID) tags are nowadays widely used by 
retailers to replace bar codes of products or to prevent 
shoplifting. In October 2003, during the McCormick Place 
conference in Chicago, USA, retail, technology and academic 
partners realised a local network including connected products 
using RFID tags. Because this network involved tracing and 
gathering information about different things in real time, it 
was called internet of things [3].  

Now that more than a decade has passed since the McCormick 
Place conference, the Internet of Things (IoT) remains a 
technology model under development and it is expanding rapidly 
across different sectors. The definition of IoT has gained a more 

comprehensive shape, now being defined as the collection of 
various devices, as opposed to only RFID tags, which are able to 
produce data and are inter-connected over the Internet [4].  

According to recent studies, the number of Internet connected 
devices is expected to reach 34mi by the end of 2020 [5]. A great 
part of this explosion in numbers is due to the deployment of an 
ever-growing amount of different IoT devices. Devices that 
traditionally were not connected to the Internet, like utility meters, 
cameras and various sensors, are now being provided with 
Internet connection and are sharing data on the web. The 
estimated economic impact of the IoT applications across sectors 
like homes, offices, health, cities and other, is estimated to going 
to be at least £2.2tn per year by 2025, with confident forecasts 
predicting an economic impact of up to £9tn per year [6]. 

An example of an application of IoT is to enable intelligent 
cities. If data about air quality, traffic, buses and trains real 

_________________________________________________  
1 passive micro-chips capable of responding with information when excited by certain radio frequencies [2] 
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time schedule, electricity production and consumption, cycling 
experience and car parking occupancy is produced in real time, 
applications like smart people routing, intelligent energy 
management and air quality enhancement policies can be 
implemented, making commute in big cities easier, improving 
the air quality and  energy efficiency, and enhancing road 
safety. 

The general idea of the IoT is to bring the right information to 
the right people at the right time. On an IoT system, 
information about different environments are collected and 
delivered in a relevant and secure way to the end users. In 
between the measured environments and the information 
consumption, four layers of infrastructure exist: the sensors, 
the connectivity, the information exchange and the application 
layers. Figure 1 depicts this architecture with examples of 
some possible components on each of them. 

 

Figure 1. High level architecture of a typical  
Internet of Things system 

On the top of Figure 1, different environments are conceived, 
representing various eco-systems where IoT services are 
intended to be provided. The first layer of the IoT 
architecture, called sensors layer, is comprised of the various 
sensors deployed. These sensors are used to produce data 
from different sources and are provided with Internet 
connection, which builds the second layer of the structure: the 
connectivity layer. At the connectivity layer, the data is 
transported from the sensors to an information exchange 
centre by different technologies, which are dependent on the 
application requirements. It can be over a Wireless Local Area 
Network (LAN), or Wi-Fi, connection if the sensors and the 
environment are close to each other, like for example on a 
smart home or factory; or it can be over a 4G or 5G 
connection if the application requires wider band or faster 
actuation time. Yet another example largely used for narrow 
bandwidth and low power consuming communications 
provision is the LoRa WAN (Long Range Wide Area 
Network) technology. LoRa WAN is preferred for 

applications like smart solar panels within a campus, where 
only small data packets need to be exchanged in a power-
efficient way. The third level, the information exchange layer, 
is where the data is stored, processed and shared across 
different parties. Here, the data is made uniform to be exposed 
and consumed, providing the ability for IoT data consuming 
applications to be developed rapidly. This is also where the 
data access policy is implemented and where the applications 
are provided with specific ways for interacting with the data, 
for example being provided with a uniform application 
programming interface for data input and consumption. The 
application layer, at the bottom of Figure 1, and is the one 
responsible for delivering the information to the end users in 
the most appropriate manner. The end users are the IoT 
information consumers, for example, cyclists, commuters, 
councils, banks or any relevant IoT information consumer. 

b.   Distributed Ledger Technologies 

Distributed Ledger Technology (DLT) is a peer-to-peer 
networking system where the exact copy of a transactions 
ledger is shared, supported and trusted by all peers (nodes), 
without having to rely on a central authority [7]. If the 
transactions of the network are organised in the form of 
blocks of information, containing among the transactions, 
other identifiers, in such a way that one block is generated at 
every determined period of time and the blocks are linked 
(chained) to the previous ones, then the DLT is called 
blockchain [8]. 

Information stored on the DLT can be trusted by design 
because it has to undergo a decentralised and fair consensus 
algorithm. A consensus algorithm is a computational process 
by which the network collectively agrees on a single source of 
truth by determining which transactions are to be added to the 
ledger via a series of verifications. This algorithm is usually 
also used to decide which computing peer will be the sealing 
node, the node responsible to update the ledger with the 
newer transactions and to broadcast the newly created block to 
the other peers. Usually, the fairer the network is, the less 
repetition and predictability of sealing nodes there will be. 
Different consensus algorithms exist, depending on the type 
of blockchain and on the requirements of the use cases. For 
example, the Bitcoin network, where heavier requirements for 
security must be put in place, the proof-of-work was the 
chosen consensus algorithm. If an enterprise-level blockchain 
is designed, a more flexible consensus algorithm may be 
adopted, like, for example, the proof-of-authority or proof-of-
stake types. 

Another important feature of modern blockchain protocols is 
the implementation of smart contracts. Smart contracts are 
pieces of code executed in a decentralised fashion by all nodes 
of the network. They provide programmability to the system, 
are able to react to inputs and to the blockchain state and 
produce the program output at all nodes for the system. Smart 
contracts are pieces of code triggered either by conditions set, 
i.e. reacting to a certain blockchain state, or by a call from any 
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node via a transaction [9]. They can perform various functions 
in a blockchain system, e.g. enabling an agreement between 
two or more parties, to provide virtual identities for devices, to 
check authorisation of nodes, to transfer digital assets, among 
others. 

Since smart contracts reside on the blockchain, they must have 
an associated address, which is used to collect the funds in 
exchange of their execution. Moreover, smart contract scripts 
are inheritably deterministic, meaning that it will always 
provide the same outputs for the same inputs. Furthermore, all 
interactions with the smart contract will be supported by 
cryptographically signed messages registered on the ledger, 
meaning all smart contract interactions are traceable and 
auditable [13]. These factors are what make smart contracts so 
important for current distributed ledgers implementations. 

In order to evaluate the benefits of immutable DLTs for any 
information technology (IT) project, five key dimensions 
should be evaluated in order to avoid falling into the 
technology hype: 

•   Does the project require an immutable ledger, where data 
cannot be deleted or updated? 

This is primarily concerned with the IT challenge of access to 
historical data for system processes. Since blockchains 
structure the data in such a way that information cannot be 
changed, thanks to its hashing algorithm implementation, 
deletion or change of data in the ledger is very complicated  
and energy consuming. At DLTs, the information is generally 
stored in a way such that it contains one field storing a 
reference to a series of previous transactions bundled together. 
In blockchains, this reference is usually implemented at block 
level as the hash output of all the previous blocks bundled 
together to generate the hash output. This means that in order 
to change or tamper with one or more transactions on any 
block, a new recalculation of the entire blockchain is 
necessary, requiring an immense computational cost and a 
prolonged time. This makes changes to the ledger generally an 
impractical task. 

•   Do the interested parties need access to a single and 
trusted source of truth? 

This is primarily concerned with the IT challenge of access to 
true information for processes. DLT is a repository of 
transactions and data which is synchronized, shared and 
supported by peers without the requirement of a central 
authority mediation. Usually guaranteed by the network 
consensus algorithm, DLTs assure all peers of the network 
trust on the data stored on the ledger. All nodes have a local 
and synchronised copy of the ledger of transactions and can 
fetch any transaction or provide access means to non-peer 
users at any time, representing an attractive technology 
candidate for IT projects where various parties need to access 
a singular repository of data which all can inheritably trust in 
order to convey truthful information. 

•   Is an independent and cryptographic audit trail required 
for the use case, e.g. to prove identity, state or 
provenance of an asset? 

This is primarily concerned with the IT challenge of access to 
data for audit purposes. DLTs process transactions using 
uniquely referenced signatures for peers based on enhanced 
cryptographic protocols. Furthermore, all the history of 
actions of the unique signatures is stored on the immutable 
ledger. Hence, provided DLTs are powerful tools to store 
immutable and historical data and are a trusted source of 
information to all peers, it proves to be a strong technology 
candidate to power audit trails IT systems. 

•   Does the system have good reasons for not putting a 
centralised utility in place or to have a single entity in 
control of the architecture activities? 

This is primarily concerned with IT systems which are by 
nature, or need to be, decentralised. DLTs are systems that 
enable trust, immutable information and audit trails in a 
decentralized fashion. In general, the consensus algorithms for 
a DLT require a plurality of peers to be effective, meaning that 
it is designed to enable access to decentralised, and trusted 
information provided multiple parties participate in the 
system. If this is the case, and there are reasons for not having 
an authority, or a peer, with elevated control of the network 
activities, DLTs are a candidate technology to enable trust on 
the data when there is no central authority in place. This is 
often referred as the trustless feature of DLTs. 

•   Does the interest of the parties lie on the success of the 
system, to keep its distinct characteristics? 

As explored previously, DLTs can adopt different types of 
consensus algorithms, depending on the use case 
requirements. After all, a DLT system will only make sense for 
any application if the previously explored characteristics will 
add value to the IT project and if the participants are 
interested in keeping these distinct characteristics. This is 
especially true for enterprise DLTs, where the levels of 
computational power requirements might need to be reduced, 
provided the parties are interested in participating fairly on the 
system. If this is not true, then the computational 
requirements for a proof-of-work type of consensus algorithm 
may be prohibitive. 

2.   Blockchain transactions verification process 

General blockchain algorithms implement a recursive and 
powerful transaction verification process to guarantee that no 
malicious transactions are sent. Currently, the systems verify 
for double spending problems (if a user is trying to send the 
same funds twice in subsequent transactions), verifies the 
existence of the receiving account, checks for enough funds 
on the sending account and verifies the key of the sending 
node (to check if the sending node is the same as the one that 
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signed the transaction). However, there are other fields on a 
blockchain transaction which are not verified before they are 
fully processed by the network, including the transaction data 
field. This data field can be used, for example, as an identifier 
of the transaction (like reference numbers of bank transfers) 
or parameters for a smart contract function call (the arguments 
of the code functions). 

One of the ways of invoking a smart contract is through DLT 
transactions. This is accomplished by sending a transaction of 
funds in exchange for the code execution efforts. It is 
therefore important that when a peer is invoking a smart 
contract with arguments sent in the transaction data field that 
this is accurate and verified for the system safety. Of more 
important here is that this is verified in a use case-dependent 
manner, for instance, if a smart city application is concerned, 
the sensors data sent across the transaction data field on a 
blockchain transaction should be accurate. 

Therefore, verifying the transaction data field before the 
transaction is processed by the network can save execution 
time, and it also helps to reduce the risks of deceptive 
invoking of smart contracts from happening, hence improving 
the value of an IoT solution. Moreover, if this verification is 
flexible enough to perform checks that are relevant to the 
DLT use case, for example, if it is able to verify that the 
arguments of the smart contract invoked are pertinent, the 
aggregated value of this solution for the network is even 
greater. 

3.   Internet of Things devices security  

Because of the unprecedented increase in the number of IoT 
devices over the past decade and the growing importance of 
IoT in IT infrastructures, ensuring the security of IoT devices 
is at the centre of numerous research projects of the 
Information and Communications Technology (ICT) industry 
and academia, and a valuable market niche. It is estimated that 
the aggregated spending in IoT security measurements has 
been £780mi in 2018 and it is estimated that it will be four 
times bigger in 2022 [10]. 

The design constraints and low computational power of these 
devices can make them an easy target for cyber-attacks, as it 
happened in August 2016 with the Mirai botnet attack. The 
Mirai botnet was a malicious piece of software released to take 
control of devices like web cameras and digital video recorders 
running a specific version of a light-weight operational system. 
From these devices, the botnet took control of other IoT 
devices connected nearby, causing a big Distributed Denial of 
Service (DDoS) [11]. Since August 2016, other types of IoT 
devices were infected in various attacks of the world, exposing 
the need to increase the security of IoT devices. 

Traditional IT security mechanisms designed for computers, 
servers and systems are based on a three-layer defence 
structure: static perimeter network layer (i.e. firewalls, intruder 
detection systems), end-host defence tools (e.g. antivirus 

software) and software patches (i.e. re-deployment of security 
packages on a regular basis) [12]. This traditional security 
structure is not well suited to IoT devices, where software 
processing and network communications should be kept at a 
minimum. More specifically, different use cases require 
different types of IoT structures and security levels; thus, 
generic IT security systems are difficult to implement for these 
cases and are often not flexible enough. For instance, a mobile 
phone application which controls IoT devices via different 
channels and an IoT ecosystem where one device can affect 
both its concerned application and another IoT device, require 
different types of perimeter, end-host and patch security 
measurements. Moreover, the constrained hardware and 
software on-boarded to an IoT device reduce their ability to 
run mechanisms to detect anomalies on the network traffic 
and to perform complex signature protocols. Furthermore, 
because IoT devices will often tie the sensing and connectivity 
layer activities together, and in some cases will also respond 
with actuation, effectively providing application interface and 
traditional perimeter defence mechanisms are not efficient. 
Finally, yet importantly, considering these devices do not run 
full operating systems, the traditional end-host tools and 
patching will not work as effectively as they would on 
traditional IT systems.  

In sum, there are two key points to highlight as main 
network security issues around IoT: end-host defence tools 
(like antivirus or software-based anomaly detection systems) 
are not feasible, once the devices are restricted in resources, 
and traditional static perimeter mechanisms are not as 
straight-forward as they are for traditional IT systems 
because these devices are deployed deeper into the network, 
with their physical and computational behaviour constantly 
changing. 

4.   IoT Devices Attestation System for Smart Cities 

The solution comprises of a DLT, herein described as a 
blockchain system with a proof-of-authority type of consensus 
algorithm, which is used as a registry of IoT data transactions 
as well as a repository of device profiles, containing, but not 
limited to, their expected behavior, their system authorisations 
and an actions registry. These transactions can be the purchase 
or selling of data feeds, e.g. councils selling air quality 
information to an IoT service provider, or simply a commit of 
data regarding a smart utility meter, as a blockchain 
transaction to a smart contract, for instance. 

The selection of the blockchain nodes is flexible. The nodes 
can be deployed into the IoT edge computing devices, with a 
mixture of light and full nodes (if the blockchain infrastructure 
is light enough to support such a development); it can also be 
on the servers of the IoT service provider (in a cloud type 
infrastructure), since they usually have more storage and 
processing capabilities; it can be a set of trusted and bespoke 
computing nodes for the application; alternatively, it might 
also be a public and shared infrastructure (as long as it is 
compliant with the use case privacy requirements). 
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Figure 2. Example application of the IoT devices 
attestation system based on a cloud type blockchain  

and a set of relevant smart contracts. 

  

 

Figure 3. Generic architecture diagram of the solution 
proposed for deployment at the IoT devices  

with edge computing capabilities.  

The generic architecture of the solution comprises of an IoT 
ecosystem together with a blockchain backend to provide an 
anomaly detection system based on smart contracts. The 
solution accomplishes this by introducing a mechanism 
capable of inspecting the data field of the blockchain 
transactions in real time. This can be implemented as an 
interface, for example an application programming interface 
(API), to compare the data sent within a transaction with the 
device expected behavioural data stored in the relevant smart 
contract. This provides unexpected behaviour detection if one 
or more IoT devices are compromised, once the registry on 
the blockchain cannot be changed, are trusted by nature and 
provide any party on the IoT ecosystem with the ability to 
check if the current behaviour of the devices is correct 
according to the device role, profile or expected behaviour. 
This is designed to provide near real-time information about 
intrusions, attacks, data tampering or device failures. 

In a simple example, represented in Figure 2, suppose a town 
council is building a smart city ecosystem which comprises of, 
amongst other sub-systems, an air quality monitoring system. 
During the system set-up, the town council sets out the 
expected gas levels to be a given maximum which are then 
registered as one of the expected behaviour parameters inside 
the concerned smart contract within the blockchain of cloud-
type. Other parameters can be, for example, frequency of data 
updates, usual data packet size exchanged, and others. Because 
these parameters reside on the blockchain, they are immutable 
and shared across all the peers of the blockchain network. 
When the system starts operations, the air quality information 
flows from the air quality sensor, to the left of the diagram, to 
the town council, to the right of the diagram, via the 
transaction data inspection interface and the blockchain 
system. This inspection interface serves the purpose of 
allowing the system to verify the data sent by sensors against 
the expected devices behaviour parameters residing at the 
smart contract. As the second step on this information flow, 
the sensor data is registered on the blockchain for the 
purposes of anomaly detection. With the aid of the data 
inspection interface introduced, the relevant smart contracts 
can process the transaction data sent to another party against 
the expected parameters and flag a malfunctioning device. 
This system will then flag the device for further investigation, 
and depending on the system design choices, can halt the 
sensors’ activities remotely by changing its authorisation 
parameters on another smart contract. 

On the system described, IoT transactions are completed via 
the blockchain system with the aid of smart contracts. In 
order to provide full integration of the IoT ecosystem with the 
blockchain, lightweight APIs were developed. By using these 
APIs, the devices are locally provided with the ability to 
commit sensor readings and, more importantly, to verify other 
devices’ integrity. The system is also capable of providing 
signature verification and implementing identity provisioning 
mechanisms if required to build a comprehensive 
authentication, authorization, and accounting (AAA) system. 
In case devices are flagged as malfunctioning, the system 
manager can halt their actions on the system by changing their 

authorisation parameter on the AAA agreement until they are 
fully recovered. Alternatively, the system can impede the 
compromised device to ever participate again, by revoking its 
identity on the blockchain, which represents a ban on the 
unique device signature.  

In an alternative setting, the system can detect anomalies 
independently, meaning the IoT devices when transacting via 
the distributed ledger will be able to independently verify the 
transactions. On a generic setting, the IoT sensors 
participating on a typical IoT system are comprised also of a 
blockchain to actively trade data. This system is distributed 
and does not require a central authority to process the 
transfers, nor to verify and detect anomalies on the data 
transacted. Figure 3 depicts this setting, where a smart utility 
meter replicating the blockchain represents the data purchaser 
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and can make calls to a transaction verification interface, 
which can run locally, to perform the checks on the data field 
of the blockchain transactions. The transaction verification 
interface will enable the data consumer to compare the 
transaction data against the device expected behaviour 
registered on the DLT shared across all IoT devices, including 
the smart utility meter. This is essential in keeping the system 
safe from failures and is accomplished in a distributed fashion, 
happening automatically. 

5.   Analysis 

This solution leverages from the decentralisation feature of 
blockchain to implement a detection system that is 
independent of a central authority and which can still be 
trusted by any peer on the network even when they do not 
have an established trust relationship with each other. v 

This system does not implement end host software in order to 
allow for maximum performance of the constrained IoT 
devices. On the other hand, the system implements a strong 
perimeter network layer protection, by using blockchain smart 
contracts to interface the IoT transactions while verifying for 
anomalies. This network layer protection provides means to 
detect attacks to IoT devices and measurements to reverse 
them, as well as to provide preventive actions against 
malfunctioning devices. Additionally, the solution is flexible 
and agile. Although immutable by nature, new smart contracts 
can be deployed to all peers quickly and therefore updates 
about the network operation to cover for new devices 
expected behaviours can be quickly put in place. 

This solution helps adding value to the IoT by realising a 
decentralised, auditable and trusted devices attestation system. 
With a light-weight and flexible implementation of DLTs, the 
solution enhances the trust on the data shared on the IoT, 
enabling a use case of DLTs as a platform of trust. 

6.   Conclusion 

The rapid development of the IoT over the past decade 
brought many different applications to life and truly 
revolutionised the way society lives and consumes data. It 
made cities smarter, helping to improve the way people 
commute, made energy more flexible, helping to take down 
barriers of energy trading, helped councils to save tax payer 
money by pre-empting road quality issues, among other 
many applications. At the same time, this quick deployment 
of millions of low processing power devices revealed the 
need of to increase device and networking security for the 
IoT. 

The blockchain technology, conceptualised in the early 1980s 
but only first implemented in 2009 [14], truly revolutionised 
the way information can be trusted without relying on a 
central authority. This technology has already been adopted by 
different sectors to enhance security over transactions. Banks, 
insurance providers, aircraft manufacturers, and others, 

leveraged this technology to provide assurance over their data, 
avoiding the risks of having divergent information and to 
enable trusted systems and agreements without the central 
authorities’ instrumentation. 

The need to improve the technological architecture of 
blockchain protocols for specific use cases together with 
the need of increasing the security of IoT devices, has 
broached an interesting research topic. The solution 
proposed comprised of a blockchain system serving the 
purpose of providing an IoT system with predictive failure 
and attack detection capabilities, by monitoring the 
information exchanged by the devices against their designed 
role on the system. 

The synergy between IoT and DLTs is believed to still be in 
its infancy. DLT has already been proven to be efficient in 
addressing issues around trust and security of ICT data. It 
is important to realise that, although blockchain 
technologies help to solve various issues faced by ICT 
systems, it still has its own challenges such as relatively high 
computing processing and large data storage demands, if 
not carefully designed. Considering these limitations and 
analysing the benefits is of ultimate necessity when 
designing a DLT system for the IoT, which demands rapid 
and trustworthy information exchange. The solution 
presented in this report is flexible with regard to the type of 
DLT and is designed to be quickly adapted to newer types 
of DLTs, regardless of their design. 

Nonetheless, it is believed that DLTs are still in the early 
days of its development, with immense potential to 
continue revolutionising the way information is stored, 
shared, audited and trusted. The IoT is one of the biggest 
potential beneficiaries of this new technology, since it 
requires trustworthiness on the information it processes, 
usually in a decentralized way. Developing a powerful 
interconnection between these two technologies represents 
a demanded enhancement on IoT systems security and it is 
therefore expected to bring new business models and to 
drive changes across many of the existing systems and 
processes, helping to deliver greater value to the Internet of 
Things.  
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