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It is with delight that I present this – the sixth – issue of  the Journal of 
the British Blockchain Association. Now into its third volume, the Journal 
continues to publish important path-breaking research.  

The contributions in this issue are truly international with authors coming 
from, at least, seven different countries across four continents. This 
highlights the valuable role the Journal has come to play in publishing 
leading world-class research into this new disruptive and revolutionary 
technology.  

In such a fast moving field the Journal has quickly established a reputation 
as an outlet for timely, thoughtful, and important research that is of 
interest to both academics and practitioners. The Journal publishes 
impact-led and industry relevant research. Importantly, Journal articles are 
readable, and accessible for a broad audience. Blockchain scholarship is 
a multidisciplinary endeavour and that diversity is reflected in the broad 
range of  papers that have been published over the past three years.  

The papers included in this issue are: 

•	 Who is the Blockchain Employee? Exploring Skills 
	 in Demand using Observations from the Australian 
	 Labour Market and Behavioural Institutional Cryptoeconomics 
•	 Browser-based Crypto Mining and EU Data 
	 Protection and Privacy Law: A Critical Assessment 
	 and Possible Opportunities for the Monetisation of 
	 Web Services 
•	 Are Blockchain-based Systems the Future 
	 of  Project Management? A Preliminary exploration 
•	 Academic Certification using Blockchain: 
	 Permissioned versus Permissionless Solutions 
•	 Self-executing Contracts from the perspective of  the 
	 selected Polish regulations and the future potential 			
	 prevalence of  ‘Smarter’ Contracts 
•	 Blockchain - A Panacea For Trust Challenges In 
	 Public Services? A Socio-technical Perspective 
•	 Privacy Laws, Genomic Data and Non-Fungible Tokens 
•	 Evidence-Based Blockchain: Findings from a Global 
	 Study of  Blockchain Projects and Start-up Companies 

At first glance, it may appear that the papers cover a broad range of  issues 
in the blockchain space. At the broadest level the papers all consider issues 
of  scaling the blockchain. What are the use cases? What are the challenges? 
How will it actually work? Who will do the work? What qualifications will 
they need? What is it precisely that need be scaled?  

Blockchain was first developed to provide a native internet money – yet the 
use cases for the technology go far beyond a payments system. It may be 
something of  an overstatement; trust is the raison d'être of  the blockchain. 
It is the industrialisation of  trust that makes blockchain such a valuable and 
important institutional technology. The ability to deploy trust at scale will 
drive many use cases in future. 

Some of  those use cases are discussed in this issue of  the Journal. Academic 
credentialing and project management are obvious use cases. But are these 
use cases being adopted? What impediments are there to adoption? Are 
managers using the technology? Does it add value? Then there are issues of 
interaction with outside world institutions. How do smart contracts interact 
with external legal systems? These are important practical questions that 
articles in this issue address. What of  privacy concerns and data protection? 
Privacy by design will be embedded into all future digital business models. 
But how exactly can competing demands for privacy, legality and ethical 

EDITORIAL

behaviour be incorporated into best practice? And what of  the infamous 
practice of  browser mining? Is there a viable, legitimate place for it in the 
cryptoeconomy? Readers will find thoughtful arguments addressing these 
very questions. 

The challenges facing any new technology or business process is hype. 
How can we know that any new technology or process is living up to its 
promise? It is not enough to ask tough questions, it is important to have 
a tough framework that informs those questions. Readers should find the 
paper on evidence based blockchain particularly valuable when evaluating 
blockchain use cases. 

Then who will do all this work? Blockchain is destined to be the economic 
infrastructure underpinning the future digital economy. Who is going to 
build it? What skills will they need?  Economising on the cost of  trust is 
what makes the blockchain so valuable. Industrialising energy and power 
gave rise to the industrial revolution; Similarly, industrialising trust will 
drive the next revolution in economic activity. To better understand that 
process, and to allay fears that this is all hype, there is a huge need for 
careful and thoughtful analysis of  existing use cases and industry needs. 
That type of  analysis can be found in these pages. 

My congratulations to all the authors of  the papers in the issue. Thank 
you for your hard work and for thinking of  the Journal as an outlet. 
Without your research and thought leadership, the blockchain space would 
be intellectually poorer. Then to the referees who provided insight and 
guidance to the authors – thank you for your voluntary contributions. 
Finally to the editors and production staff  at the Journal itself  – running 
a journal can often seem to be a frustrating and thankless task – so, thank 
you!

Sinclair Davidson PhD
Senior Editor, The JBBA 
Professor of  Institutional Economics, RMIT University
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Testimonials from Authors and Readers

“

“

“

“

“

“

The JBBA has an outstandingly streamlined submissions process, the reviewers comments have been constructive and valuable, 

and it is outstandingly well produced, presented and promulgated. It is in my opinion the leading journal for blockchain research 

and I expect it to maintain that distinction under the direction of  its forward-looking leadership team.

Dr Brendan Markey-Towler PhD, University of  Queensland, Australia

“

“

“

“

“

“

“

“
It is really important for a future world to be built around peer-review and publishing in the JBBA is one good way of  getting 

your view-points out there and to be shared by experts.

Professor Dr. Bill Buchanan OBE PhD, Edinburgh Napier University, Scotland 

"I always enjoy reading the JBBA."

Professor Dr Emin Gun Sirer PhD, Cornell University, USA

The JBBA has my appreciation and respect for having a technical understanding and the fortitude for publishing an article 

addressing a controversial and poorly understood topic. I say without hesitation that JBBA has no equal in the world of 

scientific Peer-Review Blockchain Research.

Professor Rob Campbell, Capitol Technology University, USA 

Within an impressively short time since its launch, the JBBA has developed a strong reputation for publishing interesting 

research and commentary on blockchain technology. As a reader, I find the articles uniformly engaging and the presentation of 

the journal impeccable. As an author, I have found the review process to be consistently constructive.

Dr. Prateek Goorha PhD, Blockchain Researcher and Economist

We live in times where the pace of  change is accelerating. Blockchain is an emerging technology. The JBBA’s swift review 

process is key for publishing peer-reviewed academic papers, that are relevant at the point they appear in the journal and beyond.

Professor Daniel Liebau, Visiting Professor, IE Business School, Spain 

The JBBA submission process was efficient and trouble free. It was a pleasure to participate in the first edition of  the journal.

Dr. Delton B. Chen PhD, Global4C, USA 

“

“ “

“

This is a very professionally presented journal.

Peter Robinson, Blockchain Researcher & Applied Cryptographer, PegaSys, ConsenSys 

I would like to think of  the JBBA as an engine of  knowledge and innovation, supporting blockchain industry, innovation and 

stimulate debate.

Dr. Marcella Atzori PhD, EU Parliament & EU Commission Blockchain Expert, Italy
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“

“

“

“

“

“

“

“

“

“

“

“

“

“

Very professional and efficient handling of  the process, including a well-designed hard copy of  the journal. Highly recommend 

its content to the new scientific field blockchain is creating as a combination of  CS, Math and Law. Great work!

Simon Schwerin MSc, BigChain DB and Xain Foundation, Germany 

JBBA has quickly become the leading peer-reviewed journal about the fastest growing area of  research today. The journal will 

continue to play a central role in advancing blockchain and distributed ledger technologies.

John Bond, Senior Publishing Consultant, Riverwinds Consulting, USA

I had the honour of  being an author in the JBBA. It is one of  the best efforts promoting serious blockchain research, worldwide. 

If  you are a researcher, you should definitely consider submitting your blockchain research to the JBBA.

Dr. Stylianos Kampakis PhD, UCL Centre for Blockchain Technologies, UK 

The overarching mission of  the JBBA is to advance the common monologue within the Blockchain technology community. 

JBBA is a leading practitioners journal for blockchain technology experts.

Professor Dr. Kevin Curran PhD, Ulster University, Northern Ireland 

The articles in the JBBA explain how blockchain has the potential to help solve economic, social, cultural and humanitarian 

issues. If  you want to be prepared for the digital age, you need to read the JBBA. Its articles allowed me to identify problems, 

find solutions and come up with opportunities regarding blockchain and smart contracts.

Professor Dr. Eric Vermeulen, Tilburg University, The Netherlands

The whole experience from submission, to conference, to revision, to copy-editing, to being published was extremely professional. 

The JBBA are setting a very high standard in the space. I am looking forward to working with them again in future

Dr Robin Renwick PhD , University college Cork, Ireland 

The JBBA is an exciting peer-reviewed journal of  a growing, global, scientific community around Blockchain and Distributed 

Ledger technologies. As an author, publishing in the JBBA was an honour and I hope to continue contributing to in in the future

Evandro Pioli Moro, Blockchain Researcher, British Telecommunication (BT) Applied Research
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Who is the Blockchain Employee? Exploring Skills in Demand 
using Observations from the Australian Labour Market and 
Behavioural Institutional Cryptoeconomics

LinkedIn recently predicted that blockchain skills will be the most in-demand skill in 2020, and in 2018 blockchain led the list of  the fastest growing 
skills in demand according to Upwork. But what exactly constitutes the skill set of  a blockchain employee? We use Australian labour market data 
to explore what skills are in demand among the blockchain workforce. We also take a deeper dive and explore what educational qualifications 
and experiences are required of  blockchain employees, and how blockchain-related jobs perform on salary scales. We discover that alongside 
‘hard’ software engineering skills such as programming languages or computer science, blockchain-related jobs require candidates to have ‘soft’ 
skills such as creativity, communication and leadership. To explain this, we use institutional cryptoeconomics, applied game theory and applied 
behavioural science to suggest that the demand for skills may be understood as a function of  challenges to blockchain adoption. We suggest that 
for blockchain to enter a mass adoption phase, the industry will need employees with an integrated skill set of  both hard software engineering skills 
and soft behavioural or enterprise skills. Furthermore, blockchain leaders, community leaders and end users will need to gain ‘blockchain literacy’ to 
overcome the challenge of  coordinating expectations by developers and users, who will create network externalities and facilitate rapid, coordinated 
adoption. We contribute to the evidence-based blockchain literature by using Australian labour market data to derive insight into the challenges 
posed to the adoption of  blockchain as (and if) it climbs out of  the current ‘trough of  disillusionment’.

Abstract

Keywords: blockchain; skill set; technology adoption; labour market; cryptoeconomics
JEL Classifications: O10, O40, J01, H30, A1

1. Introduction

Blockchain1 can potentially transform the Australian and global economy 
by offering greater data transparency, improved traceability, enhanced 
security and reduced costs across a variety of  industries [2-4]. Blockchain 
allows users to transfer value efficiently in the absence of  trusted 
intermediaries, and it has the potential to form a basis for an ‘Internet of 
Value’ by overcoming issues of  trust in an online environment [5]. It has 
the potential to serve as a new type of  inter-institutional infrastructure 
transforming the roles of  traditional institutions including governments, 
firms, clubs, commons and indeed markets themselves [6]. Whether these 
changes can be realised is a question predicated on the level of  adoption of 
blockchain as a technology for economic interaction [7].

This article investigates which skills are in demand for blockchain employees 
as the technology progresses beyond the initial hype that typically follows 
the introduction of  a new technology, through the notorious ‘trough of 
disillusionment’ and finally into a ‘plateau of  productivity’—where most 
of  the substantial economic gains can be produced [8]. To do this, we 
explore two data sets from the Australian labour market in 2015–2019. We 
then seek a theoretical explanation for our observations. This approach 
can be seen as phenomenological [9], and we indeed want the readers to 
experience and explore the data and hence observe phenomena before 
we position the theory to explain them. We provide the theoretical 
explanation by drawing on institutional cryptoeconomics, applied game 
theory and applied behavioural science to explain our observations as a 
function of  the challenges to blockchain adoption. We also discuss the 
future challenges that Australia might face in meeting the fast-growing 

demand for blockchain employees seeking to solve the broader problem of 
securing blockchain adoption.

We first consider the emergence of  blockchain jobs globally and in Australia 
in line with the ‘hype cycle’. We then explore data sets on blockchain-related 
job ads and required skills. Next, we explain our observations drawing on 
the perspective of  behavioural institutional cryptoeconomics. Finally, we 
discuss the broader significance of  our results. 

2. Blockchain hype and skills demand: a historical review

There is no industry in the world today that has not investigated the 
opportunities of  blockchain. In just a decade the technology has facilitated 
the creation of  new products and services in Australia and internationally. 
Between 2014 and 2018, worldwide venture capital funding of  blockchain 
grew by a factor of  11 to US$5.6 billion [10]. Australia is one of  the nations 
at the forefront of  blockchain innovation with world-leading public and 
private sector projects such as the Australian Securities Exchange’s CHESS 
replacement [11], Commonwealth Bank’s Bond-i [12], IP Australia’s IP 
Rights Exchange and Smart Trade Mark [13, 14] and Power Ledger’s energy 
trading platform [15]. Australia also leads the secretariat to the technical 
committee developing international blockchain standards [16, 17].

Along with the emergence of  blockchain technology, the demand for 
blockchain-related skills has been growing. The Bitcoin hype of  2017 
sparked a boom in demand for blockchain-related skills, resulting in a 
competitive global hunt for blockchain employees [18]. For two quarters 
in a row (Q1–2 2018) blockchain led the list of  the fastest growing skills 
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in demand on the freelancing platform Upwork [19]. Blockchain first drew 
attention on the Upwork skills index in Q3 2017 as the second fastest 
growing skill followed by Bitcoin as the third. In Q4 2017, Bitcoin took the 
lead as the top skill [19] before losing its place to blockchain for Q1 and 
Q2 of  2018. Since then both Bitcoin and blockchain have slipped off  the 
Upwork skills index list. 

Similarly, job analytics firm Burning Glass Technologies (BGT) revealed 
a steady increase in the number of  blockchain job postings between 2010 
and 2014 in the United States of  America (USA). The figure thereafter 
drastically increased, from 500 jobs in 2014 to almost 1,500 in 2015, before 
later spiking to 3,958 in 2017 [20].

In line with global trends, labour demand in Australia also experienced 
fast growth in blockchain-related jobs since 2014/2015 (see Figure 1). The 
number of  job ads in 2015/2016 was 19 and grew almost by 215% in 
2017/2018 to 408. The Australian market, being smaller and less developed 
than that of  the USA, saw explosive growth two years later than the USA 
did and the number of  blockchain job ads in the USA was almost 10 times 
higher than those in Australia (see Figure 1). 

The end of  2017 marked the peak of  global hype and inflated expectations for 
blockchain technology. The following year saw a deepening disillusionment 
heading into the infamous ‘cryptowinter’ (see Figure 2). In this period, 
blockchain began to be thought of  as the most over-hyped technology 
since the beginning of  the century. Voices questioning the applicability of 
blockchain, its maturity and effectiveness became increasingly prominent 
among business and government experts [21]. Media messages moved 
from ‘blockchain can solve any problem’ and ‘all industries have use cases 
for blockchain’ [22, 23] in 2017 to more sober accounts of  non-blockchain 
use cases [21, 24] with an occasional smattering of  ‘there are no good uses 
for blockchain’ [25]. Additionally, a global survey of  public and private 
sector leaders showed that early investments in blockchain did not realise 
their anticipated returns [26]. On average, the respondents expected a 24% 
return but only realised 10%.

In Australia, crypto hype grew from 2015 until it peaked in 2018, as 
reflected in our observation of  job ads posted monthly on the Adzuna 
Australia labour market platform (see Figure 3). Since then the demand 
for blockchain employees in Australia has decreased but remains relatively 
high. Globally, in January 2020 LinkedIn predicted blockchain will be 
the most in-demand hard skill in 2020 on the platform [28]. This may 
signal a recovery of  blockchain-related project investment and that the 
sector in general might be plateauing in the trough of  disillusionment, and 
potentially recovering from it. 

This is interesting in and of  itself. But job openings contain more 
information that allows us to ask the still more interesting question: what 
does it mean to be a blockchain employee? We will now use the Australian 
labour market data to consider which skills are required for blockchain 
employees. We will explore blockchain-related job ads in two data sets on 
the Australian labour market (BGT’s Labor Insight™ data set [7] and the 
Data61 Australian Skills Dashboard [27]). This article extends on previous 
research by Data61 [7].

3. Data exploration

Burning Glass Technologies data set

One data set was sourced from job analytics firm BGT [29]. BGT data 
have been used by government and private organisations in Australia and 
internationally to investigate skills transformation [30], job transitions [31, 
32], supply and demand [33, 34], education and credentials [35] among 
other topics. BGT’s Labor Insight™ data set includes job vacancy data 
from company websites, online job boards and other online resources 
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Figure 3. Blockchain-related online jobs ads in Australia 
by month, 2015–2019. 
Source: Data61 Australian Skills Dashboard [27] 
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In Australia, crypto hype grew from 2015 until it peaked in 
2018, as reflected in our observation of job ads posted 
monthly on the Adzuna Australia labour market platform 
(see Figure 3). Since then the demand for blockchain 
employees in Australia has decreased but remains relatively 
high. Globally, in January 2020 LinkedIn predicted 
blockchain will be the most in-demand hard skill in 2020 on 
the platform [28]. This may signal a recovery of blockchain-
related project investment and that the sector in general 
might be plateauing in the trough of disillusionment, and 
potentially recovering from it.  

This is interesting in and of itself. But job openings contain 
more information that allows us to ask the still more 
interesting question: what does it mean to be a blockchain 
employee? We will now use the Australian labour market 
data to consider which skills are required for blockchain 
employees. We will explore blockchain-related job ads in two 
data sets on the Australian labour market (BGT’s Labor 
Insight™ data set [7] and the Data61 Australian Skills 
Dashboard [27]). This article extends on previous research by 
Data61 [7]. 

3. Data exploration 

Burning Glass Technologies data set 

One data set was sourced from job analytics firm BGT [29]. 
BGT data have been used by government and private 
organisations in Australia and internationally to investigate 
skills transformation [30], job transitions [31, 32], supply and 
demand [33, 34], education and credentials [35] among other 
topics. BGT’s Labor Insight™ data set includes job vacancy 
data from company websites, online job boards and other 
online resources available for web crawling. As of August 
2018, BGT covered over 44,000 web page sources across 

Australia, New Zealand, the United Kingdom, USA, Singapore 
and Canada. Once the data are collected, BGT applies natural 
language processing to remove duplicate job ads and classify 
job skills. BGT acknowledges their data may include duplicate 
or miscoded job ads. See [36] for a detailed method and skills 
taxonomy. 

We filtered the Labor Insight™ data by searching for ads that 
included ‘blockchain’ as a keyword. The final data set included 
497 job ads posted between July 2014 and June 2018.  

Data61 Australian Skills Dashboard data set 

The Data61 Australian Skills Dashboard data set provides a 
snapshot of the labour market [27]. This dashboard analyses 
job ad data provided by the labour market platform Adzuna 
Australia. The data set includes job ads listed directly on the 
Adzuna Australia platform, ads listed in Australia’s major 
newspapers and ads ‘scraped’ from other available online 
resources. Scraped ads must pass a screening process before 
entering the Adzuna platform, to minimise the number of 
expired, duplicate or incomplete job ads. The Data61 
Australian Skills Dashboard data set is further cleansed 
through natural language processing and human coding to 
remove any remaining job ads that are duplicate or are from 
unreliable sources [37, 38]. Skills required by job ads are 
categorised using the European Skills, Competences, 
Qualifications and Occupations skills taxonomy. The 
dashboard represents the Australian labour market in terms of 
occupational categories and geographic locations at the state 
and capital city level [38]. However, job ads in the state of 
Western Australia as well as ‘blue collar’ jobs may be 
underrepresented [38]. 

For the purposes of this article, the Adzuna data set was 
filtered with ‘blockchain’ as a keyword. The search returned 
1,863 job ads posted between September 2015 and May 2019. 
We also qualitatively classified the job ad skills into ‘soft’ skills 
and ‘hard’ skills to determine the demanded skills mix in 
advertised positions.  

Observations from the Australian labour market for 
blockchain employees 

Skills demand 

Examination of the Data61 Australian Skills Dashboard data 
set demonstrates that employers are looking for a combination 
of soft and hard skills in the blockchain workforce. The hard 
skills frequently mentioned in the blockchain-related job ads 
include computer technologies and more specifically 
knowledge of JavaScript and Internet of Things. Around half 
of the skills most frequently mentioned in the job ads, 
alongside blockchain, are soft skills including creative thinking, 
customer service, communication, as well as project 
management and leadership (see Figure 4). Moreover, 84.3% 
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available for web crawling. As of  August 2018, BGT covered over 44,000 
web page sources across Australia, New Zealand, the United Kingdom, 
USA, Singapore and Canada. Once the data are collected, BGT applies 
natural language processing to remove duplicate job ads and classify job 
skills. BGT acknowledges their data may include duplicate or miscoded job 
ads. See [36] for a detailed method and skills taxonomy.
We filtered the Labor Insight™ data by searching for ads that included 
‘blockchain’ as a keyword. The final data set included 497 job ads posted 
between July 2014 and June 2018. 

Data61 Australian Skills Dashboard data set

The Data61 Australian Skills Dashboard data set provides a snapshot of 
the labour market [27]. This dashboard analyses job ad data provided by 
the labour market platform Adzuna Australia. The data set includes job ads 
listed directly on the Adzuna Australia platform, ads listed in Australia’s 
major newspapers and ads ‘scraped’ from other available online resources. 
Scraped ads must pass a screening process before entering the Adzuna 
platform, to minimise the number of  expired, duplicate or incomplete job 
ads. The Data61 Australian Skills Dashboard data set is further cleansed 
through natural language processing and human coding to remove any 
remaining job ads that are duplicate or are from unreliable sources [37, 
38]. Skills required by job ads are categorised using the European Skills, 
Competences, Qualifications and Occupations skills taxonomy. The 
dashboard represents the Australian labour market in terms of  occupational 
categories and geographic locations at the state and capital city level [38]. 
However, job ads in the state of  Western Australia as well as ‘blue collar’ 
jobs may be underrepresented [38].

For the purposes of  this article, the Adzuna data set was filtered with 
‘blockchain’ as a keyword. The search returned 1,863 job ads posted 
between September 2015 and May 2019. We also qualitatively classified the 
job ad skills into ‘soft’ skills and ‘hard’ skills to determine the demanded 
skills mix in advertised positions. 

Observations from the Australian labour market for blockchain 
employees

Skills demand

Examination of  the Data61 Australian Skills Dashboard data set 
demonstrates that employers are looking for a combination of  soft and hard 
skills in the blockchain workforce. The hard skills frequently mentioned in 
the blockchain-related job ads include computer technologies and more 
specifically knowledge of  JavaScript and Internet of  Things. Around 
half  of  the skills most frequently mentioned in the job ads, alongside 
blockchain, are soft skills including creative thinking, customer service, 
communication, as well as project management and leadership (see Figure 
4). Moreover, 84.3% of  the job ads required a mix of  both soft and hard 
skills (see Figure 5).

For a more detailed exploration of  the required hard and soft skills, we 
looked at BGT job ads posted in 2017–2018. The data reveal the top 
technical skills desired from prospective blockchain employees (see 
Figure 6). The listed skills require a background in programming and/or 
mathematics.
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Figure 4. Top skills mentioned in Australian blockchain-related 
job ads between September 2015 and May 2019. 
Source: Data61 Australian Skills Dashboard [27] 

 

 

   
Figure 5. Soft and hard skills mix of Australian blockchain-
related job ads between September 2015 and May 2019. 
Source: Data61 Australian Skills Dashboard [27]  
Note: 1.4% of the total job ads listed no skills and were 
excluded from this graph.  
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of the job ads required a mix of both soft and hard skills (see 
Figure 5). 

For a more detailed exploration of the required hard and soft 
skills, we looked at BGT job ads posted in 2017–2018. The 
data reveal the top technical skills desired from prospective 
blockchain employees (see Figure 6). The listed skills require a 
background in programming and/or mathematics. 

 
Figure 6. Top hard skills required in Australian blockchain-
related job ads between August 2017 and August 2018. 
Source: BGT data [7] 

 

 
Figure 7. Top soft skills required in Australian blockchain-
related job ads between August 2017 and August 2018. 
Source: BGT data [7] 
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of the job ads required a mix of both soft and hard skills (see 
Figure 5). 

For a more detailed exploration of the required hard and soft 
skills, we looked at BGT job ads posted in 2017–2018. The 
data reveal the top technical skills desired from prospective 
blockchain employees (see Figure 6). The listed skills require a 
background in programming and/or mathematics. 
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The BGT data also show that there is demand for soft skills among 
blockchain employees (see Figure 7).

Required educational qualifications

The observed demand for skills was reflected in the desired level of 
educational qualifications for blockchain employees (see Figure 8). Over 9 
in 10 blockchain jobs required either a bachelor’s degree or an even higher 
level of  education according to the BGT data. 

In the BGT data set, 107 blockchain-related job postings referenced a 
preferred field of  study. The top majors that blockchain job ads required 
are listed in Figure 9.

Experience required

In the BGT data, 161 job ads mentioned required experience (see Figure 
10), with over half  of  the jobs requiring between three to five years of 
experience.

Salary distribution of  jobs

Almost 60% of  the jobs offered to pay blockchain employees above 
AU$100,000 per year (see Figure 11). This is a higher wage level than most 
Professional job offers. Only around 45% of  Professional jobs offered 
the same salary bracket. However, the data showed no difference in wage 
level between blockchain employees and Data Scientists and Software 
Engineers who have a relatively similar skill set to blockchain developers. 
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Figure 4. Top skills mentioned in Australian blockchain-related 
job ads between September 2015 and May 2019. 
Source: Data61 Australian Skills Dashboard [27] 

 

 

   
Figure 5. Soft and hard skills mix of Australian blockchain-
related job ads between September 2015 and May 2019. 
Source: Data61 Australian Skills Dashboard [27]  
Note: 1.4% of the total job ads listed no skills and were 
excluded from this graph.  
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of the job ads required a mix of both soft and hard skills (see 
Figure 5). 

For a more detailed exploration of the required hard and soft 
skills, we looked at BGT job ads posted in 2017–2018. The 
data reveal the top technical skills desired from prospective 
blockchain employees (see Figure 6). The listed skills require a 
background in programming and/or mathematics. 

 
Figure 6. Top hard skills required in Australian blockchain-
related job ads between August 2017 and August 2018. 
Source: BGT data [7] 

 

 
Figure 7. Top soft skills required in Australian blockchain-
related job ads between August 2017 and August 2018. 
Source: BGT data [7] 
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The BGT data also show that there is demand for soft skills 
among blockchain employees (see Figure 7). 

Required educational qualifications 

The observed demand for skills was reflected in the desired 
level of educational qualifications for blockchain employees 
(see Figure 8). Over 9 in 10 blockchain jobs required either a 
bachelor’s degree or an even higher level of education 
according to the BGT data.  

 
 
Figure 8. Level of experience required in Australian block 
chain-related job ads between August 2017 and August 2018. 
Source: BGT data [7] Note: 68% of records have been 
excluded because they did not mention required experience. 
Therefore, this chart may not be representative of the full 
sample. 

In the BGT data set, 107 blockchain-related job postings 
referenced a preferred field of study. The top majors that 
blockchain job ads required are listed in Figure 9. 
 

 
 
Figure 9. Top degrees required in Australian blockchain-
related job ads between August 2017 and August 2018. 

Source: BGT data [7] 
Note: 77% of records have been excluded because they did 
not include a major. Therefore, this chart may not be 
representative of the full sample. 
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Figure 8. Level of  experience required in Australian blockchain-related job ads 
between August 2017 and August 2018.
Source: BGT data [7] Note: 68% of  records have been excluded because they did 
not mention required experience. Therefore, this chart may not be representative 
of  the full sample.

Figure 11. Salary distribution of  jobs in blockchain and other Professional jobs 
between August 2017 and August 2018 (in Australian dollars).
Source: BGT data [7]
Note: Professional jobs are defined as the jobs requiring at least a bachelor degree.
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The picture of  the in-demand blockchain workforce is therefore a somewhat 
interesting one for a technology-heavy sector building something akin to 
a digital utility. The typical blockchain employee at least in Australia is one 
who integrates hard technical skills and soft personal and enterprise skills. 
They are highly educated, typically with a formal higher degree in-hand. 

4. Explaining skills demand as a function of  blockchain adoption 
challenges: behavioural institutional cryptoeconomics

We can understand the observed skills demand for blockchain-related jobs 
in Australia as a response to the challenge of  securing blockchain adoption. 
Blockchain is a different technology to traditional technologies studied 
by economic theory as it is an institutional technology [6, 39]. Industrial, 
inter-firm productivity-enhancing technologies have tended to evolve at a 
relatively rapid rate compared to institutional technologies such as firms, 
markets, clubs, commons and governments that take decades and centuries 
to develop. However, blockchain as an institutional technology will be 
characterised by rapid, coordinated adoption. 

To understand challenges being posed to blockchain adoption, we apply 
some game theory and behavioural science to round out the insights of 
institutional cryptoeconomics. We call this mix ‘behavioural institutional 
cryptoeconomics’. It shows us that the key challenge to blockchain adoption 
is building capacity for adoption and then coordinating expectations across 
that population to facilitate rapid, coordinated adoption. It is the solution 
to this challenge—a similar challenge to that faced by Facebook, Uber, 
Airbnb, Amazon, PayPal and YouTube in their early years—that reveals 
to us what the Australian labour market for blockchain employees may be 
responding to.

Institutional cryptoeconomics: platforms and network externalities

Institutional cryptoeconomics identifies that the defining characteristic of 
blockchain is not that it is a distributed ledger technology (DLT)2  per se, 
but rather that it is an institutional technology [6, 39]. It introduces a sixth 
archetype to the traditional five: markets, firms, governments, commons 
and clubs [40-43]. Such technologies require different kinds of  governance, 
delimiting and enforcing the bounds of  acceptable behaviour in society. The 
contention of  institutional cryptoeconomics is that blockchain presents 
a sixth institutional technology because it is differentiated by the nature 
of  its emergence and operation [6, 44]. Blockchain protocols (such as 
Bitcoin, Ethereum and Monero) delimit a range of  interactions on internet 
platforms that can be considered legitimate and integrated by a consensus 
algorithm into a record held by a network. The writing and actioning 
of  blockchain protocols to support institutional governance of  internet 
platforms, therefore almost by definition, emerges from a decentralised 
network and is actioned by that network. It does not require legitimation 
by government or some other centralised enforcement authority. It can be 
entirely supported by private entities. Blockchain is thus an institutional 
technology that allows for privatised emergent governance of  internet-
based platforms. 

The defining problem in blockchain adoption, that makes it different 
from industrial technology adoption, is that, as a technology that 
enables institutional governance of  internet platforms, it must, as with 
any platform technology, harness network externalities to achieve rapid, 
coordinated adoption [45-47]. This is not necessarily the case with 
industrial technologies [48-52]. But because platform technologies exist 
to enable and support interactions that would not otherwise be possible, 
they derive their value from the interactions that are possible within them. 
Therefore, the value of  adopting a platform for interacting with others by 
any one individual or organisation is contingent upon its adoption by other 
individuals and organisations they might like to interact with. In economic 
theory we call this a network externality [53-56]—the collective adoption 
of  a particular technology affects the value an individual could realise from 
it.

Applied game theory, network externalities and Schelling-point 
coordination

Applied game theory allows us to identify why blockchain adoption needs 
to be rapid and coordinated. Achieving adoption of  a platform governed 
by institutional technology is a special case of  Schelling-point coordination 
[57]. Originally, Schelling-point coordination illustrated why the problem 
of  disarmament is difficult to solve, because unilateral disarmament could 
be disastrous, and so all nuclear powers must simultaneously disarm (and 
maintain their disarmament). To obtain such an equilibrium, the various 
nuclear powers must therefore believe that all other nuclear powers will 
disarm simultaneously with them. Thus Schelling-point coordination 
becomes a problem of  coordinating expectations between various nuclear 
powers to ensure simultaneous disarmament.

A similar problem is created by network externalities in the context of 
platform technology adoption and therefore the adoption of  blockchains. 
The value of  adopting a given internet-based platform for interaction 
subject to blockchain-based institutional governance is completely 
contingent on its adoption by others. Obtaining an equilibrium where a 
given platform and its blockchain are adopted therefore requires that there 
be a belief  across the population that the population at large will adopt 
it. Hence, the adoption of  blockchain as an institutional technology for 
platform governance depends on the coordination of  expectations across the 
population of  potential users that sufficiently many others in the population 
will adopt the platform and its blockchain. Lest those expectations be 
‘dashed’ and the adoption ‘fizzle’, that coordination of  expectations must 
support rapid, coordinated adoption of  the internet-based platform for 
interaction subject to blockchain-based institutional governance under 
consideration.

Applied behavioural science and restraining forces in blockchain 
adoption

The problem of  coordinating expectations is fundamentally predicated on 
human behaviour in a systemic context. Blockchain will not be adopted 
unless there is rapid, coordinated adoption at the systemic level. 

Arguably the simplest formulation of  psychological theory that is directly 
applicable to understanding the solution to this problem is that provided by 
Kurt Lewin [58]. Lewin sees behaviour as an equilibrium between driving 
and restraining forces that emerge from the interaction between motivation 
[59], cognition [60] and environment [61]. The challenge, Lewin suggests, 
when we approach problems of  behaviour change, such as securing 
adoption of  blockchain, is not to increase the driving forces towards that 
behaviour. The challenge is to reduce the restraining forces emerging from 
the interaction between motivation, cognition and environment that urge 
the individual away from that behaviour.

For restraining forces in blockchain adoption, there are two broad 
categories. For an individual or an organisation to adopt a platform subject 
to blockchain governance, they must be (1) able to adopt the platform as a 
system for interaction with others and (2) be willing to adopt the platform 
(see Figure 12).

In terms of  the ability to adopt a platform subject to blockchain governance, 
the first restraining force is the actual creation and functionality of  the 
code itself. 

Building the initial system can be difficult since it often requires collaboration 
from various users across networks, business units, jurisdictions and 
systems. The networked nature of  blockchain also means that it will, 
typically, exist within a ‘winner takes all’ system—with dominance in 
systems and protocols often being gained by those able to grow rapidly in 
the initial phases and obtain first mover advantage [62]. The ‘winner takes 
all’ dynamic makes the collaboration delicate and challenging. As such, 
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gaining collaboration to build the initial system often requires strong skills 
in strategic management. Delivering requires good communication to the 
technical team, so the system meets the requirements of  the collaborators.

Figure 12. Overcoming restraining forces in blockchain adoption
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Building the initial system can be difficult since it often requires collaboration 
from various users across networks, business units, jurisdictions and 
systems. The networked nature of  blockchain also means that it will, 
typically, exist within a ‘winner takes all’ system—with dominance in 
systems and protocols often being gained by those able to grow rapidly in 
the initial phases and obtain first mover advantage [62]. The ‘winner takes 
all’ dynamic makes the collaboration delicate and challenging. As such, 
gaining collaboration to build the initial system often requires strong skills 
in strategic management. Delivering requires good communication to the 
technical team, so the system meets the requirements of  the collaborators. 

In the event they can achieve this, the technical team is likely to successfully 
build a system with basic functionality. But when human beings are involved, 
cognitively limited organisms, usability goes to a far deeper level than 
engineering alone. To maximise the likelihood of  a blockchain platform’s 
adoption, the platform itself  must be designed to be user friendly enough 
so that any technical functioning of  the platform is essentially invisible to 
the user experience. The more complex the platform is in terms of  user 
experience, the greater the restraining forces against adoption, because the 
requisite cognitive capabilities to use the platform cannot be developed. 
World-class user experience design is necessary for developing capacity for 
blockchain adoption among a population of  potential adopters. 
Continuing this, one step removed again from engineering concerns, the 
usability of  a platform subject to blockchain governance depends on the 
complexity of  the institutional arrangements to which it is subject. The 
more complex the institutional arrangements that govern the platform 
both internally (‘on-chain’) and externally (‘off-chain’), especially due to 
external regulatory structures and again uncertain regulatory structures, the 
greater the restraining forces against adoption. Cognitive capabilities are 
necessary not only for the simple ability to use the platform on a functional 
level, but also for the ability to use it within the bounds of  acceptability 
delimited by institutional governance. How many laws does one break 
simply because they are too complex for one unindoctrinated in the law 
to understand? Good institutional design and negotiation with external 
parties is needed to ensure the blockchain governance structure is usable 
enough for all potential adopters. 

Now as to the willingness to adopt a platform subject to blockchain 
governance, this depends on the extent to which the cognitive dissonance 

[63] created by ideas about breaking with traditional platforms for 
interaction and embracing platforms subject to blockchain governance can 
be overcome. This cognitive dissonance presents a significant restraining 
force urging against adoption of  blockchain technology, as it does with 
any new technology. But in the case of  blockchain-based institutional 
technologies, the existence of  network externalities and the pre-existence 
of  established platforms (such as Amazon, Uber and YouTube) is 
particularly acute.

This restraining force is something that must be overcome by world-class 
strategic management and marketing of  the design of  a platform subject 
to blockchain governance. This strategic management and marketing must 
integrate design across all aspects of  the platform from the functionality 
of  the code itself  to the user interface laid over it, and also integrate this 
design with strategic marketing that builds sufficient expectations (that will 
be validated) about the value of  adopting the platform and its governance 
structure. Critically for the validation of  these expectations, the strategic 
management and marketing of  the design must be oriented to facilitating 
rapid, coordinated adoption en masse.

Unless this strategic management and marketing of  design is strong, it will 
fail to build and/or validate expectations that reduce the restraining force 
of  cognitive dissonance about the value of  adopting a new blockchain-
based platform. If  that is the case, we will fail to see harnessing of  network 
externalities to leverage rapid, coordinated adoption of  the platform 
subject to blockchain governance, and thus we will fail to see adoption at 
all. Hence astute strategic thinking in management and marketing of  the 
platform and blockchain design is critical for blockchain adoption.

Behavioural institutional cryptoeconomics: labour market demand 
for skills as a function of  the adoption problem

We are now in a position to understand what we might be observing in 
the Australian labour market data as reflecting the market’s response to 
this problem. We saw that as a technology for institutional governance 
of  internet-based platforms, the adoption of  blockchain technology is 
subject to network externalities that must be harnessed and overcome 
by Schelling-point coordination. We saw how the achievement of  this 
Schelling-point coordination required the overcoming of  restraining 
forces against the adoption of  blockchain technology by world-class user 
experience design, institutional design and astute strategic thinking in the 
management, marketing and design of  platforms subject to blockchain-
based governance.

To reduce restraining forces in blockchain adoption, it is therefore necessary 
to integrate software engineering with insights from user experience, 
negotiation, lawmaking, political theory, strategy, management, marketing 
and design. While different employees in a development team may differ 
in their skills and strengths, it will be necessary for at least one to have an 
integrated skill set across all of  them to facilitate their integration across 
the whole team. At least one employee, in other words, will need to ‘speak 
the language’ of  hard and soft skills to facilitate their integration, and this 
will necessarily require them to have some proficiency in both. Only if 
this integration of  soft skills and hard skills occurs will we observe the 
development of  capacity and the coordination of  expectations necessary 
to support rapid, coordinated adoption of  blockchain as an institutional 
technology for internet-based platforms.

5. Discussion 

Our exploration of  Australian labour market data would appear to provide 
hope for blockchain enthusiasts if  the observations are a function of  the 
market responding to the core problem in blockchain adoption. If  we were 
going to observe the adoption of  blockchain as an institutional technology 
for internet platform governance, we ought to be observing the emergence 
of  demand for employees who are skilled in communication strategy, 
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management, marketing and user experience as well as those who are skilled 
in software engineering. Indeed, we ought to be observing a demand for 
employees who can integrate soft skills with hard skills. Our observations 
from the Australian job ad data provide some evidence that this may be 
occurring, revealing a demand for hard skills, soft skills and integrated skill 
sets from blockchain employees. 

These results accord with the general findings of  empirical studies in 
labour economics as they track the emergence of  the digital economy. As 
digital technologies advance and more jobs are expected to be replaced or 
disrupted by automation, we are observing growing demand for technical 
skills and programming universally across the economy. However, the 
demand for soft skills is also growing, and in many cases outstripping the 
demand for technical skills [64]. Based on the data insights and theoretical 
frame of  behavioural institutional cryptoeconomics, we suggest we are 
observing at least in Australia a labour market response to the challenge of 
securing blockchain adoption. This might suggest that the technology is 
poised to emerge from the trough of  disillusionment as a new generation 
of  blockchain employees enter the sector. These employees may develop 
a stronger integration between software design through the application 
of  hard technical skills, and securing the platform’s adoption through the 
application of  soft skills. This may promote rapid, coordinated adoption 
of  blockchain by the overcoming of  restraining forces contributed to by 
network externalities and usability, and cause the technology to become 
more integrated into the technological base of  the economy at its core, 
rather than as a peripheral technology.

Our data insights and theoretical frame also suggests that blockchain 
adoption may require blockchain employees who can help build the 
combination of  technology and complementary skills required for 
different groups from blockchain users to blockchain developers. A simple 
model of  this integrated skills hierarchy that we suggest needs to be built 
and perhaps is being built as presented in Figure 13. Blockchain leaders will 
need to understand the opportunities and limitations of  the technology to 
strategically develop, market and manage blockchains as a software as well 
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Figure 13. Hierarchy of blockchain technical skills for blockchain developers, adopters and users. 
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knowledge and industry expertise, contributing to the building 
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and end users would benefit from ‘blockchain literacy’ or a 
broader understanding of how the technology works. While 
the usability of the system should make its technical 
functioning invisible, the end users will need to understand 
blockchain’s value proposition and key differences to existing 
systems to build expectations of coordinated adoption. 
Complementary soft skills will be crucial for adopting 
companies and industries to fit the new approaches with 
existing legacy systems and to ensure the technology fit for 
jobs, teams and industry-specific requirements. 

One pressing issue for the development and uptake of 
blockchain technology is the supply of a qualified workforce 

to meet the growing demand for blockchain development. 
Australia might produce fewer potential blockchain employees 
than other countries as Australia has fewer Information and 
Computer Technology (ICT) graduates than countries such as 
Singapore, Finland and New Zealand. In these countries, more 
than 6% of all students graduate with ICT qualifications 
compared to only 3.5% in Australia [65]. The continuing 
expansion of blockchain outside the ICT industry, we suggest, 
will open large markets for educational providers in Australia 
and internationally. The growing demand for quality 
blockchain education therefore forms a market niche for 
accredited Australian educational providers.  

Limitations and further research directions 

This article explicitly focuses on blockchain as the most popular 
DLT. There are two reasons for this narrow focus: (1) compared 
to blockchain, DLT as a term (and key word) is rarely present in 

as develop a population that can co-develop and use it.

Blockchain developers and adopters will play an essential role in further 
development and implementation of  the new technology across the 
economy and will rely on blockchain knowledge and industry expertise, 
contributing to the building capability for adoption. Blockchain leaders, 
community leaders and end users would benefit from ‘blockchain literacy’ 
or a broader understanding of  how the technology works. While the 
usability of  the system should make its technical functioning invisible, 
the end users will need to understand blockchain’s value proposition and 
key differences to existing systems to build expectations of  coordinated 
adoption. Complementary soft skills will be crucial for adopting companies 
and industries to fit the new approaches with existing legacy systems and to 
ensure the technology fit for jobs, teams and industry-specific requirements.

One pressing issue for the development and uptake of  blockchain 
technology is the supply of  a qualified workforce to meet the growing 
demand for blockchain development. Australia might produce fewer 
potential blockchain employees than other countries as Australia has fewer 
Information and Computer Technology (ICT) graduates than countries 
such as Singapore, Finland and New Zealand. In these countries, more 
than 6% of  all students graduate with ICT qualifications compared to only 
3.5% in Australia [65]. The continuing expansion of  blockchain outside the 
ICT industry, we suggest, will open large markets for educational providers 
in Australia and internationally. The growing demand for quality 
blockchain education therefore forms a market niche for accredited 

Australian educational providers. 

Limitations and further research directions

This article explicitly focuses on blockchain as the most popular DLT. 
There are two reasons for this narrow focus: (1) compared to blockchain, 
DLT as a term (and key word) is rarely present in the online job ad data 
that we used, and (2) DLTs are not tracked by the Gartner Hype Cycle. 
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Although we suspect that our theoretical frame can be applied more 
broadly to DLTs, our article has not specifically investigated DLTs.
Given that blockchain technology is new and it is still early in the hype cycle, 
there is a lack of  high-quality data to deeply understand the challenges to 
blockchain development and adoption. This makes it difficult to perform 
much more than the descriptive analyses conducted in this study. 
Another limitation of  the current study lays in the nature of  job ad data 
and skills classifications. Job ads represent what skills employers demand 
from employees, but does not necessarily reflect the skills of  those who 
are interviewed or hired, neither do they directly reflect the roles, tasks and 
responsibilities of  those hired. 

Lastly, in our approach, we used theories to explain what we observed 
in the data. The next logical step would be to validate our explanations 
should additional or more detailed data become available. Future research 
could therefore target collection of  higher-quality and larger data sets 
and conduct inferential statistical analysis. It would also be interesting to 
perform a comparative analysis across international blockchain job ad data 
sets, especially for regions with larger labour markets such as the USA.

Another direction for future research would be a study of  labour market 
dynamics as well as constitution and transformations of  skill sets for 
blockchain (and broader DLTs) in comparison with other emerging 
technologies such as artificial intelligence or quantum computing.

6. Conclusion

This article contributed to the evidence-based blockchain literature by 
examining the in-demand blockchain workforce as (and if) the technology 
moves through the trough of  disillusionment into a plateau of  productivity. 
The exploration of  Australian labour market data showed that the in-
demand blockchain workforce is well compensated, experienced and 
highly educated, with a mix of  hard software engineering skills as well 
as soft enterprise and personal skills. To explain the skills demand, we 
used behavioural institutional cryptoeconomics which theorises that 
coordinating expectations of  blockchain adoption among developers 
and users is necessary to create network externalities to facilitate rapid, 
coordinated adoption. We explained that a mix of  soft and hard skills are 
necessary to overcome the challenge of  coordinating expectations. More 
specifically, we argued that hard software engineering skills, together with 
world-class user experience design and institutional design, are needed to 
create a functioning blockchain system that can be adopted by end users. 
Furthermore, strategic management and marketing are needed to give end 
users the motivation to adopt. We also argued that mass adoption also 
requires blockchain leaders and end users to gain blockchain literacies, as 
this helps them understand the platform’s value proposition, thus boosting 
their motivation to adopt. The job market demand for both soft and hard 
skills showed that the blockchain industry, at least in Australia, is aware of 
the need for a skills mix. Gaining and maintaining this skilled workforce 
may be what makes or breaks blockchain—whether adoption fizzles due 
to a lack of  strategic management, usability and marketability, or whether 
it overcomes these challenges and becomes the mass-adopted institutional 
technology that many are hopeful of. 
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Browser-based Crypto Mining and EU Data Protection 
and Privacy Law: A Critical Assessment and Possible 
Opportunities for the Monetisation of  Web Services

Recently, browser-based crypto mining (or browser mining) received attention in academic literature, mainly from the work in the field of  computer 
science. Browser-based crypto mining describes the act of  websites or other actors mining cryptocurrencies for their own gain on client-side user 
hardware, which mainly takes place by mining Monero through Coinhive or similar codebases. Although the practice gained infamy through the 
various ways in which it was illicitly deployed, browser mining has the potential to act as an alternative means for the monetization of  web services 
and digital content. A number of  studies explored browser mining for monetization purposes and highlighted its short-comings compared to the 
traditional advertisement-based monetisation strategies. This paper discusses the practice in light of  EU data protection and privacy law, notably the 
General Data Protection Regulation (GDPR) and the ePrivacy Directive (ePD), which is currently being overhauled and aligned with the GDPR. It 
adds to the discussion surrounding the feasibility of  browser mining as a potential alternative for monetization by exploring the legality of  browser 
mining in relation to EU data protection and privacy law and by identifying possible benefits regarding the protection of  individuals’ personal data 
and privacy by deploying browser mining. It is argued that employing browser mining in a transparent and legitimate manner may be an additional 
option to financing websites and online services due to the growing legal pressure on advertisement models such as programmatic advertisements 
that rely on the exploitation of  large amounts of  personal data and ad networks.

Abstract

Keywords: Cryptocurrency; Mining, Blockchain, GDPR, ePrivacy, Privacy and Data Protection, EU Fundamental Rights
JEL Classifications: K24, K42

1. Introduction

The monetization of  web services mainly relies on the advertising revenue, 
with a large part of  the revenue stemming from programmatic advertising 
and behavioural targeting, with an estimated €16.8 billion market share in 
Europe [1]. Programmatic advertising entails the mostly automated buying, 
selling and matching of  digital advertising spaces and advertisers over a 
number of  platforms and aggregators, in order to display relevant ads to 
consumers browsing the web. The buying and selling of  an ad space is 
automated and happens through real-time bidding (RTB) auctions within 
milliseconds. The ads are then displayed to users based on the users’ 
deduced preferences that are established over the course of  being tracked 
and profiled based on their behaviour while surfing multiple websites [2]. 
Online advertising, especially programmatic advertising, is criticized for its 
impact on individuals’ privacy and the protection of  their personal data for 
a number of  reasons: these include the large quantities of  personal data 
collected and processed, including sensitive personal data (such as sexual 
orientation, health data, religious belief  and so on), and the general lack 
of  awareness that the users have of  these practices. Further, the practice 
also entails the automated sharing of  personal data with many entities at 
high velocity, leading to the risk of  data getting leaked which cannot be 
accounted for, thus breaching the principles of  EU data protection law 
[3]. In this context, we also see that access to a website is often made 
conditional upon the acceptance of  tracking and advertising (so-called 
tracking walls), affecting the legality of  the consent collected under these 
practices [4]. 

Hence, browser-based crypto mining (or browser mining) was envisioned as 

an alternative to the tracking and targeting practice that is dominating online 
advertising [5]. Browser mining entails websites or other actors injecting 
mining code into client-side hardware in order to mine cryptocurrencies 
using those devices’ computational power, thereby converting end-user 
devices’ computational power into cryptocurrencies for the benefit of 
the entities deploying the mining code. Although being conceived as an 
alternative to online advertising, browser-based crypto mining (or browser 
mining) mostly garnered public attention due to scandals that revolved 
around its illicit use, especially during the period of  2017–2018.

Browser mining also drew the attention of  academics in the field of 
computer science and information security studies, who mainly focused on 
identifying the prevalence and spread of  crypto mining and its detection 
[6] as well as on its feasibility for monetizing web services compared to the 
traditional online advertising models [7]. While a large part of  the the body 
of  research touches upon browser minings' privacy and data protection 
implications [8], none has yet comprehensively addressed these issues. This 
paper discusses the practice of  browser-based crypto mining in light of  EU 
data protection and privacy law, focusing on the General Data Protection 
Regulation (GDPR) [9], the ePrivacy Directive (ePD) [10] and the proposal 
for an ePrivacy Regulation (ePR) [11]. In doing so, the paper explores the 
legality of  browser mining in relation to EU data protection and privacy 
law and identifies possible benefits regarding the protection of  individuals’ 
personal data and privacy by deploying browser mining over traditional 
online advertisement strategies.

The paper is structured as follows: Section 1 introduces the topic and 
frames the discussion. Section 2 presents a short history of  browser mining, 
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describes the practice and illustrates deployment methods of  browser 
mining. Section 3 analyses browser mining in light of  EU privacy and data 
protection law. Section 4 identifies possible benefits that browser mining 
has over online advertising practices that utilize personal data and assess 
what measures could be taken within the current EU privacy and data 
protection framework to accommodate browser mining. It further adds 
an outlook on where the legal framework may warrant for amendment, 
specifically addressing the proposal for an ePR.

1. Browser mining
a. A brief  history of  browser mining

The emergence of  the idea of  browser-based crypto mining as an alternative 
to finance web services dates back to 2013–2014, with an example of  the 
MIT-based student project Tidbit. As a project, Tidbit was the product of 
a hackathon and was conceived with the purpose of  offering an alternative 
to online advertising [12]. The project came under legal scrutiny soon 
after, leading to proceedings in New Jersey, due to Tidbit being viewed 
as malware and having the potential to afflict serious harm to consumers 
as they ‘may have their computers “co-opted” or “hijacked” without their 
consent by unscrupulous website operators using the Tidbit code’ [13]. This 
assessment foreshadowed the malicious applications of  browser mining 
that would become prevalent, and the case led to the shutting down of 
Tidbit due to the mounting legal pressure. Yet in an interesting statement 
in the proceedings, the Superior Court of  New Jersey acknowledged the 
need for openness towards innovative technological solutions, stating that: 

	 "this investigation, may be acting to discourage creative and 	
	 ‘cutting edge’ new technology. (…) it appears that the Tidbit 
	 program and other similar creative endeavors serve a useful and 
	 legitimate purpose. There is nothing presented to the Court that 
	 evidences an inherently improper or malicious intent or design 
	 by Plaintiff. Rather, Tidbit appears to be an instrumentality 
	 or tool that has great potential for positive utility. The Court 
	 is mindful, however, of  the State’s concerns that this tool could 
	 also be subject to abuse and misuse [14]."

During the period of  2017–2018, scandals and news surrounding browser 
mining were abundant and saw a peak. The file-sharing website The Pirate 
Bay experimented with running mining code on its website in 2017 in 
order to monetize its service [15]. In 2018, the crypto mining code was 
illicitly injected into various websites, including the UK’s data protection 
supervisory authority, the Information Commissioner’s Office (ICO) 
[16], among many others, which mined cryptocurrencies through visitors’ 
web browsers for the duration of  their visit [17]. The US television 
giant CBS had mining code injected into its Showtime web-streaming 
service, which mined Monero in users’ browsers, although it is unclear 
who was responsible for deploying it [18]. Crypto mining code was also 
deployed by a rogue employee of  the E-Sports Entertainment Association 
(ESEA), leading to 14,000 devices being affected, which resulted in legal 
actions in New Jersey and California [19]. Further incidents involve the 
running of  mining code in ad networks, Youtube ads, browser extensions, 
routers, Android mobile devices, fundraising campaigns by UNICEF and 
gaming mods, with numerous examples existing [20]. These scandals led 
to a negative perception of  browser mining, with it being described as 
‘cryptojacking,’ ‘thieves in the browser’ [21], and is widely being framed as 
a security issue. 
With the demise of  Coinhive in 2019, the browser mining landscape is in 
turmoil. However, security experts believe that the practice will prevail and 
surmise that it will also see a resurgence with the growth of  (unsecured) IoT 
devices that could be exploited for the mining of  cryptocurrencies [22].

b. A basic explanation of  browser mining

‘Mining’ is one of  the cornerstones of  the functioning of  blockchain-based 
cryptocurrencies. A number of  cryptocurrencies rely on the so-called 

Proof-of-Work (PoW) distributed consensus algorithm in order to operate 
[23]. PoW requires participants in the cryptocurrency’s network to solve 
cryptographical puzzles in order to validate transactions in the network, 
which is called ‘mining.’ Miners are rewarded, for solving cryptographical 
puzzles, a unit of  cryptocurrency specified in the cryptocurrency’s 
protocol [24]. The act of  mining cryptocurrency was conceived as a way 
of  sustaining a distributed network, and such a distribution functions as a 
means to prevent any party in the network from dominating it by owning 
51% or more of  the network’s computational capacity, underlining the 
importance of  a good distribution of  mining power among devices and 
parties in the network [25].

As such, the idea of  utilizing end-user devices to mine cryptocurrencies 
is not new and even follows the goal of  a wide distribution of  mining 
among devices in those networks. In this regard, a large number of  mining 
services exist in the form of  websites or apps that allow individuals to mine 
cryptocurrencies using their personal devices such as computers, laptops, 
smartphones and so on, without being required to run a full node of  the 
cryptocurrency’s network [26]. Similarly, the idea of  individuals being 
able to donate or lend computational power to specific causes has already 
seen many applications, with numerous applications for science [27]. 
Both of  these approaches culminate in browser mining, as the mining of 
cryptocurrencies takes place in the end-user’s device but the benefits (that 
is, the cryptocurrency that is mined) are received by the entity deploying 
the mining code. 

The most popular codebase for browser mining is Coinhive [28], which 
mines the cryptocurrency Monero, but numerous similar codebases 
exist (for example, Crypto-Loot, CoinImp, Minr, deepMiner, JSECoin 
and Coinhave) [29]. Mining applications such as Coinhive usually take 
a percentage of  any mined cryptocurrencies, for instance, Coinhive 
took a 30% cut, whereas Crypto-Loot took 12% [30]. At the height of 
its operation, it is estimated that the Coinhive codebase was deployed 
on 0.08% of  137 million .com/.net/.org sites and the Alexa Top 1M 
domains were inspected, resulting in the mining of  1.18% of  all blocks 
of  the Monero cryptocurrency as of  mid-2018 [31]. Coinhive ceased its 
operations in March 2019, due to the diminishing returns it created as a 
result of  the drop in prices of  cryptocurrencies, which also affected the 
value of  Monero and legal concerns surrounding the practice [32]. 

The prevalent cryptocurrency that is mined via browser mining is Monero, 
as it is a cryptocurrency that focuses on ASIC (application specific 
integrated circuits) resistance and privacy; however, a number of  other 
cryptocurrencies are also frequently mined through browser-based crypto 
mining, including Ethereum, Zcash, LiteCoin, Dash and others, with some 
applications utilizing third-party mining libraries that allow for the mining 
of  multiple cryptocurrencies. The prevalence of  Monero in this context is 
based on developments visible in a number of  cryptocurrency protocols, 
aiming to ensure that the effectiveness of  specialized mining equipment 
(ASIC) is diminished in order to prevent parties from controlling too large 
a degree of  a network’s computational power. Therefore, Monero is one 
of  the cryptocurrencies that is attractive to mine in end-user devices, and it 
is also the cryptocurrency most often mined in browsers, whereas mining 
Bitcoin via non-specialized equipment has become unprofitable.

c. The deployment of  browser mining

It is important to highlight some deployment methods of  browser mining 
in order to distinguish between outright malicious deployment methods 
and methods that could be legitimate, in order to inform the legal 
discussion in Section 3. The most common form of  deployment works 
by integrating a miner API into a website. This is the prevalent way to 
deploy Coinhive and several browser mining clones. These APIs offer a 
mining library which can easily be deployed on a website, which runs the 
miner via JavaScript or WebAssembly client-side. Website providers merely 
need to add a snippet of  the code to their website and configure their 
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cryptocurrency wallet in order to run Coinhive or similar miners, making 
deployment rather easy. Once deployed, the script is loaded client-side and 
executes the link when the page is loaded and launches the miner in a user’s 
browser, with the miner being loaded from a third-party website for most 
mining APIs (for example, Coinhive and Crypto-Loot). Some miners are 
self-hosted by the website provider, bypassing the reliance on third-party 
websites (for example, DeepMiner) [33]. Next to the deployment described 
above, Coinhive also offered a number of  other ways to deploy its mining 
code:

•	 Shortlink service: shortens a URL for easier forwarding; 
•	 In-game mining for games; 
•	 CAPTCHA, which is a test to determine whether a user is a 		
	 person or a bot (Figure 1) [34].

Coinhive also developed an SDK for Android app developers, facilitating 
the mining integration for mobile applications [35].
Regarding the transparency of  the deployment of  crypto mining, browser-
based crypto miners such as Coinhive can usually be detected – and 
subsequently blocked – rather easily, based on the identification of  links to 
the mining websites that are integrated in scripts deployed by the websites 
running the API, with some APIs presenting the ability for obfuscation 
as a selling point [36]. However, the obfuscation of  links has led to more 
sophisticated methods of  detection being researched that go beyond the 
establishment of  blocking lists of  known miner links found in scripts 
(blacklisting) [37]. In this regard, self-hosted miners allow for stronger 
obfuscation. It is noted for self-hosted miners that ‘[u]ltimately, this is 
more flexible for attackers. It also helps them avoid blacklists by using their 
own domains (changing it whenever they need) for the client script and the 
websocket proxy’ [38]. 

Next to the obfuscation of  the miner scripts, the transparency and 
awareness of  users within the user interface is also an important issue. Some 
miners such as Crypto-Loot advertise themselves as stealthy and promise 
that users will not be able to identify whether a website has deployed the 
miner [39]. In addition, the so-called persistent drive-by crypto mining is 
another technique to deploy browser mining without user awareness. It 
is used by deploying the same browser-based mining script found in the 
Coinhive API or similar APIs, but this time, the user enters a website which 
runs a script to open a new browser window that runs the miner. This 
browser window is opened as a so-called pop-under (as opposed to a pop-
up), and it is placed behind the desktop’s taskbar, masking its presence. 
Users only see that the browser is open by virtue of  the desktop icon but 
do not see how many different windows are open. Once they close all 
windows, the mining also ceases [40]. Arguably, these practices contribute 
to the perception of  the practice as illicit or dodgy and, as is argued below, 
are also illegal in view of  EU privacy and data protection law. 

On the other hand, within the Coinhive family of  products, the 
Authedmine API was developed with the aim of  facilitating the provision 
of  information to users and the collection of  consent for mining. It was 
developed to counter the illicit appearance of  Coinhive and added an 
information notice and a consent option (see Figure 2). The miner is only 
engaged when users click the button in the pop-up. Similar configurations 
of  Authedmine were deployed, for instance, in campaigns by UNICEF 
Australia and CPUforGood, in order to collect donations for good causes 
via browser mining [41].
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cryptocurrencies using their personal devices such as 
computers, laptops, smartphones and so on, without being 
required to run a full node of the cryptocurrency’s network 
[26]. Similarly, the idea of individuals being able to donate or 
lend computational power to specific causes has already seen 
many applications, with numerous applications for science 
[27]. Both of these approaches culminate in browser mining, 
as the mining of cryptocurrencies takes place in the end-user’s 
device but the benefits (that is, the cryptocurrency that is 
mined) are received by the entity deploying the mining code.  
The most popular codebase for browser mining is Coinhive 
[28], which mines the cryptocurrency Monero, but numerous 
similar codebases exist (for example, Crypto-Loot, CoinImp, 
Minr, deepMiner, JSECoin and Coinhave) [29]. Mining 
applications such as Coinhive usually take a percentage of any 
mined cryptocurrencies, for instance, Coinhive took a 30% 
cut, whereas Crypto-Loot took 12% [30]. At the height of its 
operation, it is estimated that the Coinhive codebase was 
deployed on 0.08% of 137 million .com/.net/.org sites and the 
Alexa Top 1M domains were inspected, resulting in the mining 
of 1.18% of all blocks of the Monero cryptocurrency as of 
mid-2018 [31]. Coinhive ceased its operations in March 2019, 
due to the diminishing returns it created as a result of the drop 
in prices of cryptocurrencies, which also affected the value of 
Monero and legal concerns surrounding the practice [32].  
The prevalent cryptocurrency that is mined via browser 
mining is Monero, as it is a cryptocurrency that focuses on 
ASIC (application specific integrated circuits) resistance and 
privacy; however, a number of other cryptocurrencies are also 
frequently mined through browser-based crypto mining, 
including Ethereum, Zcash, LiteCoin, Dash and others, with 
some applications utilizing third-party mining libraries that 
allow for the mining of multiple cryptocurrencies. The 
prevalence of Monero in this context is based on 
developments visible in a number of cryptocurrency protocols, 
aiming to ensure that the effectiveness of specialized mining 
equipment (ASIC) is diminished in order to prevent parties 
from controlling too large a degree of a network’s 
computational power. Therefore, Monero is one of the 
cryptocurrencies that is attractive to mine in end-user devices, 
and it is also the cryptocurrency most often mined in 
browsers, whereas mining Bitcoin via non-specialized 
equipment has become unprofitable. 
 
c. The deployment of browser mining 

It is important to highlight some deployment methods of 
browser mining in order to distinguish between outright 
malicious deployment methods and methods that could be 
legitimate, in order to inform the legal discussion in Section 3. 
The most common form of deployment works by integrating a 
miner API into a website. This is the prevalent way to deploy 
Coinhive and several browser mining clones. These APIs offer 
a mining library which can easily be deployed on a website, 
which runs the miner via JavaScript or WebAssembly client-
side. Website providers merely need to add a snippet of the 
code to their website and configure their cryptocurrency wallet 
in order to run Coinhive or similar miners, making 
deployment rather easy. Once deployed, the script is loaded 

client-side and executes the link when the page is loaded and 
launches the miner in a user’s browser, with the miner being 
loaded from a third-party website for most mining APIs (for 
example, Coinhive and Crypto-Loot). Some miners are self-
hosted by the website provider, bypassing the reliance on 
third-party websites (for example, DeepMiner) [33]. Next to 
the deployment described above, Coinhive also offered a 
number of other ways to deploy its mining code: 
 
• Shortlink service: shortens a URL for easier forwarding;  
• In-game mining for games;  
• CAPTCHA, which is a test to determine whether a user is 

a person or a bot (Figure 1) [34]. 
 

 
Figure 1. Coinhive CAPTCHA 

Coinhive also developed an SDK for Android app developers, 
facilitating the mining integration for mobile applications [35]. 
Regarding the transparency of the deployment of crypto 
mining, browser-based crypto miners such as Coinhive can 
usually be detected – and subsequently blocked – rather easily, 
based on the identification of links to the mining websites that 
are integrated in scripts deployed by the websites running the 
API, with some APIs presenting the ability for obfuscation as 
a selling point [36]. However, the obfuscation of links has led 
to more sophisticated methods of detection being researched 
that go beyond the establishment of blocking lists of known 
miner links found in scripts (blacklisting) [37]. In this regard, 
self-hosted miners allow for stronger obfuscation. It is noted 
for self-hosted miners that ‘[u]ltimately, this is more flexible 
for attackers. It also helps them avoid blacklists by using their 
own domains (changing it whenever they need) for the client 
script and the websocket proxy’ [38].  
Next to the obfuscation of the miner scripts, the transparency 
and awareness of users within the user interface is also an 
important issue. Some miners such as Crypto-Loot advertise 
themselves as stealthy and promise that users will not be able 
to identify whether a website has deployed the miner [39]. In 
addition, the so-called persistent drive-by crypto mining is 
another technique to deploy browser mining without user 
awareness. It is used by deploying the same browser-based 
mining script found in the Coinhive API or similar APIs, but 
this time, the user enters a website which runs a script to open 
a new browser window that runs the miner. This browser 
window is opened as a so-called pop-under (as opposed to a 
pop-up), and it is placed behind the desktop’s taskbar, masking 
its presence. Users only see that the browser is open by virtue 
of the desktop icon but do not see how many different 
windows are open. Once they close all windows, the mining 
also ceases [40]. Arguably, these practices contribute to the 
perception of the practice as illicit or dodgy and, as is argued 
below, are also illegal in view of EU privacy and data 
protection law.  
On the other hand, within the Coinhive family of products, 
the Authedmine API was developed with the aim of 
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facilitating the provision of information to users and the 
collection of consent for mining. It was developed to counter 
the illicit appearance of Coinhive and added an information 
notice and a consent option (see Figure 2). The miner is only 
engaged when users click the button in the pop-up. Similar 
configurations of Authedmine were deployed, for instance, in 
campaigns by UNICEF Australia and CPUforGood, in order 
to collect donations for good causes via browser mining [41]. 
 

 
Figure 2. Authedmine notice example 

d. Intermediate conclusion 

Browser mining can be deployed in a number of different 
ways. APIs can be self-hosted or run scripts that link to third-
party websites. Here, transparency and user awareness are 
issues with regard to the deployment of browser-based crypto 
miners. The mode of deployment and the intent of those 
entities deploying miners have to be taken into account, along 
with the actual deployment. Obfuscation arguably contributes 
to the perception of the practice as illicit or dodgy and as we 
will see, it also is illegal in the context of EU privacy and data 
protection law. The obfuscation of links in the script seems 
particularly questionable as this is used solely for the 
prevention of detection. The same holds true for persistent 
drive-by crypto mining. Conversely, solutions such as 
Authedmine strive for transparency and give the user an 
option to consent. These examples illustrate the broad range in 
which the technology can be utilized. 
 
2. Browser mining in the light of EU privacy and data 

protection law 
In order to establish the legality and the compatibility of 
browser mining in the light of EU privacy and data protection 
law, it is necessary to assess whether browser mining falls 
within the scope of the instruments in question, in particular 
the GDPR, the ePD and the proposal for an ePR.  
Within the legal framework of the EU, a distinction is made 
between the fundamental right to privacy and the right of data 
protection. At the level of primary EU law, the former is 
enshrined in Article 7 of the Charter of Fundamental Rights of 
the EU (the Charter), whereas the right to data protection is 
explicated in Article 8 of the Charter and in Article 16 of the 
Treaty on the Functioning of the EU (TFEU). Article 16(2) 

TFEU provides a legal basis for the EU to adopt a secondary 
legislation on the protection of personal data [42]. The 
conceptualization of these two fundamental rights as separate 
rights and the relation between the rights are still subject to 
academic deliberation [43].  
The EU is competent to adopt legislation in the field of data 
protection as well as in the scope of the functioning of the 
internal market. The EU also adopted legislation regarding the 
privacy of publicly available telecommunication networks and 
services in the form of the ePD, dating back to 2002. The ePD 
was updated in 2009 by the so-called Citizens’ Rights Directive 
in order to regulate and clarify its applicability with respect to 
web tracking technologies such as cookies [44]. The EU 
adopted legislation in the field of data protection by virtue of 
the GDPR, which was adopted on the basis of Article 16(2) of 
TFEU, which replaced the Data Protection Directive (DPD) 
adopted in 1995. With the GDPR entering into force on 25 
May 2018 [45], the EU started the reform process for the 
modernization of its data protection framework.  
Within this reform effort, it was planned to have the revised 
ePR enter into force at the same time as the GDPR. One of 
the reasons to modernize the ePrivacy Framework was that, 
among Member States, the ePD was implemented in a variety 
of ways that undermined the protection of end-user devices 
due to the dilution of the provisions on tracking [46]. To 
remedy this, the European Commission published a proposal 
for the ePR in January 2017 [47]. However, the Council failed 
to reach a political agreement during this time, leading up to 
the failure of the proposal in the Council on 3 December 
2019. During the Council’s Telecomm Group on that day, the 
newly designated commissioner, Thierry Breton announced, a 
plan to withdraw and re-table the proposal, with the future of 
the ePR left unclear [48]. 
 
a. The GDPR and the ePrivacy Framework 

The GDPR applies to fully or partially automated processing 
of personal data or processing of personal data using a filing 
system and applies to entities established in the territory of the 
EU/EEA which processes such data, as well as entities that 
are established outside of the EU but process data by either 
marketing goods or services in the EU or by tracking 
individuals located in the EU [49]. The scope of what 
constitutes personal data under the GDPR is wide and 
includes, for instance, dynamic IP addresses [50} and trackers 
and identifiers such as cookies [51]. 
The ePD protects individuals’ privacy of telecommunication 
and applies ‘to the processing of personal data in connection 
with the provision of publicly available electronic 
communications services in public communications networks 
in the Community, including public communications networks 
supporting data collection and identification devices [52].’ The 
ePD further holds specific provisions regarding the privacy of 
end-user devices in Article 5(3): 
 

Member States shall ensure that the storing of 
information, or the gaining of access to information 
already stored, in the terminal equipment of a 
subscriber or user is only allowed on condition that 

d. Intermediate conclusion

Browser mining can be deployed in a number of  different ways. APIs 
can be self-hosted or run scripts that link to third-party websites. Here, 
transparency and user awareness are issues with regard to the deployment 
of  browser-based crypto miners. The mode of  deployment and the intent 
of  those entities deploying miners have to be taken into account, along with 
the actual deployment. Obfuscation arguably contributes to the perception 
of  the practice as illicit or dodgy and as we will see, it also is illegal in the 
context of  EU privacy and data protection law. The obfuscation of  links 
in the script seems particularly questionable as this is used solely for the 
prevention of  detection. The same holds true for persistent drive-by crypto 
mining. Conversely, solutions such as Authedmine strive for transparency 
and give the user an option to consent. These examples illustrate the broad 
range in which the technology can be utilized.

2. Browser mining in the light of  EU privacy and data protection law

In order to establish the legality and the compatibility of  browser mining 
in the light of  EU privacy and data protection law, it is necessary to assess 
whether browser mining falls within the scope of  the instruments in 
question, in particular the GDPR, the ePD and the proposal for an ePR. 
Within the legal framework of  the EU, a distinction is made between the 
fundamental right to privacy and the right of  data protection. At the level 
of  primary EU law, the former is enshrined in Article 7 of  the Charter of 
Fundamental Rights of  the EU (the Charter), whereas the right to data 
protection is explicated in Article 8 of  the Charter and in Article 16 of 
the Treaty on the Functioning of  the EU (TFEU). Article 16(2) TFEU 
provides a legal basis for the EU to adopt a secondary legislation on the 
protection of  personal data [42]. The conceptualization of  these two 
fundamental rights as separate rights and the relation between the rights 
are still subject to academic deliberation [43]. 

The EU is competent to adopt legislation in the field of  data protection 
as well as in the scope of  the functioning of  the internal market. The 
EU also adopted legislation regarding the privacy of  publicly available 
telecommunication networks and services in the form of  the ePD, dating 
back to 2002. The ePD was updated in 2009 by the so-called Citizens’ 
Rights Directive in order to regulate and clarify its applicability with 
respect to web tracking technologies such as cookies [44]. The EU adopted 
legislation in the field of  data protection by virtue of  the GDPR, which was 
adopted on the basis of  Article 16(2) of  TFEU, which replaced the Data 
Protection Directive (DPD) adopted in 1995. With the GDPR entering 
into force on 25 May 2018 [45], the EU started the reform process for the 
modernization of  its data protection framework. 
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Within this reform effort, it was planned to have the revised ePR enter into 
force at the same time as the GDPR. One of  the reasons to modernize 
the ePrivacy Framework was that, among Member States, the ePD was 
implemented in a variety of  ways that undermined the protection of  end-
user devices due to the dilution of  the provisions on tracking [46]. To 
remedy this, the European Commission published a proposal for the 
ePR in January 2017 [47]. However, the Council failed to reach a political 
agreement during this time, leading up to the failure of  the proposal in the 
Council on 3 December 2019. During the Council’s Telecomm Group on 
that day, the newly designated commissioner, Thierry Breton announced, 
a plan to withdraw and re-table the proposal, with the future of  the ePR 
left unclear [48].

a. The GDPR and the ePrivacy Framework

The GDPR applies to fully or partially automated processing of  personal 
data or processing of  personal data using a filing system and applies to 
entities established in the territory of  the EU/EEA which processes 
such data, as well as entities that are established outside of  the EU but 
process data by either marketing goods or services in the EU or by tracking 
individuals located in the EU [49]. The scope of  what constitutes personal 
data under the GDPR is wide and includes, for instance, dynamic IP 
addresses [50] and trackers and identifiers such as cookies [51].
The ePD protects individuals’ privacy of  telecommunication and applies ‘to 
the processing of  personal data in connection with the provision of  publicly 
available electronic communications services in public communications 
networks in the Community, including public communications networks 
supporting data collection and identification devices [52].’ The ePD further 
holds specific provisions regarding the privacy of  end-user devices in 
Article 5(3):

	 "Member States shall ensure that the storing of  information, 	
	 or the gaining of  access to information already stored, in the 
	 terminal equipment of  a subscriber or user is only allowed 
	 on condition that the subscriber or user concerned has given 
	 his or her consent, having been provided with clear and 
	 comprehensive information, in accordance with Directive 
	 95/46/EC, inter alia, about the purposes of  the processing. 
	 This shall not prevent any technical storage or access for the 
	 sole purpose of  carrying out the transmission of  a 
	 communication over an electronic communications network, or 
	 as strictly necessary in order for the provider of  an information 
	 society service explicitly requested by the subscriber or user to 
	 provide the service."

The provision makes the storing of  information or the accessing or 
reading out of  information stored in end-user devices conditional upon 
the user giving his or her consent after receiving clear and comprehensive 
information, with the exception of  purely technical operations. 
The provisions of  the ePD form lex specialis to those of  the GDPR, with a 
number of  provisions of  the Directive particularizing those of  the GDPR 
and others complementing the provisions found in the GDPR [53]. After 
the GDPR replaced the 1995 DPD [54], references to provisions in the 
DPD found in the ePD had to be replaced with references to the GDPR 
[55]. This was previously established in a number of  opinions of  advisory 
bodies and was confirmed in the case law of  the Court of  Justice of  the 
European Union (CJEU) [56].

b. The GDPR, the ePrivacy Framework and browser mining 

1. The application of  the GDPR

Regarding the applicability of  the GDPR to browser mining, it is necessary 
to assess whether browser mining entails the processing of  personal data. 
The operations of  a website may entail a number of  different processes that 
fall within the material scope of  the GDPR as personal data is processed: 

these can include audience measurement, tracking of  users for monetization 
purposes, ensuring the security of  the website against cyberattacks and so 
on [57]. When comparing these operations to the running of  a script in the 
end-user’s device, it is difficult to establish that browser mining entails the 
processing of  personal data. In this regard, the aforementioned processing 
operations have to be seen as separate operations with their own purpose, 
with personal data collected and processed, and require separate legal bases 
[58]. 

From a technical perspective, it therefore becomes doubtful whether the 
GDPR applies to browser mining, as the material scope of  processing of 
personal data does not seem to be triggered. 
Nevertheless, if  this were the case and the GDPR were to apply, the full 
set of  compliance obligations would come into effect. This would create 
a number of  difficulties in the context of  browser mining, as the GDPR 
does not sit well with blockchain applications [59]. One of  the key issues 
to resolve are, on the one hand, the designation of  controller(s) and 
processor(s) in order to attribute the obligations arising from the GDPR, 
and on the other hand, the designation of  data subjects, who derive rights 
from the GDPR. A problem arises as roles can conflate in the context of 
blockchain applications: on the one hand, the end-user whose device is used 
to mine cryptocurrencies would become a data subject, whereas the end-
user also mines cryptocurrencies for the benefit of  the website operator, 
thereby potentially becoming a data processor [60].“In this situation it 
becomes problematic when considering whether personal data (that is, the 
transactional data) is processed by third parties (that is, the miners) in this 
situation, especially when dealing with privacy-focused cryptocurrencies 
such as Monero [61]. An orthodox reading of  the GDPR would result in 
accepting the privacy-preserving measures of  such cryptocurrencies merely 
as additional measures to secure personal data; however, the GDPR would 
still apply in full. This would also align with the fundamental rights logic of 
the GDPR that aims at securing the protection also for new technological 
developments. On the other hand, the development of  new protocols such 
as CryptoNote [62] and its derivatives (such as CryptoNight, used for the 
Monero cryptocurrency) asserts pressure on the client-server paradigm 
that underlies the GDPR’s regulatory structure. 

In sum, it is rather doubtful whether browser mining falls within the 
material scope of  the GDPR; however, if  the GDPR applies, compliance 
becomes difficult. 

2. The application of  the ePD

Conversely, Article 5(3) ePD is applicable in the context of  browser 
mining. Article 5(3) is one of  the provisions that particularizes the 
GDPR [63]. The provision has a wider material scope than personal data 
and applies to any information, including non-personal data [64]. The 
rationale behind this is the guarantee of  an effective protection of  end-
user devices’ privacy in light of  technological developments. Indeed, the 
scope of  Article 5(3) ePD was clarified on numerous occasions and the 
provision was adapted by the Citizen’s Rights Directive in 2009 in order to 
accommodate new technological developments [65]. These changes were 
guided by the legislator’s and the regulators’ will to ensure a technologically 
neutral approach that allows for the application of  the provision to 
technological developments such as cookies, browser fingerprinting and 
similar technologies [66]. The extension of  protection under Article 5(3) 
ePD, regardless of  whether the processing of  personal data takes place, 
was also affirmed by the CJEU stating that the ‘provision aims to protect 
the user from interference with his or her private sphere, regardless of 
whether or not that interference involves personal data’ [67]. Further, the 
CJEU opined ‘that protection applies to any information stored in such 
terminal equipment, regardless of  whether or not it is personal data, and 
is intended, in particular, as is clear from that recital [Recital 24 ePD], to 
protect users from the risk that hidden identifiers and other similar devices 
enter those users’ terminal equipment without their knowledge’ [68].
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The scope of  protection offered by Article 5(3) ePD also extends to forms 
of  interactions with end-user devices that differ from tracking based on 
cookies or device fingerprinting. It has to be questioned whether browser 
mining falls into the scope of  this provision since the method does not 
intend to track users but makes use of  a device’s computational power for 
the duration of  the visit to a website. 

In this regard, other forms of  intrusion in end-user devices have been 
deemed to fall within the scope of  Article 5(3) ePD, as is illustrated by the 
Sony-MediaMax case [69]. The automatic and unobtrusive installation of 
content rights management software deployed when playing media stored 
on CDs, CD-ROMs, and USB keys was deemed an unlawful intrusion, 
contravening Article 5(3) ePD [70]. The use of  spyware or other intrusive 
means to access end-user devices was brought into the scope of  the 
ePD [71]. Further, in the guidance issued by the Dutch data protection 
supervisory authority, it is also stated that ‘the prohibition of  cookiewalls 
is not restricted to the setting of  cookies. Not only cookies are covered by 
this description, but also similar technical solutions that require consent 
fall within the scope. These are technical solutions such as JavaScript, 
Flash cookies, HTML5-local storage and/or web beacons’ [72]. Following 
these developments, the application of  Article 5(3) ePD to browser mining 
seems logical, as running scripts in end-user devices would require valid 
consent. 

Yet this conclusion still highlights the uneasy relation between browser 
mining as a new technological development and the legal framework at 
issue. Similar to earlier developments in tracking technologies, the legal 
framework is pushed to its boundaries due to these new developments, 
as witnessed with cookies, device fingerprinting and the Sony-MediaMax 
debate. With regard to browser mining, the complexities surrounding the 
interplay between the GDPR and the ePD are highlighted once more: the 
fact that this interplay largely hinges on the processing of  personal data 
and that a form of  monetization of  web services devoid of  any interest in 
the person behind the device was not envisioned by the legislator creates 
legal uncertainty regarding the application of  the law to browser mining. 
However, given the telos of  the provision – the protection of  fundamental 
rights and especially the protection of  individuals’ sphere of  privacy with 
regard to their devices – it is likely that browser mining falls within the 
scope of  Article 5(3) ePD. 

3. Application under proposal for the ePR

According to Article 8(1) of  the proposed ePR, ‘[t]he use of  processing 
and storage capabilities of  terminal equipment and the collection of 
information from end-users’ terminal equipment, including about its 
software and hardware, other than by the end-user concerned’ is conditional 
either upon the end-user’s consent, technical necessity in the context of 
electronic communications, the provision of  an information society service 
explicitly requested by the user or for audience measurement, provided 
that such measurement is carried out by the provider of  the information 
society service requested by the end-user (emphasis added). The proposed 
Regulation continues the wide definitional approach of  its predecessor and 
clarifies that the use of  processing and storage abilities falls within the 
ambit of  its provisions. Hence, from the wording of  Article 8(1) ePR, it 
can be deduced that browser mining would fall within the scope of  the 
ePR.

c. Compliance under the ePrivacy Framework 

It is unlikely that browser mining falls within the scope of  the GDPR, 
however, it likely falls within the ambit of  Article 5(3) ePD, and the wording 
of  Article 8(1) ePR similarly applies to browser mining. This means that 
any operator deploying a miner must do so in a compliant manner. 
Article 5(3) ePD makes the valid deployment of  a miner conditional upon 
prior notification of  the user and collection of  the user’s consent prior to 
running the mining script on their device. Even in the event of  personal 

data being processed, the entity deploying the miner would be bound to 
consent as a legal basis as opposed to a choice of  legal basis under Article 
6 GDPR, as the provision of  the Directive applies according to the lex 
specialis rule.[73] Further, the technical exemptions envisioned in Article 
5(3) ePD, second sentence have to be construed narrowly and are not 
applicable to browser mining. 
Similarly, Articles 8 and 9 ePR would apply, mandating prior informed 
consent with reference to Articles 4(11) and 7 GDPR by virtue of  Article 
9 ePR.
In assessing these requirements, it is clear that the obfuscated deployment of 
a miner contravenes the provisions of  both the ePD and the ePR and must 
therefore be deemed illegal. Regarding the various forms of  deployment 
such as a CAPTCHA or a shortlink service, the same requirements apply 
as with browser-based mining, requiring the provision of  information and 
the prior collection of  user consent. 

1. The provision of  information

Article 5(3) ePD states that users should be provided with ‘clear and 
comprehensive information, in accordance with Directive 95/46/EC, 
inter alia, about the purposes of  the processing.’ The provision contains 
similar requirements to former Article 10 DPD [74], which is now replaced 
by Article 13 GDPR. The information in that provision relates, inter alia, 
to the identification of  relevant actors (controller(s), processor(s), third 
parties who receive personal data), the purposes and legal bases related 
to the processing, the rights of  data subjects, the existence of  data 
transfers to non-EU/EEA states and the modalities of  such transfers and 
the existence of  automated decision-making. In the context of  browser 
mining, this information may not be relevant or might not even exist as 
there is arguably no processing of  personal data. It therefore needs to be 
questioned what information should be provided. Given that the ambit of 
Article 5(3) ePD extends beyond the scope of  personal data, even when 
there is no processing of  personal data involved, there must be meaningful 
information for users [75]. The Authedmine user interface offers some 
general information on the use and also a warning of  the potential battery 
drainage (see Figure 2). The website is indicated as the entity deploying the 
miner and the purpose is explained. Here, any third party should also be 
named. The legal obligation here is uncertain and it has to be questioned 
if  such information is ‘meaningful.’ In sum, the exact information 
requirements for browser mining are not clearly laid out in the law, and 
the burden is put on the entity deploying the miner to ensure that the 
information is clear and comprehensive and that at least the purpose and 
the entities involved are named as the validity of  consent hinges upon this. 
Again, the probable lack of  awareness of  the practice becomes apparent as 
it seems at odds with the regulatory mechanism in the provision.

This also holds true for the provision on the information requirements in 
the ePR: Article 8(1)(b) mandates the collection of  consent and Article 
9 links the modalities and the validity of  consent to those set out in the 
GDPR in Articles 4(11) and 7. This means that consent must be ‘any freely 
given, specific, informed and unambiguous indication of  the data subject’s 
wishes by which he or she, by a statement or by a clear affirmative action, 
signifies agreement to the processing of  personal data relating to him or 
her’ (Article 4(11) GDPR). Given that the validity of  the consent is tied 
to it being, inter alia, informed, it can be deduced that users are required 
to receive sufficient information. However, also in the case of  the ePR, 
the scope of  the information required, its format and its modalities are 
not clear in the context of  browser mining. In this situation, the tension 
arises as the ePR would apply but the GDPR would not, something that 
has not been fully accounted for in the ePR and an issue that the ePR does 
not rectify [76].

2. Consent for browser mining

The legal uncertainty surrounding browser mining regarding the consent 
requirement under the ePD and ePR is even more striking: under the ePD, 
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consent must be collected prior to the deployment of  the miner. The CJEU 
clarified the conditions for consent in Planet49, linking the requirements 
under Article 5(3) ePD with those of  the DPD and GDPR, stating that 
consent must be freely given, specific, informed and an unambiguous 
indication of  the data subject’s wishes by which he or she, by a statement 
or by a clear affirmative action, signifies agreement to the processing of 
personal data relating to him or her [77].

A similar construction is found in the ePR as Article 9 clarifies that consent 
has to be construed within the meaning of  the GDPR.
In this regard, Article 7(1) GDPR explicates: ‘Where processing is based 
on consent, the controller shall be able to demonstrate that the data subject 
has consented to processing of  his or her personal data.’ Hence, the logic 
of  shifting the burden to prove compliance with the lawful collection of 
consent for the controller seems logical when personal data is processed 
and such data needs to be protected under the principle of  accountability. 
Here, a connection between the data and the data subject exists for the 
duration of  the existence of  the data, which extends beyond the phase 
of  collection. This begs the question of  how and whether this provision 
applies with regard to browser mining, which arguably does not entail the 
processing of  personal data.

Here, it can be argued that browser mining only connects a user to the entity 
deploying the miner during the time of  mining, i.e. when the user vists the 
website and the script runs. Thus, the point of  connection between a user 
and a website operator is effectively severed once the mining script stops 
running and the transaction of  computing power for cryptocurrency has 
ceased and no personal data is processed for the mining. The logic behind 
the ongoing protection of  personal data and the placing of  the burden 
of  proof  on the entities handling personal data rests on the fact that the 
processing of  personal data poses an ongoing risk to the data subject for 
the time the data exists, i.e. longer than the mere visiting of  a website.
In applying the provision to browser mining, the creation of  a consent trail 
would necessitate the processing of  personal data in order to record the 
consent of  the user at a specific time in connection to a notification that 
was provided in order to comply with Article 7(1) GDPR, which becomes 
applicable in this situation by reference under the ePrivacy Framework. 
Essentially, this means that in order to prove valid consent for browser 
mining – a process intended to replace the need for the processing of 
personal data – personal data would have to be processed so that the entity 
deploying the miner can prove it collected lawful consent. At face value, 
this seems somewhat absurd, however, the alternative would mean that no 
valid proof  would be established whenever utilizing browser mining. Even 
if  the user is informed and his or her consent was collected in a valid way, 
there would be no proof  of  this.
From the viewpoint of  protecting the privacy and integrity of  an end-
user device, the lack of  proof  of  intrusion in such a device would also 
require the collection of  consent in a demonstrable fashion. Here, it would 
be beneficial for the legislator to add clarity by introducing self-standing 
provisions in the ePR that explicate similar principles as the GDPR, 
something that a number of  scholars have suggested [78].

3. The benefits of  browser mining 

In the discussion surrounding the monetization of  web services, previous 
research on browser mining has shown it to be largely a lacklustre replacement 
for programmatic advertisement from a financial perspective [79]. Further, 
the practice is also subject to the volatility of  the cryptocurrencies mined 
[80]. The major question that arises when comparing browser mining 
as a monetization strategy with other forms of  monetization is what 
the privacy impact on users is. In this respect, browser mining would 
indeed be beneficial to users in case it is deployed as an alternative to 
monetization strategies that rely on the processing of  personal data, such 
as programmatic advertising. However, other forms of  online advertising, 
such as contextual advertising, offer a similarly privacy-friendly solution 
[81]. The context of  deployment is important in gauging the profitability 

of  these means: contextual advertising relies on the finding of  relevance to 
a website/the context in which advertising is shown, thereby detaching the 
selection of  advertisement from the individual and relying on the broader 
context to establish the meaning for advertising. Where such a context can 
be deduced, contextual advertising becomes attractive, albeit it is still being 
questioned on how well it performs against programmatic advertisements 
[82]. Where such a context cannot be deduced, such as on general news 
sites or web services that do not offer a stream-lined contextual setting, the 
personalization of  advertising becomes necessary. Here, browser mining 
poses an interesting alternative. For the profitability of  browser mining, the 
duration of  a user visiting a website is also decisive [83].
A further consideration is the use of  personal data and users’ perception 
of  such practices in relation to website monetization. Research has shown 
that users seem to be reluctant in accepting tracking and profiling practices 
[84] and would prefer browser mining [85]. This information has to be 
taken with a grain of  salt, as research on self-reporting on privacy and data 
protection matters shows that many users lack a basic understanding of 
the intricacies and the trade-offs they are engaging with [86]. Nevertheless, 
browser mining could be viewed as a privacy-friendly alternative. However, 
this is conditional on it being applied as an alternative. It would therefore 
be undesirable to apply browser mining as an additional source of  revenue 
next to programmatic advertisement. 

This also plays into the current debate surrounding tracking walls. Tracking 
walls force users to consent to tracking for monetization purposes and 
make such consent the condition for accessing a website or web service 
[87]. In essence, the practice creates a zero-sum game between users, on 
the one hand, and websites and third-party providers, on the other hand: 
either the user preserves their privacy and the website operator and the 
related third parties do not receive any revenue or the user loses his privacy 
so the operator and the related third parties can make a profit. 

Throughout the existence of  both the ePD and the proposed ePR, tracking 
walls have been a persistent point of  disagreement among Member States. 
The 2009 Citizen’s Rights Directive did not lead to a uniform interpretation 
of  Article 5(3) ePD [88], and the disagreement among Member States in 
the Council led to the failure of  the ePR in its current state. The validity 
of  consent collected via tracking walls has been challenged, along with 
other issues surrounding non-compliance in programmatic advertisement, 
with data protection supervisory authorities in some EU Member States 
prohibiting tracking walls [89]. In its Planet49 judgement, the CJEU 
clarified the conditions for consent under Article 5(3) ePD, yet it availed 
itself  from taking a stance in the dispute surrounding tracking walls [90]. 
Advocate General Szpunar however stated in his opinion that the ‘selling’ 
of  personal data and the processing of  personal data for the purpose of 
monetizing a service could be a condition for access to such service [91]. 
This hints at an acceptance of  the conditionality of  providing personal 
data for ‘free’ services (in that case, participation to a lottery), a view 
that opposes the opinions and guidance by a number of  data protection 
supervisory authorities outlined above. 

Here, browser mining might help by softening the adversarial nature that 
exists between users wanting to protect their personal data and privacy and 
website operators wishing to monetize their services by offering a means 
to preserve user privacy while at least creating some revenue for website 
operators. In this regard, the current uncertainty surrounding the status of 
the proposal might allow for a reconsideration. 
Regarding tracking walls in the ePR, Zuiderveen Borgesius et al. illustrate 
a number of  measures the legislator could take [92]. They note that a full 
or partial ban of  tracking walls can take place and make a compelling 
argument for at least a partial ban for circumstances including ‘public 
service media, commercial media, professions with specific confidentiality 
rules, and the public sector’ [93]. In these circumstances, they propose a 
blacklist, along with a grey list: 

	 If  a situation is on the grey list, there is a legal presumption that 
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	 a tracking wall makes consent involuntary, and therefore invalid. 
	 Hence, the legal presumption of  the grey list shifts the burden 
	 of  proof. For situations on the grey list, it is up to the company 
	 employing the tracking wall to prove that people can give ‘freely 
	 given’ consent, even though the company installed a tracking 		
	 wall [94].

If  one were to accept that a total ban on tracking walls is not a realistic 
option, given the political disagreement and legal uncertainty, a compromise 
next to the one proposed above could be that tracking walls may be 
accepted in limited circumstances where one of  the options provided as an 
alternative to the processing of  personal data is to allow browser mining. 
The law would have to clarify that this would be an alternative and may 
not be used in conjunction with tracking. Further, the same transparency 
and consent modalities would need to be applied. Regarding the collection 
of  consent, the collection of  personal data for this purpose should be 
legitimized and the scope of  the information provision should be clarified, 
mirroring the spirit of  the GDPR but contextualized for sitatuions in which 
no personal data is processed. Lastly, the competence of  the supervisory 
authorities should also be clarified with regard to the enforcement of 
infringements of  the provisions pertaining to browser mining [95].
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Are Blockchain-based Systems the Future of 
Project Management? A Preliminary Exploration 

Blockchain technologies have introduced a platform for a new wave of  project management systems, providing managers with a range of 
characteristics, capabilities, and feature sets to aid their practice as they engage in increasingly complex processes and projects. This paper presents an 
explorative case-study in which open-ended interviews were conducted with practicing project managers. The interviews are analysed to understand 
currently deployed project management tools, technologies, and methods and to contextualise how blockchain-based systems may allow for 
improvements. Five constructs emerge: transparency, control, dynamic status updating, incentives, and trust. Feedback suggests blockchain-based 
alternatives could offer significantly better performance within each of  these constructs, and thus should be explored as the technological backbone 
to the next generation of  project management systems. 
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1. Introduction

The most notable instantiation of  distributed ledger technology (DLT), 
otherwise known as blockchain technology, emerged in 2009 with the 
cryptocurrency Bitcoin [1]. The technology has since become a leader in 
innovation [2], widely recognised as defining an era using the combination 
of  consensus mechanisms, applied cryptography, and database technology 
[3]. A decade since its origin, its impact is beginning to be felt across a 
wide range of  fields: digital currency, supply chain management, digital 
identity, distributed computing, commodity and security tokenisation, and 
decentralised finance (DeFi) platforms, to name a few. Since the emergence 
of  Bitcoin, one of  the most impactful developments has been blockchain-
based distributed application (Dapp) smart contract platforms, which allow 
the deployment of  programmatically based business logic in a truthful, 
open, and transparent fashion [4, 5].

This paper frames concepts in the domain of  project management, by 
understanding how it relates to key characteristics of  blockchain technology. 
The study comprises a series of  open-ended interviews with those currently 
engaged in the practice of  project management. A mixed method of 
qualitative open, axial, and selective coding [6] uncovers constructs which 
correlate strongly with explicit characteristics of  blockchain technology 
systems. These constructs are viewed as the rational base from which a 
relationship between project management and blockchain technology 
may evolve. The main contribution of  this paper is the recognition that 
blockchain seems well suited to the demands of  project management, 
positioning a proposed blockchain-based project management system as 
a viable solution for a series of  stress points currently found within the 
practice.

2. Project management

Businesses are becoming more ‘projectified’ in the 21st century, as flexible 
and agile organisational structures are increasingly necessary for dynamic, 
technologically led markets [7]. Firms are understanding the significance 
of  ‘effective’ project management, adopting rigorously structured 

methodologies into their operational practice in pursuit of  operational 
efficiency and/or competitive advantage [8]. Project management 
combines several related domains: organisational studies, management 
science, psychology, governance methodology, politics, risk management, 
behavioural studies, information technology, and so on. Artto and Kujala 
[8] take a macro lens, detailing their business organisation framework (see 
Figure. 1) that places firms into one of  four constructs, depending on the 
level of  engagement with the project management process: 

The framework provides a method of  understanding how firms navigate 
the field. The matrix details a spectrum ranging from ‘one firm > one 
project’ organisations, to ‘many firm > many project’ networks. Firms are 
seen to be frequently adopting project-based methodologies into their daily 
operations. 

Unfortunately, the relationship between project management and the tools 
and technologies used within the practice is a somewhat neglected area of 
study. Many papers have discussed affordances and/or characteristics of 
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project’ networks. Firms are seen to be frequently adopting 
project-based methodologies into their daily operations.  

 
Figure 1. Framework for project business:  

Four distinct management areas 

Unfortunately, the relationship between project management 
and the tools and technologies used within the practice is a 
somewhat neglected area of study. Many papers have 
discussed affordances and/or characteristics of specific 
technologies in relation to project management processes [9, 
10], but often in a deterministic manner – highlighting how 
things ‘are’ with respect to a predetermined set of tasks, 
functionalities, or characteristics. 

3. Project management tools 

Software, tools, technologies, and information management 
systems have quickly become an integral part of the project 
management process, either as a method for better 
organisation, more effective governance, to reduce risk, 
manage complexity, to ensure procedural compliance, and/or 
to increase rates of both project and project management 
‘success’ [11, 12, 13]. 

Questions concerning ‘success’ have predominantly focussed 
on how to increase the rates of ‘project success’ or ‘project 
management success’. Project success is a measure against the 
stated objectives of the project, while project management 
success is a measure against more traditional metrics such as 
resource allocation, cost, time, and quality [14]. A 
comprehensive study of 70 large, multi-national organisations 
found 12 factors crucial to project success: various elements of 
risk management and project length were crucial to ‘on-time 
performance’, while ‘on-cost performance’ was predominantly 
associated with the management of project scope [15]. 

A more recent study has highlighted various ‘models’ of 
project management success. Radujkovic et al. [16] provide an 
overarching framework, directing a lens towards project 
management tools and techniques and highlighting their 
importance through case-study-based analysis focussed on 
certain aspects of project management, seeking evidence of 

behaviours, functions, and characteristics. The authors 
conclude that it is imperative that organisations familiarise 
themselves with a wide range of tools and software programs, 
urging education and adoption in order for better ‘planning, 
monitoring and control optimisation’ [16]. The authors also 
urge continual learning and investment to aid the continual 
development and evolution of tools, technologies, software, 
and methodologies. Jugdev et al. [17] detail a comprehensive 
statistical-based study, building on prior work by Fortune et al. 
[18], mapping the interrelation between broad project 
management tools and software, and specific project 
management methodologies such as risk management and 
scheduling. The highest degree of correlation is found between 
project management tools and risk management 
methodologies, implying that benefits are found in those 
specifically focussed towards the management of risk [17].  

Caniëls and Bakens [11] conducted surveys with 101 project 
managers to understand the impact tools had on ‘multi-project 
environments’. They found that that Project Management 
Information Systems (PIMS) positively contribute to the 
ability of project managers to make effective decisions based 
on better organisational skills and accessibility of information 
– informing decisions and aiding workflows. An alternative 
study attempted to empirically assess the overall ‘quality’ of 
PIMS, completed through a survey-based methodology with 
39 project managers. The study concluded that PIMS had a 
direct impact on project managers’ success due to better 
organisation of information, project planning, scheduling, 
monitoring, and control [12]. 

Cicibas et al. [10] show a detailed comparison of 10 project 
management software tools, while a more recent study details 
project management technology specifically designed for 
software development projects [9]. The need for a 
comprehensive project management tools study is grave, 
especially considering the increasing complexity that project 
managers encounter in the modern age [19]. This requirement 
is detailed more specifically for small- and medium-sized 
enterprises (SME), viewed as resistant to adoption of specific 
project management software [13]. 

4. Blockchain-based smart contracts 

Distributed application platforms have been designed, for the 
most part, to act as a distributed computing network onto which 
programmable code, otherwise known as smart contracts, may be 
deployed [20, 4]. While the first smart contract platform, 
Ethereum, did not appear until some five years after Bitcoin – the 
concept originated in the late 20th century [5]. The idea was 
focussed onto aspects of political governance, decentralised 
organisation, and distributed consensus models deployed through 
mathematical rulesets – ultimately in the pursuit of trustless 
systems divorced from the failings of the politicised agent [21]. 
Smart contracts may be described as self-enclosed deterministic 
logic, written as computer code, designed for execution on a 
predefined distributed application platform. The platforms are 
predominantly forms of distributed ledgers, in which there exists 
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specific technologies in relation to project management processes [9, 10], 
but often in a deterministic manner – highlighting how things ‘are’ with 
respect to a predetermined set of  tasks, functionalities, or characteristics.

3. Project management tools

Software, tools, technologies, and information management systems have 
quickly become an integral part of  the project management process, either 
as a method for better organisation, more effective governance, to reduce 
risk, manage complexity, to ensure procedural compliance, and/or to 
increase rates of  both project and project management ‘success’ [11, 12, 
13].

Questions concerning ‘success’ have predominantly focussed on how to 
increase the rates of  ‘project success’ or ‘project management success’. 
Project success is a measure against the stated objectives of  the project, 
while project management success is a measure against more traditional 
metrics such as resource allocation, cost, time, and quality [14]. A 
comprehensive study of  70 large, multi-national organisations found 12 
factors crucial to project success: various elements of  risk management 
and project length were crucial to ‘on-time performance’, while ‘on-cost 
performance’ was predominantly associated with the management of 
project scope [15].

A more recent study has highlighted various ‘models’ of  project management 
success. Radujkovic et al. [16] provide an overarching framework, directing 
a lens towards project management tools and techniques and highlighting 
their importance through case-study-based analysis focussed on certain 
aspects of  project management, seeking evidence of  behaviours, 
functions, and characteristics. The authors conclude that it is imperative 
that organisations familiarise themselves with a wide range of  tools and 
software programs, urging education and adoption in order for better 
‘planning, monitoring and control optimisation’ [16]. The authors also 
urge continual learning and investment to aid the continual development 
and evolution of  tools, technologies, software, and methodologies. Jugdev 
et al. [17] detail a comprehensive statistical-based study, building on prior 
work by Fortune et al. [18], mapping the interrelation between broad 
project management tools and software, and specific project management 
methodologies such as risk management and scheduling. The highest 
degree of  correlation is found between project management tools and 
risk management methodologies, implying that benefits are found in those 
specifically focussed towards the management of  risk [17]. 

Caniëls and Bakens [11] conducted surveys with 101 project managers to 
understand the impact tools had on ‘multi-project environments’. They 
found that that Project Management Information Systems (PIMS) positively 
contribute to the ability of  project managers to make effective decisions 
based on better organisational skills and accessibility of  information – 
informing decisions and aiding workflows. An alternative study attempted 
to empirically assess the overall ‘quality’ of  PIMS, completed through a 
survey-based methodology with 39 project managers. The study concluded 
that PIMS had a direct impact on project managers’ success due to better 
organisation of  information, project planning, scheduling, monitoring, and 
control [12].

Cicibas et al. [10] show a detailed comparison of  10 project management 
software tools, while a more recent study details project management 
technology specifically designed for software development projects [9]. 
The need for a comprehensive project management tools study is grave, 
especially considering the increasing complexity that project managers 
encounter in the modern age [19]. This requirement is detailed more 
specifically for small- and medium-sized enterprises (SME), viewed as 
resistant to adoption of  specific project management software [13].

4. Blockchain-based smart contracts

Distributed application platforms have been designed, for the most part, 
to act as a distributed computing network onto which programmable code, 
otherwise known as smart contracts, may be deployed [20, 4]. While the 
first smart contract platform, Ethereum, did not appear until some five 
years after Bitcoin – the concept originated in the late 20th century [5]. 
The idea was focussed onto aspects of  political governance, decentralised 
organisation, and distributed consensus models deployed through 
mathematical rulesets – ultimately in the pursuit of  trustless systems 
divorced from the failings of  the politicised agent [21]. Smart contracts 
may be described as self-enclosed deterministic logic, written as computer 
code, designed for execution on a predefined distributed application 
platform. The platforms are predominantly forms of  distributed ledgers, 
in which there exists no single custodian of  data or sole controller of  the 
consensus ruleset. The main affordance of  any contract executed on a 
distributed ledger platform is that it operates independent of  any trusted 
entity. The contracts execute in trustless environments without the need 
for intermediaries to ensure the code is deployed correctly on behalf  of 
the transacting parties [22]. This trust model ensures both parties are 
relatively certain that a contract will be executed, as agreed, once it has 
been initiated and logical conditions are met. Both parties may also be sure 
that an indelible record of  all execution steps will be stored on a ledger 
that no one party controls and no one party can alter. This has meaningful 
ramifications for contract audibility, transparency, security, veracity, and 
efficacy [4].

5. Existing blockchain-based project management technologies

A potential realisation of  a blockchain-based project planning and 
management solution emerged in mid-2018, with a project titled Zoom, 
which is marketed as a solution for developing and maintaining ‘virtual 
organisations’ comprised of  geographically disparate members. The 
creators state their solution is a distinct method for organising remote 
workers around shared project goals, with blockchain technology being 
integral to contractual agreement, management, execution, as well as 
providing a platform for transparency of  work flows and payments [23]. 

A second solution, Alehub, positions itself  as a provider of  a project 
management framework, designed to support contract execution, contract 
settlement, and organisation procedures and processes amongst parties 
coordinating in cooperative projects. The main focus of  the company 
seems to be moving contract definition, execution, and settlement onto 
a custom-built smart contract-distributed ledger platform, using a custom 
value exchange token (ALE Token) to coordinate exchanges between 
transacting parties [24]. Alehub believes that doing so will ease a number 
of  frictions currently found in the project management space: contract 
negotiation, settlement, and arbitration, as well as easing processes for 
short-term contract workers employed through digitally interfaced peer-
to-peer labour markets like UpWork [25] or TaskRabbit [26]. 

Colony proposes a method of  function (interacted through smart 
contracts) for organising and managing decentralised workforces [27]. The 
creators envision the protocol layer as providing various functionalities, 
such as the creation of  tokens, managing reward mechanisms, and as a 
tool for reputation management. He attempts to apply this functionality 
to aspects of  human organisation, affecting rules between people to help 
them organise better by aligning incentives around shared goals. 

In a similar manner, Autark focusses on providing tools that ‘empower 
agency and large-scale coordination’ [28]. Their product suite includes 
an application that attempts to incorporate specific project management 
functionality onto existing GitHub [29]-based open-source project code 
repositories. Their portfolio of  applications also includes a rewards 
mechanism module and a voting mechanism module. The functionalities 
address specific issues that arise within the project management process, 
and especially those that arise in decentralised organisations or inside 
projects that comprise of  a number of  remote members.
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6. Existing studies based on the relationship  between blockchain 
technology and project management

The application of  blockchain technology to the project management 
sphere is in a nascent state, with most implementations emerging within the 
last five years – at the most. However, initial research has been conducted 
based on the applicability of  blockchain technology to the industry, on 
the premise that specific characteristics of  blockchain technology and/
or smart contract functionality are applicable to the complex, multi-agent, 
and sometimes stratified management of  projects in the industry. Turk 
and Klinc [30] propose that blockchain-based systems provide solutions 
to aspects of  construction information management, as well as specific 
general-purpose information management infrastructure that other 
solutions, systems, tools, and technologies may be built onto. 
Mason and Escott [31] also did research on the efficacy of  blockchain 
technology in the construction industry, specifically in relation to the 
proposed use of  smart contracts in the creation, management, and execution 
of  construction contracts. A survey was conducted, with 117 responses 
from those working within the industry. The findings reveal a general 
adoption hesitancy, framed by a movement away from important human 
interaction. Automatically executed code, code immutability, and dispute 
resolution were all seen as factors to consider, while a reduction in the levels 
of  human interaction was seen to be an ‘unknown’ quantifier, especially in 
an industry that relies on humanistic elements to ensure smooth contract 
execution, and/or the resolution of  issues and disputes mid-contract. The 
authors note that human interactions are key to the construction industry, 
providing mechanisms for building relationships, detailing the generalised 
fear that technology may be detrimental to the benefits that accrue from 
forging humanistically based business relationships. 
To address the paucity of  research studies explicitly concerned with the 
relationship between blockchain technology and project management, 
this paper presents an explorative case-study focussed on exploring the 
symmetry (if  one exists) between the field of  project management and 
blockchain technology. 

7. Methodology

This paper presents a qualitative analysis of  a series of  semi-structured 
interviews conducted with project managers currently engaged in the 
project management field. The managers have experience in a diverse 
range of  industries: finance, software development, construction, research 
institutions, pharmaceuticals, etc. (see Table 1). Participants are drawn 
from a demographic range representative of  the field, diversity in age, 
gender, geographic, and jurisdictional location. All participants have at 
least three years of  practical project management experience, and all have 
certified project management qualifications through bodies such as the 
Project Management Institute (PMI), or an equivalent one. One participant 
requested to remain anonymous, and this request has been respected. 
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Table 1. Project manager profiles 

Project manager interview profiles 

Participant Industry Years 
experience 

Location Current 
workplace 

Participant 1. Software 
development 

>3 Ireland Dell 

Participant 2. Multiple >15 United 
States 

SmartProjex 

Participant 3. Software 
development 

>10 Holland SAP 
Holland 

Participant 4. Pharmaceuticals >5 Ireland Johnson & 
Johnson 

Participant 5. Anonymous >5 Anonymous Anonymous 

Interviews were conducted over a period of two months, 
beginning in February 2019 and completed in March 2019. 
The research may be seen as explorative, completed through a 
case-study approach [32]. The case-study approach is viewed 
as the most suitable, as the study explores a loosely bounded 
environment [33, 34, 35]. The number of participants is seen 
as providing an initial sample set from which general themes 
and constructs should emerge. 

The focus of the study is narrowed to a series of questions 
surrounding practices, behaviours, and opinions of project 
managers with respect to existing software management 
tools and technologies. This elucidates areas where potential 
benefits of a tool built on, or deploying elements of, 
blockchain technology and/or smart contract functionality 
may exist. The data gathering and analysis process borrowed 
methodologies from grounded theory (GT). GT was 
developed in the 1960s by two sociologists as they proposed 
a system for ‘theoretically grounded’ qualitative analysis [36]. 
The study presented in this paper borrows from later 
refinements, especially the more pragmatic open, selective, 
and axial coding techniques used within the analysis 
methodology proposed by Corbin and Strauss [6]. This 
allows the theory to develop in a flexible manner, while still 

being informed by a hypothesis formed at the origin of the 
study [37].  

8. Findings 

The open-ended nature of the interview process ensured 
participants were free to talk about topics of importance, 
without conversations being unnaturally steered towards 
biased frames of reference. The interviews contained a 
number of key questions addressing general themes, but 
allowed scope for change and probing of any interesting 
avenues. Participants were encouraged to frame questions 
with their personal experience and context, while being aware 
that the interviews sought to understand how project 
management tools and technologies are used in practice; 
framing key constructs around the development of a new 
system or tool, and the functions and characteristics it would 
offer. They were not informed that the tool would be based 
on blockchain technology until the final section of the 
interview.  

Below is a summary of participant responses, organised 
through the frames that emerged (see Table 2). There is a 
loose consensus on almost all of the constructs. Transparency 
is the only one in which there was some divergence of 
opinion, due to the nuanced nature of the construct. There is 
also some divergence on the nature of the proposed incentive 
systems with apprehension communicated with respect to 
how such a system may actually be deployed. There were also 
concerns raised with how performance might be measured. 
The following sections will detail some of the most pertinent 
sections of the interviews. 

Table 2. Analysis of participant views 

Analysis of participant views 

Proposition Particip
ant 1 

Participa
nt 2 

Participa
nt 3 

Participa
nt 4 

Particip
ant 5 

Transparency + - + + + 

Control + * * + + 

Dynamic 
status 
updating 

+ - + * + 

Incentive 
system 

+ * * + * 

Trust + * + + + 

Key: Positive (+); Negative (-); Neutral (*) 

9. Transparency 

Blockchain-based systems afford a substantial degree of 
information transparency. Understanding whether project 
management would benefit from a move towards more 
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9. Transparency 

Blockchain-based systems afford a substantial degree of 
information transparency. Understanding whether project 
management would benefit from a move towards more 

Interviews were conducted over a period of  two months, beginning in 
February 2019 and completed in March 2019. The research may be seen as 
explorative, completed through a case-study approach [32]. The case-study 
approach is viewed as the most suitable, as the study explores a loosely 
bounded environment [33, 34, 35]. The number of  participants is seen as 
providing an initial sample set from which general themes and constructs 
should emerge.

The focus of  the study is narrowed to a series of  questions surrounding 
practices, behaviours, and opinions of  project managers with respect to 
existing software management tools and technologies. This elucidates 
areas where potential benefits of  a tool built on, or deploying elements 
of, blockchain technology and/or smart contract functionality may exist. 
The data gathering and analysis process borrowed methodologies from 
grounded theory (GT). GT was developed in the 1960s by two sociologists 
as they proposed a system for ‘theoretically grounded’ qualitative analysis 
[36]. The study presented in this paper borrows from later refinements, 
especially the more pragmatic open, selective, and axial coding techniques 
used within the analysis methodology proposed by Corbin and Strauss [6]. 
This allows the theory to develop in a flexible manner, while still being 
informed by a hypothesis formed at the origin of  the study [37]. 

8. Findings

The open-ended nature of  the interview process ensured participants 
were free to talk about topics of  importance, without conversations being 
unnaturally steered towards biased frames of  reference. The interviews 
contained a number of  key questions addressing general themes, but 
allowed scope for change and probing of  any interesting avenues. 
Participants were encouraged to frame questions with their personal 
experience and context, while being aware that the interviews sought to 
understand how project management tools and technologies are used in 
practice; framing key constructs around the development of  a new system 
or tool, and the functions and characteristics it would offer. They were not 
informed that the tool would be based on blockchain technology until the 
final section of  the interview. 

Below is a summary of  participant responses, organised through the 
frames that emerged (see Table 2). There is a loose consensus on almost 
all of  the constructs. Transparency is the only one in which there was 
some divergence of  opinion, due to the nuanced nature of  the construct. 
There is also some divergence on the nature of  the proposed incentive 
systems with apprehension communicated with respect to how such a 
system may actually be deployed. There were also concerns raised with 
how performance might be measured. The following sections will detail 
some of  the most pertinent sections of  the interviews.
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9. Transparency

Blockchain-based systems afford a substantial degree of  information 
transparency. Understanding whether project management would benefit 
from a move towards more openness and transparency in processes, 
procedures, and reporting is a key question. The question was posed 
on whether incorporating a significant level of  transparency would be 
beneficial. Participant responses were, for the most part, congruent. Some 
divergence surrounding reporting bias and reporting method did emerge. 

All participants agreed that one of  the main frictions found within their 
project management experience was lack of  transparency – the appearance 
of  information asymmetry, ‘locked’ data silos, and the ability for certain 
team members and/or stakeholders to maintain control on the levels of 
information sharing. A view was raised regarding the impact a transparent 
and open system would have on information accuracy – the ability for 
senior management to appraise impact of  ‘scope change’. Reporting could, 
in theory, accurately convey how decisions impacted the project, or how 
they might impact the project in the future. 

Lack of  transparency was found to be mitigated, presently, by more 
transparent project management tools, such as Trello [38]. A participant 
discussed how previously information asymmetry was a problem, as no 
central repository existed to ensure all project members were working 
from the ‘same page’. Another participant, Participant 2, raised a concern 
regarding ‘blame culture’, noting how corporate ideologies may not be 
wholly congruent with open and transparent project management systems:

	 Unless you are working in a culture that has encouraged people 
	 to come forward with problems, and has taken an approach that 
	 is very team oriented and not a culture that blames people with 
	 problems, I think what you are going to find is that people don’t 
	 want management to know where things really stand. (Participant2)

This blame culture perspective can be compared with the response 
regarding transparency, and whether or not everything needs to be known 
by all members of  a project. It was predominantly detailed that varying 
degrees of  opacity (taking into account access rights, information security, 
and information privacy) would be beneficial, especially if  transparency 
or openness was a core trait of  a system (at the technical level) and the 
management (at an ideological level).

10. Control

There was loose agreement amongst participants that centralised control of 
data repositories was not desirable, leading to issues regarding data security, 
audibility of  actions, and information asymmetry – distinct concerns when 
projects started to break down, or when dealing with sensitive or valuable 
information. The ability to maintain a record of  changes, additions, 
deletions, along with a day-to-day tracking of  issue evolution was seen 
as beneficial, guarding against lack of  audibility when undesirable actions 
occurred. 

Participant 1 noted how having a mutable information store allowed 
for perception to be skewed if  information was deleted or hidden by 
somebody with the required authority or access control. This potential for 
information asymmetry was seen as a pitfall of  data stores or repositories 
with centralised control. The concept of  data ‘snapshotting’ was mentioned 
as a method for mitigating against this type of  malicious action through the 
‘back-up’ and restore processes. An instance of  ‘deletion’ was discussed, 
highlighting the determined need for retrospective audibility of  actions:

	 I have seen it [issue deletion] to be pretty honest. I have seen 
	 user stories just disappear. … Ideally when a scrum team identify 
	 a defect, they would log it in Jira [a project management 
	 software], but imagine if  the amount of  defects just keeps 

	 increasing. So then there are serious questions about the type of 
	 quality standards you are following...and I have seen defects just 
	 [disappear] … they are gone. (Participant 1)

Control of  information became a contentious issue for another participant 
(Participant 5), as they noted a project in which manual, hand-written 
information, or ‘handover sheets’, failed to record an objective version 
of  events. Duplicate sheets would start appearing as it was beneficial for 
contractors to show a subjective version of  events, as opposed to one 
‘handover sheet’ recording the actual, objective, and order:

	 Whoever has the handover sheet is allowed to work in the 
	 room, and you have to keep to a certain schedule, but that 
	 obviously never happened. … These duplicate sheets would 
	 start showing up, the room being handed over to somebody, 
	 when it wasn’t handed over … that created an absolute 
	 nightmare. (Participant 5)

In one particular organisation, audibility is leveraged through consistent 
‘timesheeting’, a process where actions and deliverables are reported 
manually on a weekly basis. However, it was unclear whether data 
repositories were backed up along with the reporting procedure. It was 
also communicated that the burden of  meeting timesheeting targets placed 
abnormal stresses on projects, especially if  they were complex or under 
resourced. 

The discussion regarding audibility may also be framed as a conversation 
regarding information control. Centralised control of  information and data 
repositories may be seen as a limiting factor, as concepts of  ownership lead 
to tensions across departments or teams; information used as negotiation 
and bargaining tools with issues arising around retrospective auditing and/
or measurement of  process, performance, efficiency, and effectiveness. 
Information control was also viewed as a security issue, with Participant 
5 noting that cloud-based servers were a distinct security concern for the 
company he worked in, especially regarding sensitive documents that would 
otherwise fall under the security model of  non-disclosure agreements. 
The relationship between information control and information security is 
worth noting, as there seems to be a balancing act at play. Firms must 
consider whether they wish to allow open access of  information to project 
members at times they require, or maintain strict access control that they 
can monitor and audit as and when required.

11. Dynamic status updating

There was loose convergence that dynamic and real-time updating of 
information is beneficial within project management. ‘Dashboards’ were 
mentioned by a number of  participants – an effective way of  communicating 
information to various stakeholders and/or project members. However, 
there was also an agreement that ‘dashboard technology’ coupled with 
collating and sharing of  information procedures and processes are currently 
far from perfect. From the perspective of  a project manager, the ability to 
create an easily understandable overview of  the whole project is viewed 
as beneficial. However, there was some concern with giving everybody 
the same overview, or allowing all stakeholders unfettered access to all 
information pertaining to the status of  a project. Information differentials 
were also a problem, as information elements may pertain to varied times – 
one information element may be up to date (e.g. timesheets) while another 
may lag behind by one or more time periods (e.g. financials), ensuring that 
the dashboards presented were not accurate or, even worse, skewed.

One participant worked in a firm described as ‘project-orientated’. The firm 
used ‘timesheets’ so that stakeholders could obtain an overview of  labour 
and resource costs at a regular and consistent time interval. This method 
is seen as beneficial, as it gave a consistent overview of  the cost status of 
the project over a given time period. Of  course, there is a week-long lag, 
given the time frames between each ‘update’. In dynamic industries, or time 
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limited projects, a week might be seen as an inordinate amount of  time, 
potentially problematic if  a stakeholder needs to make a crucial decision 
based on the most up-to-date information possible. 

12. Incentive system

The question of  whether or not it would be beneficial having an incentive 
system built as a feature of  a project management tool was posed to the 
participants. There was a degree of  perspective divergence around this 
issue. In theory, a value exchange token could be used as the monetary 
exchange mechanism to incentivise both individual performances (i.e. a 
token distributed when one individual completes work in an efficient or 
efficable manner), and also as a tool for contract compensation (i.e. when 
work is completed, tokens are exchanged). A smart contract platform offers 
the potential to deploy both mechanisms, as they may be programmed at 
contract initiation to serve whatever purpose is necessary for the specific 
work package. In this manner, parties can be confident that contract 
execution remains deterministic, even given external pressures. 

One participant communicated how a previous firm, with which he worked, 
employed an incentive system – a psychological reward mechanism for 
completion of  tasks. In the firm, a bell was used – rung after a certain 
stage of  the project was completed successfully. The bell became a positive 
reinforcement tool that members began to work towards – a recognition 
that the project was moving forward or towards its desired end goal:

	 We used to implement this … following scrum [a method within 
	 ‘agile’ project management]. A scrum, it’s basically a two week 
	 sprint … we had this very simple thing, it was a bell. So any time 
	 someone would complete a user story assigned to them they 
	 were given that bell to actually ring. This really encouraged 
	 people to get things done on time. There was some gratification 
	 involved. The incentive became that you get to ring the bell. [It 
	 created a mood] Everything was flowing. (Participant 1) 

There was also mention of  a direct incentive system where project 
managers were given ‘points’, which they could distribute – rewarding 
project members as they see fit. These points could then later be traded in 
for real-value items on a specific website:

	 Project managers were given 75 points per quarter, per resource. 
	 We used to call it celebrating performance points … anything 
	 interesting that happened, so for example if  someone did 
	 something beyond their call of  duty … we could award that … 
	 it was not transparent. There might be cases where the project 
	 manager might give it to his favourite. So to overcome that, 
	 there was an audit system. It would do these random samples – 
	 who has been given the points, how much … but this really 
	 helped a lot. It was an immediate gratification system. (Participant1)

Participant 2 made a distinction between compensation and incentivisation, 
detailing how a token-based system could aid in the deployment of 
transparent and open compensation contracts based on deliverables, 
that is, pay to project members once a stage is satisfactorily completed. 
These deliverables would be set out during contract initiation, and agreed 
by all parties. This distinction is crucial, as tokens may be used for both 
purposes. Other participants could see the theoretical value of  a native 
incentive system, but concerns were raised regarding transparency and 
audibility, questioning whether such a system would remain objective 
once distribution is centralised, in the control of  a manager who may be 
influenced by explicit or implicit biases.

13. Trust

A concept that repeatedly arose in all interviews was trust. Participants 
converged around the perspective that leveraged trust helped build better 

relationships between project members and stakeholders. Trust is seen as 
a bind that affects varying aspects of  both ‘project success’ and ‘project 
management success’. Participants viewed technology as potentially 
affording an increase in levels of  trust, aiding aspects such as transparency, 
traceability, audibility, verifiability, robustness, and openness, while also 
providing the technological platform on which a community may be 
built – either through communication, incentive systems, or common 
processes and procedures amongst all members of  the project team, and 
management.

Participant 1 mentioned trust with respect to the centralised ownership of 
data, detailing how changes of  project scope may be mitigated against if 
an immutable record of  initial scope was documented at project initiation, 
as well as any agreed changes being noted within some form of  read-only, 
access-controlled format:

	 I think that [immutable storage] would really help us … in terms 
	 of  trust to be honest. … Initially you have this set of  requirements 
	 … apparently it is frozen in a sense that everyone signs off  and 
	 agrees … but it is not really frozen. … If  you have a system that 
	 says, ok, these are the set of  requirements and now it is frozen 
	 and no one can make the changes to scope unilaterally, that’s 
	 pretty interesting, yeah. (Participant 1)

Participant 3 discussed ownership of  data, noting how relationships may 
not always be trusting. A system that was conducive to more trustful 
engagements, especially the surrounding information, was seen as beneficial. 
The interviewee highlighted that mutable results such as timesheeting or 
documenting could become points of  friction in relationships. Trusted 
documentation is important, so that issues in relationships can be traced 
to their origin, or highlighted to all parties in a common ‘language’ when 
necessary. 

The link between increased transparency, openness, and trust is echoed 
by another participant, as they described the relationship between 
project management and output quality. Managing expectations and 
scope was discussed with a system that allowed for clear and transparent 
communication of  some form of  ‘immutable project charter’ which was 
viewed as beneficial. Anything that could help manage shifting expectations 
in a clear and transparent fashion is something that could aid project 
smoothness and help mitigate against tensions that arise in the project as 
it develops.

14. Discussion

The study presented attempts to ascertain if  a symmetry exists between 
project management practices and certain characteristics of  blockchain 
technology. A series of  interviews are conducted from which five 
constructs emerge: transparency, control, dynamic status updating, 
incentives, and trust. The constructs are seen as higher-level frames 
through which a thorough analysis of  the relationship between blockchain 
technology and project management software may be detailed in future 
studies. It is viewed that each construct is an area in which a system built on 
blockchain technology might improve the status quo, especially from the 
context of  a purpose-built project management tool whose underpinnings 
seek to leverage specific characteristics of  the technology. The article 
details convergence of  perspective from five practicing project managers; 
characteristics of  blockchain technology would be beneficial to their work, 
especially if  these characteristics were built as features of  a specific project 
management system. If  certain characteristics of  existing tools can be 
combined with some of  the robust, secure, decentralised, smart contract 
execution aspects of  blockchain-based systems, there is reason to believe 
that significant improvements might be made. 

The core limitation of  this study is that only five project managers were 
canvassed for opinions. This limited the sample size and affected the 
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veracity of  the coded constructs. While this is acknowledged as being a 
considerable weakness, it is felt that for an explorative investigation, the 
insights and overarching frames remain valid – especially in the context 
of  directing further research. Future studies might explore how existing 
blockchain-based systems might explicitly affect, enhance, or leverage 
existing project management methodologies and/or processes. This would 
allow evidence-based feedback to be iteratively provided to developers of 
such systems, informed by real-world use, providing a template for the 
future development of  blockchain-based project management systems.
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Academic Certification using Blockchain: 
Permissioned versus Permissionless Solutions

Understanding the challenges of  implementing blockchain solutions is an important step towards scaling and adopting the technology. This paper 
analyses the adoption of  blockchain technology in the management of  academic certificates. In this use case, we identify certification providers 
that have adopted a permissionless approach and consortiums of  academic institutions that are in the process of  building permissioned networks. 
We explore the challenges faced by both approaches, and obtain information from competing projects to provide a preliminary approach for cost-
benefit analysis that could potentially be applied for similar blockchain projects. For the management of  academic certificates, we find that beyond 
the cost of  implementing the technology there are additional elements of  critical importance for adoption. For example, if  blockchain-enabled 
certificates will replace notarised documents, how does the technology complement other forms of  digital credentials, the ease of  integration to 
existing administrative records within institutions and whether they are a viable first step towards a comprehensive, efficient and reliable system to 
share information among institutions.
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1. Introduction

Although distributed ledger technology (DLT), in particular blockchain, 
has captured an important amount of  attention in the last decade, it is 
challenging to identify the added value of  the technology to some of  the 
solutions proposed. Expectations and investment are still high in firms 
and governments [1]. However, there is not enough information regarding 
investments and outcomes on existing projects. Also, IT projects are risky 
endeavours with overrun cost [2]. 

Within the context of  DLT, decentralisation provides high censorship and 
tamper resistance, but these features come at higher costs in terms of  the 
use of  resources, processing time and coordination efforts compared to 
a fully centralised system [3]. Some analyst indicates, that the high cost of 
managing the information contained in a public permissionless blockchain, 
such as Bitcoin or Ethereum, compared to hosting the same information 
on a centralised database, is only economically rational if  users have strong 
preferences towards censorship resistances, and are willing to pay the 
premium [4].

More recently, permissioned blockchains have attracted the attention of 
traditional firms looking to incorporate the benefits of  DLT and customise 
these solutions to the need of  their industries [1]. As there is a more general 
understanding of  the benefits of  the technology in each industry, firms 
are interested in solving the permissioned versus permissionless dilemma. 
One simple way to understand the dilemma is to think of  permissionless 
blockchain as an existing infrastructure of  highways that a firm uses to 
provide goods and services. Therefore, a firm that wants to jump into this 
ecosystem must invest in connecting to the highway and pay the toll required 
to use and maintain the existing infrastructure. It must also, abide by the 
rules (speed limits) and possible externalities (congestion) of  using the 
infrastructure. On the other hand, for a permissioned solution, there is no 
existing infrastructure; therefore, the interested firms must incur the fixed 

cost of  building the roads that will allow them to provide their goods and 
services. To reduce the individual contributions and diversify the risk, firms 
form a consortium and create a governance structure in charge of  initially 
building the infrastructure, and later on, managing and settling disputes. 
This consortium agglomerates firms with similar interest, therefore, it is 
possible to have a more efficient and customised infrastructure that will 
meet the needs of  the firms to deploy their solutions.

The objective of  this article is to analyse the use case for the management 
of  academic certificates using blockchain technology. We address the 
added value of  using blockchain technology and ascertain the similarities 
and challenges between providing such services using a permissioned and 
a permissionless approach. In addition, we provide an example of  cost-
benefit analysis.

The document is organised as follows: section 2 introduces the use case 
in the context of  the education sector; section 3 explains the role of 
blockchain technologies in the certificate management operating processes; 
section 4 provides a cost-benefit analysis applied to the case and section 
5 concludes.  

2. Managing Academic Certificates

Certificates are a social convention that provides a medium to convey new 
information regarding an individual or an organisation. In education, the 
most common form of  certificates is that which provides new information 
regarding accomplishments and skills. The information regarding skills is 
relevant for employers and to continue the acquisition of  knowledge. 

According to research by the European Union [6] academic certificates 
are one of  the areas in education where we could see the implementation 
of  blockchain technologies in the short term. Further down the road this 
would also include transfer credit systems and lifelong learning records [7].
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As considered in [6] the ontology of  a certificate can be broken down into 
its components and its related processes. The components are as follows: 
a claim, the evidence, a signature, a document, an issuer and a recipient. 
The processes are as follows: design, issuing, verification and sharing or 
socialising.      

So far the traditional method to provide a certificate has been paper. Paper 
certificates have the following characteristics:  they include physical security 
measures (watermarks, seals) to avoid forgery; the issuer and recipient 
guard independent copies; they cannot be revoked and they require a 
manual verification. More recently, institutions have introduced different 
standards for digital certificates with some form of  delegated signature 
verification. The claim and evidence information are kept in centralised 
databases hosted by the institution. Since the certificates are controlled by 
the issuer institution they can be revoked. 

What is the added value of  blockchain technology? According to [6], the 
traceability of  the issuing process and the multiple copies provide stronger 
security features. The verification process is independent from the issuer; 
therefore, the service can be performed by any institution with access to 
a persistent registry, allowing for vendor independence. Both the issuer 
and the recipient obtain different levels of  control over the certificate. 
The issuer may revoke the claim without incurring in additional cost, for 
example, obsolete skills or technologies. The recipient will control, collect 
and socialise its verifiable skills in a more efficient manner. Avoiding the 
need to solicit his learning record and possibly pay additional fees to 
update his resume.  

The benefits for the recipient are complemented by self-sovereign 
identity. With self-sovereign identity individuals own and control their 
digital identity without the intervention of  third parties  In this context, 
an academic certificate or any other type of  certificate is considered 
as a claim, associated and owned by an individual or organisation, that 
represents sets of  information that are relevant to establish business or 
personal relationships. 

Today, educational attainment is largely a decentralised activity because; 
students and professionals obtain a wide range of  skills in different periods 
of  their working life and at different types of  institutions (universities, 
employers, online learning platforms, among others). However, the current 
challenge is that each institution is an independent silo of  the academic 
accomplishments of  a student. Hence the transit of  one institution to 
another, or between employers requires a student to provide verifiable 
copies of  their academic achievements and new skills. These pain points 
and inefficiencies justify improving the existing process.1

To avoid the current equilibrium of  independent silos, blockchain technology 
provides the decentralised infrastructure to safely share abstractions of  the 
information related to the educational accomplishments of  a student. Most 
of  the current implementations, register onto a blockchain hash obtained 
from the information contained in the certificate; this is what we denote as 
an abstraction. Blockcerts extends existing digital standards in education, 
in particular Open Badges, to incorporate a blockchain-based verification 
process .  

Currently, projects that have implemented a solution or advanced proof 
of  concepts for academic certificate management can be categorised into 
certification vendors and university consortiums. Certification vendors are 
firms or start-ups that have seen the potential of  blockchain technology for 
data management, self-sovereign identity or know your customer (KYC), 
creating a business model around it. Other firms have included blockchain 
technology as part of  their existing portfolio of  services. In the former, the 
firms act as a notary (a third party between the issuer and the recipient or 
a recipient and employer). Some of  these vendors are Accredible2, Xertify3  
and Gradbase4.   

Universities have not lagged; the Blockcerts standard was initially 
developed by the MIT Media Lab and Learning Machine5. As of  2018, the 
Digital Credential Consortium is a university lead effort to design and build 
an infrastructure for digital credentials of  academic achievement. The 
consortium founders are universities in Europe, North America and Latin 
America. Similar consortiums have been created in Singapore6 and Spain,7  

with an increasing number of  universities joining the effort. In addition, 
individual universities like the Open University UK and the University 
of  Nicosia [6] were early adopters of  the technology, using permissioned 
blockchains and the Blockcerts standard or similar types of  digital badges 
standards. 

Universities, as the main issuer of  these types of  certificates, have computer 
science departments, in-house IT personnel and the possibility to establish 
partnerships or fund start-ups to develop the technology. Besides, they 
might be reluctant to share academic information with external vendors 
unless they are unable to provide the service or incorporate blockchain 
technologies. For this reason, the most important clients of  certification 
vendors are online education, professional associations and companies. 
This attitude will be a challenge going forward: to overcome the 
shortcomings of  the current system of  academic credentials, it would be 
desirable to allow the integration of  solutions and achieve lifelong learning 
records. Otherwise, we might end up with the latest technology, but we will 
not be able to overcome the current independent silos equilibrium.

3. Blockchain Infrastructure for Managing Academic Certificates

A system for managing academic certificates can be broken down to the 
processes mentioned previously: design, issuing, verification and sharing 
or socialising.  We need to understand how these operating processes 
are related to the services that will be impacted by the introduction of 
blockchain technology.

Figure 1, represents the operating processes in stages, and identifies the 
processes transformed by blockchain technologies. 

The academic certificates (claim and evidence) are part of  the administrative 
records stored in databases on-premise or in the cloud by issuer institutions. 
With or without blockchain this information is held within the institution. 
Data protection requirements such as General Data Protection Regulation 
(GDPR) require education providers to be accountable for the information 
of  students.  

The first stage of  figure 1, represents the design and storage of  the 
information contained in the certificate. In the traditional approach, 
the university or education provider will also be in charge of  providing 
a system to share and verify the information contained on the paper or 
digital certificate. In other words, the process is entirely integrated and 
managed by the issuer institution.  

The second and third stages of  figure 1 represent the process affected 
by blockchain technologies, in particular, how information is shared and 
verified.

The system storing the information on the accomplishments of  the 
students needs to be able to interact with a blockchain for issuance and 
verification. As we mentioned before, the added value of  blockchain 
technologies for this use case is primarily concerned with the introduction 
of  a decentralised verification system for the academic certificates. This 
system must also provide enough trust to avoid any further use of  notary 
service.   

When a student satisfies the requirements regarding a skill or a degree, 
a certificate is issued and the abstraction of  the metadata contained in 
the certificate is registered on the blockchain. The recipient can share 
any digital form of  the certificate and the certification vendor or the 
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university consortium will provide a universal verifier that will be capable 
of  declaring the veracity of  the information contained in the certificate. In 
both cases, issuance and verification against the blockchain are performed 
using applications that interact with some distributed ledger.

In the third stage of  figure 1, we see that the ledger can exist in a public, 
permissionless blockchain or a permissioned blockchain exclusively built 
by the consortium. To register the information contained in the certificate 
using a permissionless blockchain, the certification vendor is subject to the 
cost and rules of  using this public infrastructure. For example, the use of  a 
cryptocurrency that is a fundamental element in the incentive system that 
guarantees the verification and creation of  new blocks. On the other hand, 
the consortium must build and operate the first nodes in the network, 
provide assistance and training for the introduction of  new nodes, set up 
a governance structure and maintain and update the scaling infrastructure. 

The cost comparisons between the permissionless and the permissioned 
solution are based on the high variable cost/low fixed cost of  the former 
and high fixed cost/low variable cost of  the latter. Estimates from [8] 
indicate that permissioned blockchain projects have fixed costs that are 
ten times higher than their permissionless counterparts. However, they 
also show that, with the current consensus mechanisms of  permissionless 
blockchain, the average variable cost per transaction is five times higher 
than for permissioned blockchain. In other words, the current consensus 
mechanism for permissionless blockchain is well suited for a small or 
moderate number of  transactions (less than 500k per year), but for a high 
transaction volume, a private blockchain is the better solution.       

4. Cost-benefits Analysis for Managing Academic Certificates

Blockchain technologies provide opportunities for new business and 
service models or improve an existing processes. We focus on the latter and 
provide a first approach to cost-benefit analysis for managing academic 
certificates at universities. There are few documented cases of  cost-
benefit analysis applied to blockchain technologies, some of  these look at 
permissionless blockchain [4], permissioned blockchain [9], compare both 
approaches [8] or look at specific use cases like supply-chain finance [10]. 

To estimate the certification needs of  an institution, we use data on 
issued certificates and graduating student population over a school year. 
Universidad del Rosario is a private university in Colombia with 12,100 
students. That is considered a medium-size university according to 
US standards8. Extension schools and continuing education are also 
important in most universities; at Universidad del Rosario this adds 15,130 
participants in programmes that also receive certificates. During the 
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Figure 1: Management of academic certificates using  
Blockchain technologies. 
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capable of declaring the veracity of the information contained 
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against the blockchain are performed using applications that 
interact with some distributed ledger.  

In the third stage of figure 1, we see that the ledger can exist 
in a public, permissionless blockchain or a permissioned 
blockchain exclusively built by the consortium. To register the 
information contained in the certificate using a permissionless 
blockchain, the certification vendor is subject to the cost and 
rules of using this public infrastructure. For example, the use 
of a cryptocurrency that is a fundamental element in the 
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school year, 3,893 students graduated from the different degree-granting 
programmes. Also the universities’ registrar’s office issued a total of  3,383 
certificates of  different types. This gives a rough estimate of  at least 22,406 
certificates issued during the school year, including graduating students, 
participation certificates for continuing education and various additional 
types of  certificates.

Universities looking into blockchain technologies are mainly interested 
in providing a better and more secure information services regarding 
the skills and accomplishment of  their alumni and student population. 
In addition, they are interested in improving the existing process and 
any possible cost avoidance and savings. Most universities already offer 
e-transcripts and digital certificates to students and alumni; the cost varies 
since it can be a free service or have a fee from 3 to 10 USD. Since this 
is a digital timestamped object, the recipient can use it as proof  of  his 
accomplishments to as many solicitors (e.g. prospective employers) as 
required, so there is no scaling cost. The prices of  a paper certificate is 
usually twice that of  digital certificates (15 – 25 USD), and if  they are 
notarised documents, the price will go up to 50 USD. These costs are 
obtained from Stanford University9, MIT10 and Universidad del Rosario, 
Colombia11. Paper documents do not scale, so the cost to the recipient 
would increase depending on the number of  solicitors. 

Blockchain-enabled certificates are digital objects that provide decentralised 
verification, and the benefits for the recipient are that they are readily 
available and with the additional security measures they could be legally 
considered as notarised documents. They would be readily available 
because the information they provide would be submitted to the network 
at the moment of  initial issuance and the recipient or solicitor could obtain 
that information directly at no additional effort or cost. Ideally, there would 
be no need to incur the cost of  re-issuance or notary services. 

For universities, the direct benefits are efficiency gains due to streamlined 
documentation and labour cost reduction for issuance, resolution of 
conflicting records and verification. An indirect benefit is the reduced 
exposure to fraud; however, it is difficult to quantify this benefit. To 
quantify the direct benefits, we obtain information from the registrar’s office 
regarding expenses related to the management of  academic certificates: 
physical and digital cost of  issuance, labour cost associated with document 
processing, resolution of  conflicting records and/or manual verification.  
Concerning cost, we will only consider the adoption of  blockchain 
technologies for the decentralised verification process. As we mentioned 
in the previous section, individual institutions are required to maintain 
governance and oversight on the administrative records of  their students 
and alumni. Our main assumption is that universities may choose to adopt 
a system of  decentralised verification using a certification provider that 
uses a permissionless/public blockchain infrastructure, or by joining 
a consortium of  institutions that are using a permissioned/private 
blockchain. 

The current business model of  certification providers is to charge the 
issuers for the service.12 Certification vendors offer different packages for 
universities depending on the number of  certificates or unique recipients 
per year. Naturally, the cost to issuers will decrease with the number of 
certificates. In table 1, we provide an estimate of  the yearly cost of  using 
a certification vendor based on a demand of  22,000 certificates per year.

It is important to note that for some of  these providers blockchain 
technologies are only part of  their portfolio of  services, so it is difficult 
to make an exact comparison of  the service provided; however, they do 
provide a measure of  the cost faced by institutions (issuers). 

Certification vendors are using the Bitcoin or the Ethereum public network 
as a method to notarise the certificates, so it is interesting to determine the 
cost of  using this infrastructure. Blockcerts provide a set of  applications 
and the documentation to implement the verification of  digital certificates 
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using permissionless blockchains. To make an efficient use of  the network, 
it is recommended to batch many certificates onto one transaction on 
the blockchain registry. Certification providers follow and convey this 
recommendation to their clients to reduce the cost of  using the network.

In the Ethereum network, the transaction fee in Ether is composed of 
two elements – the gas limit and the gas price. The gas limit guarantees 
that there are sufficient resources to process the transaction in the registry 
by the network and the amount necessary depends on the complexity 
with a recommended floor of  21,000. Gas price represents the reward for 
processing the transactions; therefore, lower values will require more time 
to get the transaction processed. Both values are affected by the network 
activity, meaning that when there is congestion on this public infrastructure 
(e.g. when there is an attractive initial coin offering, ICO) both the gas limit 
and price will need to increase. 

Using the reference gas limit and price mentioned for the implementation 
of  Blockcerts, we find that the yearly cost of  issuing 22,000 certificates in 
batches of  200 certificates (that is 110 transactions per year) is around $25 
USD (Table 2).13  On the other hand, if  it takes one transaction to issue 
each certificate the total cost of  issuing the 22,000 certificates would be 
$5,011 USD. The price considers the average price of  Ether during 2018 
when the cryptocurrency was quite volatile; using data for 2019 the price 
is approximately $10 USD for batched certificates and $1,965 USD for the 
individual certificate issuance.

The estimated cost of  using the Ethereum network to register groups of 
certificates is very small compared to the cost submitting transactions for 
individual certificates. The verification process is not affected by grouping 
the certificates and hence provides an efficient use of  the network at 
minimal cost. Using a Merkle tree of  certificate hashes provides a tractable 
and reliable approach to batch certificates and reduces cost. Overall, the 
cost associated with using the permissionless blockchain infrastructure 
does not seem to represent a significant factor that will affect adoption 
because the transactions are simple and hence the computational burden 
on the network is small.     
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different packages for universities depending on the number 
of certificates or unique recipients per year. Naturally, the cost 
to issuers will decrease with the number of certificates. In 
table 1, we provide an estimate of the yearly cost of using a 
certification vendor based on a demand of 22,000 certificates 
per year. 

Table 1: Cost per year for issuing organizations of using 
certification providers. 

 

It is important to note that for some of these providers 
blockchain technologies are only part of their portfolio of 
services, so it is difficult to make an exact comparison of the 
service provided; however, they do provide a measure of the 
cost faced by institutions (issuers).   

Certification vendors are using the Bitcoin or the Ethereum 
public network as a method to notarise the certificates, so it is 
interesting to determine the cost of using this infrastructure. 
Blockcerts provide a set of applications and the 
documentation to implement the verification of digital 
certificates using permissionless blockchains. To make an 
efficient use of the network, it is recommended to batch many 
certificates onto one transaction on the blockchain registry. 
Certification providers follow and convey this 
recommendation to their clients to reduce the cost of using 
the network.   

In the Ethereum network, the transaction fee in Ether is 
composed of two elements – the gas limit and the gas price. 
The gas limit guarantees that there are sufficient resources to 
process the transaction in the registry by the network and the 
amount necessary depends on the complexity with a 
recommended floor of 21,000. Gas price represents the reward 
for processing the transactions; therefore, lower values will 
require more time to get the transaction processed. Both 
values are affected by the network activity, meaning that when 

 
on standards (like Verifiable Credentials and Blockcerts) are 
currently exploring the benefits of decentralised identifiers for the 
issuer and the recipient. Recipients would hold their certificates in 
some form of wallet and provide them to any number of 
solicitors. The certification providers, for a fee, would use 
blockchain to guarantee the validity of the information regardless 
of the issuer. This is similar to what a credit bureau currently 
does; for a monthly fee (5 – 20 USD), they collect information 
regarding an individual creditworthiness and provide a credit 
score for solicitors. 

there is congestion on this public infrastructure (e.g. when 
there is an attractive initial coin offering, ICO) both the gas 
limit and price will need to increase.  

Using the reference gas limit and price mentioned for the 
implementation of Blockcerts, we find that the yearly cost of 
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verification process is not affected by grouping the certificates 
and hence provides an efficient use of the network at minimal 
cost. Using a Merkle tree of certificate hashes provides a 
tractable and reliable approach to batch certificates and 
reduces cost. Overall, the cost associated with using the 
permissionless blockchain infrastructure does not seem to 
represent a significant factor that will affect adoption because 
the transactions are simple and hence the computational 
burden on the network is small.      

For the decentralised issuance and verification of certificates, 
vendors must develop applications that can interact with the 
existing information systems within the institutions to register 
the abstraction of the certificate onto the blockchain and to 
query the metadata needed to reproduce and verify the 
contents of an existing certificate. Information for budgeting 
blockchain projects is rare; several web pages give rough 
estimates of blockchain development cost including the 
developers and infrastructure.14 The estimates depend on the 

 
13 https://github.com/blockchain-certificates/cert-issuer 
14 https://www.codementor.io/freelance-rates/blockchain-dev 
elopers 

Accredible Xertify
# certificates / recipients
basic <10,000 <10,000
advanced >10,000 unlimited
Price USD
basic 1.04$               0.90$               
advanced 0.96$               15% commission
Yearly cost  USD 21,120$            19,800$            

Gas Limit 25,000       
Gas price in GWei 20
Transaction Fee (ETH) 0.0005
ETH-USD (avg) 2018 456$          
ETH-USD (avg) 2019 179$          
Transaction Fee (USD) 2018 0.23$         
Transaction Fee (USD) 2019 0.09$         
# transactions for 200 certificates 110
Price for batched certificates 25$            
Price for individual certificates 5,011$        
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For the decentralised issuance and verification of  certificates, vendors 
must develop applications that can interact with the existing information 
systems within the institutions to register the abstraction of  the certificate 
onto the blockchain and to query the metadata needed to reproduce and 
verify the contents of  an existing certificate. Information for budgeting 
blockchain projects is rare; several web pages give rough estimates of 
blockchain development cost including the developers and infrastructure.14 
The estimates depend on the complexity of  the project and are in the range 
of  15k – 200k USD. In the interviews conducted with the certification 
vendors with less than 5 years with a product in the market, the project had 
an overall investment of  60k, a team of  two developers with an additional 
staff  of  three persons in charge of  the commercial strategy and were using 
cloud infrastructure. Some of  these providers were start-ups with several 
modifications on the product they offer or their commercial strategy and 
some are still determining whether they will focus exclusively on blockchain 
technologies or just have it as part of  their portfolio for digital certificates.       

Consortium-led projects have been created mainly by universities with the 
collaboration of  IT companies. This is the case of  Fundación Universitaria 
San Pablo CEU and Ibermatica in Spain. They started building a 
permissioned blockchain for the management of  academic certificates 
using Hyperledger Fabric. Since it is a permissioned network, there is no 
existing infrastructure, so members need to assume the fixed cost to build 
the network, the applications, and deploy the first nodes in the network. 
Currently, they are working on two permissioned networks ChainTalent 
and Red BLUE for Spanish universities. The costs are assumed by the 
initial members of  the consortium and a fee is charged on incoming 
members. ChainTalent is the more mature of  the projects since it has been 
in development since 2018 and currently has four nodes operating in the 
network. The main components of  the application were developed over 
a period of  four months with a team of  two developers and a project 
lead. The overall investment in the project up to the end of  2019 has 
been approximately 80k USD. The consortium has established a yearly 
membership fee of  5,000 EUR (5,600 USD) which provides an unlimited 
number of  certifications to be issued by universities, their main clients. 
There are additional fees regarding installation of  the node, integration to 
the institution’s information systems and maintenance. An exact value for 
the additional fees depends on the client, but overall the additional fees do 
not exceed the yearly membership fee. 

Similar to the services provided by the certification vendors, consortiums 
provide applications such as a universal verifier and the possibility for 
students and alumni to share the certificate information with solicitors 
using social media.  

Using the information regarding cost avoidance and efficiency gains 
at Universidad del Rosario, we quantify the benefits of  adopting a 
decentralised verification process based on blockchain and compare the 
cost of  adopting the technology using a certification provider or joining a 
university consortium.

Table 3 summarizes the results of  the cost-benefit analysis. In the top 
part, we estimate the cost of  processing the certificates during a year. 
This cost includes both labour cost and any additional cost for physical or 
digital certificates. On average, the cost of  producing a certificate is $1.6, 
but this can vary for more complex degree certificates ($5.4) to simpler 
certificates of  continuing education ($0.1). We use very conservative 
estimates in terms of  the reduction of  cost (25%) given that the largest 
savings were already obtained from digitisation. This is important because 
the immediate benefits of  blockchain projects for document processing 
are sometimes related to the redesign of  the process and the digitisation; 
hence, a common criticism is that these benefits are not related to the use of 
decentralised verification services [9]. Also, we include the cost avoidance 
of  dealing with conflicting records and any non-automated process related 
to verification. We estimate the annual benefit regarding conflicting records 
and automated decentralised verification of  around $2,200. 
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vendors with less than 5 years with a product in the market, 
the project had an overall investment of 60k, a team of two 
developers with an additional staff of three persons in charge 
of the commercial strategy and were using cloud 
infrastructure. Some of these providers were start-ups with 
several modifications on the product they offer or their 
commercial strategy and some are still determining whether 
they will focus exclusively on blockchain technologies or just 
have it as part of their portfolio for digital certificates.        

Consortium-led projects have been created mainly by 
universities with the collaboration of IT companies. This is 
the case of Fundación Universitaria San Pablo CEU and 
Ibermatica in Spain. They started building a permissioned 
blockchain for the management of academic certificates 
using Hyperledger Fabric. Since it is a permissioned network, 
there is no existing infrastructure, so members need to 
assume the fixed cost to build the network, the applications, 
and deploy the first nodes in the network. Currently, they are 
working on two permissioned networks ChainTalent and 
Red BLUE for Spanish universities. The costs are assumed 
by the initial members of the consortium and a fee is charged 
on incoming members. ChainTalent is the more mature of 
the projects since it has been in development since 2018 and 
currently has four nodes operating in the network. The main 
components of the application were developed over a period 
of four months with a team of two developers and a project 
lead. The overall investment in the project up to the end of 
2019 has been approximately 80k USD. The consortium has 
established a yearly membership fee of 5,000 EUR (5,600 
USD) which provides an unlimited number of certifications 
to be issued by universities, their main clients. There are 
additional fees regarding installation of the node, integration 
to the institution’s information systems and maintenance. An 
exact value for the additional fees depends on the client, but 
overall the additional fees do not exceed the yearly 
membership fee.  

Similar to the services provided by the certification vendors, 
consortiums provide applications such as a universal verifier 
and the possibility for students and alumni to share the 
certificate information with solicitors using social media.   

Using the information regarding cost avoidance and efficiency 
gains at Universidad del Rosario, we quantify the benefits of 
adopting a decentralised verification process based on 
blockchain and compare the cost of adopting the technology 
using a certification provider or joining a university 
consortium. 

Table 3: Cost-benefit analysis for universities adopting a 
decentralised verification system based on  

blockchain technologies. 

 

Table 3 summarizes the results of the cost-benefit analysis. In 
the top part, we estimate the cost of processing the certificates 
during a year. This cost includes both labour cost and any 
additional cost for physical or digital certificates. On average, 
the cost of producing a certificate is $1.6, but this can vary for 
more complex degree certificates ($5.4) to simpler certificates 
of continuing education ($0.1). We use very conservative 
estimates in terms of the reduction of cost (25%) given that 
the largest savings were already obtained from digitisation. 
This is important because the immediate benefits of 
blockchain projects for document processing are sometimes 
related to the redesign of the process and the digitisation; 
hence, a common criticism is that these benefits are not 
related to the use of decentralised verification services [9]. 
Also, we include the cost avoidance of dealing with conflicting 
records and any non-automated process related to verification. 
We estimate the annual benefit regarding conflicting records 
and automated decentralised verification of around $2,200.   

Regarding the cost of using a decentralised verification system, 
we use the estimated cost from choosing a certification 
vendor or participating in a university consortium. Also, we 
estimate the cost of integrating blockchain issuance and 
verification to the existing technologies. These costs represent 
anywhere from 10 to 30% of the cost of using the service.   

We find that the benefit-cost ratio is 0.48 in terms of adopting 
the technology using the current price structure offered by 
certification vendors. On the other hand, the benefit-cost ratio 
is 1.5 of using the technology by joining a university-
sponsored consortium. These estimates are based on the 
interviews conducted and public information obtained on the 
different projects. In particular, it is fair to say that 

USD

Number of Records 22.000     

Cost of Record Procesing 35.000$   

Reduction in Cost per Record 25%

Savings Record Processing 8.750$      

Conflicting records 5%

Cost of resolution of conflicting records 2.200$     

Annual Efficiency Benefits 10.950$    

Cost of integration of the technology 1.980$     

Annual Cost of Decentralized Verification 19.800$   

Cost of Adoption Through Vendor 21.780$   

Benefit Cost Ratio 0,50         

Cost of integration of the technology 1.680$     

Annual Cost of Decentralized Verification 5.600$     

Cost of Adoption Through Consortium 7.280$     

Benefit Cost Ratio 1,50         
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sponsored consortium. These estimates are based on the 
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different projects. In particular, it is fair to say that 
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Cost of resolution of conflicting records 2.200$     

Annual Efficiency Benefits 10.950$    

Cost of integration of the technology 1.980$     

Annual Cost of Decentralized Verification 19.800$   

Cost of Adoption Through Vendor 21.780$   
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Regarding the cost of  using a decentralised verification system, we use the 
estimated cost from choosing a certification vendor or participating in a 
university consortium. Also, we estimate the cost of  integrating blockchain 
issuance and verification to the existing technologies. These costs represent 
anywhere from 10 to 30% of  the cost of  using the service.  

We find that the benefit-cost ratio is 0.48 in terms of  adopting the 
technology using the current price structure offered by certification 
vendors. On the other hand, the benefit-cost ratio is 1.5 of  using the 
technology by joining a university-sponsored consortium. These estimates 
are based on the interviews conducted and public information obtained on 
the different projects. In particular, it is fair to say that certification vendors 
have already gone through various iterations of  the service, whereas 
university consortiums are in the process of  developing and delivering the 
technology so their cost could be underestimated. Our results are meant 
to illustrate the dilemmas in implementing blockchain technologies and a 
careful comparison of  the portfolio of  services provided by certification 
vendors should be taken into consideration.     

5. Conclusion

Blockchain technologies have already begun to change how we share 
important information, in this case, the acquisition of  skills and knowledge. 
Although, we expect a full transformation of  the knowledge management 
system, for the moment, the most immediate impact is to provide direct 
access to the certificates without the need of  re-issuance and a decentralised 
verification system. Since digital certificates and e-transcripts are a reality at 
most institutions, the added security features from blockchain technology 
and reduced cost are especially important, if  at some point they are legally 
accepted as notarised documents with a general acceptance across national 
borders. 

Implementing blockchain projects has similar fixed costs for providers 

and challenges related to the issuance and verifications systems; this is 
independent from choosing a permissioned or a permissionless network. 
We do not find that the fees associated with using existing permissionless 
networks are important, nor are marginal costs for that matter. The reason 
is that the transactions that are registered onto the blockchain are not 
complex operations or time-critical and there are well-known approaches 
to reduce the cost substantially. So price differentials among certificate 
vendors are related to the quality of  applications that provide a seamless 
interaction with the information systems of  the issuer institutions and 
additional technologies that are part of  their portfolio.      
For consortium and permissioned blockchain initiatives, we do not find 
that the fixed cost of  starting the network overwhelmingly increase the 
fees for newcomers. IT companies that are helping universities implement 
the technology are paying for some of  the fixed cost and investing on 
building the infrastructure. The current prices for joining a permissioned 
network and issuing certificate are lower than using certificate vendors, but 
at the same time, this might also indicate that the former provides a richer 
portfolio of  services for certificates, while consortiums are specializing in 
blockchain technologies.

The benefits for consortiums of  tertiary education institutions are beyond 
the benefits of  just a system for issuing and verifying academic certificates, 
and this is probably the first step towards systems for sharing information 
and knowledge management that can be built around the initial nodes that 
are being developed for certificate management. A similar system but using 
centralized databases is already a reality for most high schools, colleges and 
universities in the United States: The National Student Clearinghouse. The 
National Student Clearinghouse is a non-profit organization that exists 
since 1993 providing a unique database for enrolments and educational 
accomplishments for 97% of  post-secondary students in the US. Since 2000, 
they provide digital verification services for degrees using DegreeVerifySM, 
which also provides readily available e-transcripts for students. This is a 
good example for a consortium-led effort between universities to share 
academic information. More importantly, this consortium already provides 
some estimates on the benefits of  sharing information among institutions: 
first, there are costs saving in sharing academic information ($750 million 
USD in annual savings), and second, it provides a data-rich environment to 
analyse the trends in the industry. 
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For some time now, blockchain technology has been used for many purposes all over the world. The question arises – how do we regulate proving 
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1. Introduction and methodology

For the last few years, smart contracts have become the subject of  increasing 
interest of  political decision-makers, among others, who obviously show 
strong interest in this kind of  novelty, but what is more important in this 
case is that, at the same time, they are undertaking the necessary measures 
to introduce legal regulations connected with it. The Polish Institute of 
Justice has commissioned a scientific report which, despite the fact that it 
does not directly address the issue of  the idea of  smart contracts, indicates, 
due to the questions related to blockchain technology, that such an element 
of  development of  this technology exists and is a subject of  interest of 
legislators of  various countries. The analysis of  sources cited for the 
purpose of  this report shows that at least four European countries have 
presented concrete proposals for legal definitions for this concept. In the 
United States, in turn, at least four states have developed new juridical 
categories, including smart contracts [1]. 

Such a keen interest of  policy makers in this matter should not come as 
a surprise. Scientific debates, which include the word “smart contract”, 
are not limited only to areas such as mathematics, computing and 
engineering but also covered the fields connected with energy and social 
science discussions. The countries that are at the forefront of  scientific 
publications on smart contracts are first and foremost the ones which have 
officially developed or are observing and planning to develop a possible 
kind of  regulation for the blockchain industry. Among these are countries 
such as the United States, China, the Russian Federation, South Korea and 
the United Kingdom. Poland is not listed [2]. 

This work aims at catching up on this issue by drawing attention to 
the recent amendment to the Civil Code, which introduced a contract 
of  evidence into Polish law. In accordance with the recommendations 
appearing in the literature dealing with the issue of  smart contracts, the 
work first of  all assumes the approximation of  the diversity of  approaches 

in defining smart contracts.

2. Theoretical foundations of  smart contracts and links to blockchain

The original source of  knowledge about smart contracts are works from 
the 1990s. Thanks to Nick Szabo, his essays and scientific papers, the term 
“smart contract” has penetrated the legal world. This is not the only issue 
that should be brought closer to the work of  a computer scientist and 
lawyer. Szabo also refers to the so-called “micropayments” in his works. 
Both phrases were supposed to help outline the predicted changes in the 
law of  obligations, which were to appear and spread due to technological 
progress. The Internet, through its protocols, revolutionised the 
transmission of  information across the globe. It has become possible to 
draw up a theoretical protocol for the declarations of  will and knowledge 
that make up the agreement. N. Szabo defines smart contract as “Smart 
contract is a computerised transaction protocol that executes the terms 
of  a contract”. Furthermore, he added that “the general objectives are 
to satisfy common contractual conditions (such as payment terms, liens, 
confidentiality, and even enforcement), minimize exceptions both malicious 
and accidental, and minimize the need for trusted intermediaries. Related 
economic goals include lowering fraud loss, arbitrations and enforcement 
costs, and other transaction costs” [3].

The second element, which is very significant, contains micropayments. 
For their application, N. Szabo identified specific markets, such as the 
electricity market, where complicated contracts and the need for constant 
invoicing are major problems. In the context of  micropayments, however, 
the researcher refers to intelligent agents [4]. Vincenzo Morabito notes 
that there is, in the context of  their theoretical assumptions, a lot of 
convergence between smart agents derived from the concept of  software 
agents and smart contracts and there is even a convertible application of 
both concepts. These coincidences also strongly emphasise the modern 
relationship of  smart contracts with Distributed Ledger Technology 
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(DLT), which has the potential to facilitate business models based on 
micropayments [5]. It is necessary to mention that the dissemination 
of  the idea of  smart contracts occurred after the launch of  bitcoin, the 
first cryptocurrency. Moreover, Vitalik Buterin added an opportunity 
to his idea of  cryptocurrency, which is the possibility of  creating smart 
contracts in blocks. The language in which it could be created was the 
programming language of  Solidity. Blockchain of  this type was called 
the “new generation”, due to the implementation of  the virtual machine. 
The Ethereum not only recorded the information about the trading of 
transactions of  Ether (payments token) but also enabled creating computer 
programs which were aimed to automate this kind of  trading. BT allowed 
to secure smart contracts accordingly. Furthermore, when smart contracts 
are recorded in blocks of  chains, they are difficult either to sabotage or 
to edit the conditions they contain. G. Wood, co-founder of  Ethereum, 
called this: “a general implementation of  such a crypto-law system” [6, 7, 
8, 9, 10, 11]. 

3. DLT and smarter contracts

However, smart contracts in the Ethereum blockchain are not free from 
defects and certain restrictions. Working in this environment is based on 
careful selection of  programming code due to the fee for using a virtual 
machine with a token called “Gas”. In consequence, the price that must 
be paid for purchasing Ethereum tokens can make creating certain smart 
contracts unprofitable. It is not only about the price of  the Ether token 
but also about the number of  Gas tokens that have to be paid to run the 
program [6]. Moreover, it should be emphasised that participation in an 
open blockchain is allowed to anyone. So it may happen that dishonest 
persons may appear or even smart contracts can be created to secure 
parties who have contracted a service which is classified as a criminal 
offence in a given legal system.

However, smart contracts are also possible to be carried out in closed 
blockchain solutions as well as blockchain-like solutions (e.g. Corda), which 
can be easily entered within the name range of  DLT. New technological 
possibilities and solutions also increase the range of  possible combinations 
in terms of  operation. Rory Unsworth proposes to add the term “smarter 
contracts” to the scientific discussion and suggests that this term includes 
split and hybrid smart contract models. The author of  this classification 
also emphasises that “smarter” is not related to the fact that these solutions 
are better, as the ones described by N. Szabo equally qualify for this name. 
In order to define smarter contracts, it is necessary to call them self-
executing contracts. The hybrid model adds human factor as supervising 
the operation of  the contract in certain situations. The split model, on the 
other hand, serves to combine certain expressions of  language, which is 
understandable to people but also connects with the activities of  a smart 
contract. These concepts expand the business application of  the individual 
models and order the chaos in theoretical deliberations on the law and the 
future of  self-executing contracts [12, 13, 14].

It is also important to signal that the flywheel of  self-executing contracts is 
the incoming data, which triggers subsequent elements of  the contract after 
the relevant facts have occurred. Collecting important information from 
outside the blockchain is possible due to connectors called “Oracles” [15].

It seems that it is the possibility to collect data that puts self-executing 
contracts high in the hierarchy of  essential elements that will shape our 
world in the era of  the Internet of  Everything (IoE). The future that awaits 
us will surely also bring a question about where the data for self-executing 
contracts are drawn from and whether they can be trusted. However, 
before this happens, it is important to pay attention to certain possibilities 
and issues concerning obstacles of  legal nature [15].

It should not be forgotten that a contract is still – in the traditional sense – not 
only a set of  commitments but also a scenario designed according to certain 
regulations with mechanisms that are adapted to certain situations [16]. 

4. Contract automation in Polish legal scholarship

N. Szabo, in his theory, compares smart contracts to vending machines. In 
the Polish school of  academic thought, this problem was raised by Ernest 
Till in 1900. According to these general demands, vending machines are 
an offer addressed to the general public. Due to the lack of  words or 
letters, the whole state of  affairs can be considered as the content. The 
conclusion of  a contract occurs when both parties correctly demonstrate 
their willingness to join through appropriate behaviour. an inserted coin 
generates the information for the exhibitor of  the vending machine of 
joining the offer by the other party. When it comes to smart contracts, 
the transfer of  the relevant token(s) will be considered as silent provision 
of  services, which the creator of  the smart contract has required. This 
moment will be considered as a contract entry. It is worth noticing that the 
difference between displaying such articles as, e.g., newspapers and bread 
in front of  the shop and a vending machine was also noticed. In the former 
case, E. Till emphasises that a person coming up with an offer, that is, a 
bidder, gives himself  a certain freedom in order to secure his right to make 
decisions on the execution of  the contract. As in the case of  the hybrid 
model, there still remains some scope for human action [17].

It probably never occurred to E. Till that similar mechanisms would appear 
on the line of  much more complicated contracts. That is why Robert 
Herian calls the vending machine theory “elegant”, but he criticises it for 
the probability of  a defect occurrence, meaning that it looks well until it 
works without problems [15].  

A contemporary concept of  smart contracts in Polish legal scholarship 
is presented by Dariusz Szostek. His approach is based on a list of  legal 
definitions from other countries and their comparison. The author draws 
attention to three examples from Malta, Belarus and the state of  Arizona. 
As the most advanced, mature and adequate to the technical reality, D. 
Szostek indicates the definition which was constructed for the needs of 
Maltese law. According to this definition “smart contract” means a form of 
innovative technology arrangement consisting of: (a) a computer protocol 
and/or (b) an agreement concluded entirely or partly in an electronic form, 
which is automatable and enforceable by the execution of  computer code, 
although some parts may require human input and control and which may 
also be enforceable by ordinary legal methods or by a mixture of  both [18].

In terms of  the technical and theoretical elements of  smart contracts 
cited above, the legislator’s approach in such a direction as to take account 
of  the issues of  computer protocols and the electronic nature of  the 
contract, together with a general outline of  some of  its features, shows a 
high degree of  sophistication and is a sign of  maturity. In both examples 
presented by D. Szostek – the one of  the state of  Arizona and another one 
of  Belarus – references to BT and DLT terminology dominated. The use 
of  blockchain-related concepts complicates the definition unnecessarily, 
making it incomprehensible to a person who does not deal with it on a 
daily basis. Moreover, a strong reference to the medium seems to be a 
significant limitation in the creation of  this technology in the future [13, 
18, 19].

The choice of  D. Szostek expands the debate about smart contracts. The 
Maltese legal definition has several significant advantages:

•	 It emphasises the aspect of  the legal act and the means of 
	 electronic communication, not the medium.
•	 It leaves space for the split and hybrid models. 
•	 It proposes an additional scope of  the name which does not 
	 refer to the term of  the contract.

Moreover, the definition of  diversity of  the use of  smart contracts is that it 
creates a technological neutrality, which can be adopted and put into long-
term use without changes to this jury category. The Maltese legislator does 
not use the terminology which is characteristic for DLT; what is more, the 
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Maltese legislator proposes two concepts of  smart contract, one of  these 
is not related to the sphere of  obligations. As a result, a scenario in which a 
smart contract can appear in the state’s actions is not excluded but is taken 
into consideration; at the same time, a new situation is created in which 
smart contracts can appear in an entirely different sphere, that is, in the 
sphere of  public authority.

In the first place, the smarter contracts and its further development will 
have a significant impact on the civil law sphere. It should be noted that 
two main points are specified within the civil law sphere according to the 
European Union (EU) report and these are as follows [20]:

•	 Smart legal contracts are smart contracts on a blockchain that 
	 represent – or that would like to represent – a legal contract, 
	 along with the issues that are involved.
•	 Smart contracts with legal implications are artefacts/constructs 
	 based on smart technologies that clearly have legal implications.

Therefore, it should not come as a surprise that the emergence of  self-
executing contracts in practice implies not only the need to create legal 
definitions but also changes in other legal acts. The problem is not only 
the legal framework of  a certain relationship in which a program written 
in programming code may not fit but also the programming language and 
the way in which certain processes work, as these are the factors which 
the court may not understand. Moreover, it should be assumed that some 
changes still appear as new ones in numerous works and approach to smart 
contracts (jellyfish theory). It is also important to point out that not only 
the consequences of  the regulations being created are important but also 
unplanned changes that are difficult to predict [9, 12, 13, 15]. 

5. Legislative tendencies and Polish regulations

The emergence of  smart contracts is causing various reactions of  law-
making nature worldwide. Mainly the acts of  BT regulation are introduced, 
but the example of  the Russian Federation shows that changes are 
constantly made to legislative acts. Russia, like other progressive countries, 
has created a legal definition of  smart contracts as well. The content of 
this definition in full wording is as follows: “an electronic contract, whose 
rights and obligations are executed automatically in a distributed register 
of  digital transactions in a sequence strictly defined by such a contract and 
after the circumstances have occurred” [1, 21].

The introduction of  this juridical concept into the Russian legal system has 
resulted in changes to the Civil Code. It not only did add many elements 
such as “Internet”, “electronic” and “digital”, but the section on contracts 
was extended with a new paragraph: “A contract may provide for the 
performance of  an obligation under the contract after certain circumstances 
have occurred which were not covered by the will of  the party, but were 
defined at the time of  the conclusion of  the contract by the terms of  the 
transaction concluded in an information system (automated performance). 
Only the parties to the agreement may call for the performance of  such an 
obligation”. This content indicates that it was created to secure the most 
important element of  self-executing contracts – automation. The legislator 
has thus introduced a new optional element of  the contract – automated 
performance of  an obligation [1, 21–23].
Another example of  solution is the one called “Singapore”. In this case, 
the legislator amended the Evidence Law Act. Although the name of  the 
concept of  smart contract is not mentioned at all, there is a definition 
of  electronic recording. In addition, the institution of  presumptions in 
relation to electronic records was created, and the main purpose of  this 
kind of  legal institution is to instruct the court how to evaluate evidence 
[24].

In Poland, despite the proposal of  amendment of  the Commercial 
Companies Code and the introduction of  DLT by introducing a clause 
in joint-stock companies and stock companies that “the register of 

shareholders is maintained in an electronic form, which may take the form 
of  a distributed and decentralized database”, as it can be used in running 
the company, which will imply proving certain facts in the future with 
the need to refer to DLT elements, including what smart contracts are 
and what they are meant for. In the case of  tokenisation, the question 
of  a “document” also arises [25]. In general, the court will have to check 
whether the solution used in the DLT can be treated as a document. 
Additionally, the court will also be obliged to verify in which DLT solution 
the data was saved. This issue of  legal value blockchain will need to be 
examined based on eIDAS regulations [20].

No simultaneous attempt has been made in Poland in order to amend the 
Civil Code or the Civil Procedure Code. At present, there is no separate 
act in Poland which would regulate the issues of  the law of  evidence. It 
is worth noticing that for the period of  time that self-executing contracts 
started to become more and more popular, there has been a change 
introduced in the Polish legal system affecting the practice of  using smart 
contracts. It is the contract of  evidence that is similar to the common law 
parol evidence rule.

6. Contract of  evidence

A new institution in Polish law, based on parol evidence law, was established, 
and it can be presented in the following points [26]:

•	 It refers to the contractual relationship.
•	 It is addressed to entrepreneurs.
•	 It excludes certain means of  proof.

In the context of  the consideration of  a smart contract, this judicial 
institution does not permit any agreement that restricts the court’s ability 
to admit evidence or any possibility that could impose its assessment. As 
a result, it is neither possible to create new, and especially unknown to the 
procedural law, means (sources) and methods of  evidence nor can specific 
evidence, special evidentiary power or any other extraordinary procedural 
significance be given priority. It is also not allowed to change the function 
of  factual and legal presumptions and other rules of  taking evidence. In 
conclusion, the parties cannot influence the free assessment of  evidence 
[26].

Taking other aspects into account, it should be noted that the permitted 
exclusion of  evidence may consist in prohibiting the use of  certain types 
of  evidence (e.g. evidence from witness statements, expert opinions, 
documents, etc.) or specific evidence, individualised by their exact 
description (e.g. evidence from a specific document, from specific witnesses, 
from specific expert opinions, etc.). The exclusion may also depend on the 
ban on proving specific circumstances, as, e.g., specific facts that normally 
are subject to the statement of  the court (subject of  evidence) [26].

So there are elements that can be used in the context of  this institution 
and smart contracts. Knowing a specific expert, who, in his opinions, is not 
very reliable in presenting the issues of  our smart contract; nothing stands 
in the way of  excluding him by means of  a contract of  evidence; it can be 
orally submitted before the court. It is not possible to instruct the court 
to use, for example, the presumption of  electronic recording, as presented 
above, by means of  this evidence contract. The very limited institution 
of  parol evidence law under Polish law seems to be neither particularly 
restrictive nor particularly supportive of  the development of  the use of 
smart contracts. It is possible that further adoption of  the patterns of 
Anglo-American solutions will result in the appearance of  new models. 
This situation seems more than likely as the entry into the IoE era will 
generate the need to expand this institution.

7. Smart city in Poland and smart(er) contracts

IoE is an important element of  the difficult-to-define concept of  the smart 



The JBBA  |  Volume 3  |   Issue 2   |   November 2020

j b b at h e

51

city, where in a nutshell, ubiquitous technology makes life easier for the 
digital society. It is worth underlining that the “smart” element of  this 
concept, i.e. technology, may have undesirable consequences in the sphere 
of  contracts for the legal awareness of  smart city residents. The point is 
that people may not understand if  and when they create legally binding 
contracts, or they may not understand their rights and obligations under 
their contracts. Technology saturation also depends on experts. Therefore, 
it seems reasonable to appeal to scientists for smart solutions, which will 
also be user-friendly and will take into account the dominant role of  law in 
the sphere of  contracts [23, 27]. 

There is also an important comment to be made in this area. Kevin 
Werbach and Nicolas Cornell noticed that self-executing contracts shift the 
focus of  the remedy from execution to return [27]. However, it remains an 
open question whether it is a smart contract or a modern civil law turnover, 
with its tendency to accelerate access to, e.g., a service which implies an 
approach that gravity of  the remedy is shifted. What really seems to change 
due to smarter contracts is definitely increasing formalism. The open 
question is how it will relate to human mess and human mistakes. Even in 
the most developed society functioning in a very advanced smart city, this 
problem will never be eliminated [27, 29]. 

In the context of  the smart problem and technology-saturated contracts 
in terms of  the smart city, there are also several other problems which are 
very significant:

•	 The development of  smart contracts in a smart city requires a 
	 discussion about the adherent way of  entering into contracts, 
	 which seems to be the natural direction in the sphere of  citizen’s 
	 activity in the city (entering the public transport vehicle, parking 
	 in the paid parking zone etc.)[29].
•	 Due to the international character of  various corporations 
	 that offer smart contracts, the role of  international private law, 
	 as well as establishing the proper international jurisdiction of  the 
	 contract, seems to be very important [27, 30].
•	 The concepts of  machine-to-machine contracts and the role of 
	 man who drives, for example, an autonomous electric vehicle 
	 that needs recharging batteries once in a while are also still 
	 discussed.

At the moment of  writing the article in Poland, the authorities of  one 
of  the voivodeships officially admitted that they use DLT solutions. 
After preparing and submitting a request for access to public information 
to the Marshal’s Office of  the Warmińsko-Mazurskie voivodeships, 
a representative of  the authorities has admitted that they use utility 
tokens called “CoperniCoin”, which are assigned to the Waves token. 
The representative denied that the process of  issuing took place in the 
framework of  smart contracts and that smart contracts were used in the 
framework of  CoperniCoins trading. Moreover, he noted that it is the 
designated employee who distributes the tokens as part of  the region’s 
promotional activities and that, until 18 December 2019, 101 CoperniCoin 
tokens were in circulation. Due to the lack of  a legal definition of  smart 
contracts, it is difficult to question or criticise such an approach, and it 
should be considered as correct. However, it is the irrefutable evidence that 
the popularity of  DLT solutions will increase [31]. 

8. Conclusion

In conclusion, it should be noted that further dynamic development of 
the DLT can contribute to a greater interest of  policy makers in smart 
contracts. It seems that it depends a lot on the significant factor which 
is the factor of  power activity, in other words, it depends a lot on people 
who are in power and also on influencial persons who can contribute to 
increasing science’s participation in the study of  this novelty. It should be 
regarded as positive that the approval of  the paper to smart contract in 
the Code of  Commercial Companies is allowed. It seems worrying that 

there are no indications concerning the evidential issues connected with 
the introduction of  this type of  solution. The most visible change that 
can be transferred into the practice of  smart contracts is the contract of 
evidence, but its possibilities are significantly limited.
Certainly, in the context of  the digital society functioning in smart city, it 
should be perceived positive that the contract of  evidence does not apply 
to the entrepreneur-consumer relationship. However, the development of 
the smart city concept implies many other challenges to be faced. Both in 
terms of  smart contracts as well as in terms of  law.

Taking into account the participation of  Poland in the structures of  the 
EU, it seems substantial to formulate several conclusions in the form of 
postulates which open the discussion on smart contract under the laws 
of  Poland:

•	 Poland should be active and monitor the legislative activity of 
	 the EU in the field of  DLT technology.
•	 The EU should regulate DLT and introduce the most sustainable 
	 technology and state a technologically neutral definition of 
	 smart contracts. 
•	 The EU should establish an office to regulate matters relating 
	 to the competence of  the experts dealing with problems 
	 concerning smart contracts, and this office should solve any 
	 potential problems within the area of  smart contracts.
•	 The Polish legislator should, in turn, examine and propose 
	 possible amendments to the Civil Law Code and the evidence 
	 law, so that it takes into account the digital nature of  digital 		
	 evidence.
•	 The provision related to contracts of  evidence should be 
	 monitored in terms of  its usefulness in practice and also together 
	 with the appropriate proposals, possibly extended.
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Blockchain: A Panacea for Trust Challenges In 
Public Services? A Socio-technical Perspective

Trust in corporations, governments and public services has been steadily declining over the last few decades. Lack of  transparency and auditability 
has been a key driver for this decline. Blockchain technology has been commended as a solution that can help with disintermediation and filling the 
consistently increasing trust challenges faced by the corporate and public sectors. Public services are seeking solutions that can help establish trust 
and increase transparency with its citizens and businesses are undertaking extensive business analysis to determine the need and effectiveness of 
blockchain-like platforms as the basis for transforming their existing platforms. Due to the decisive nature, most of  the analysis results thus indicate 
that if  a trusted third party is an option, then blockchain should not be used. Here we highlight the challenges and opportunities of  establishing trust 
and how blockchain technology can help public services bridge the trust gap with its citizens. We argue that all information technology systems rely 
on a suite of  technologies, thus blockchain should be added to the current technology stack rather than taking an ‘all or nothing’ approach. We also 
argue that analysing the effectiveness of  futuristic technology like blockchain with industrial age methodology and mindset may limit the realisation 
of  its impact on society and economy. Therefore, we propose to take a heuristic approach, where different properties of  blockchain technology 
need to be mapped against different aspects of  current business process with a futuristic view in mind. Taking Companies House – a government 
organisation that holds over 4 million UK-based companies’ records – as an example, we demonstrate how certain business processes in Companies 
House can benefit from adapting a blockchain-based solution.

Abstract

Keywords: trust, blockchain, public services, distributed ledger technology, business process
Keywords: K10, K12, K15, K20, K24, K40

1. Introduction

Sir Mark Walport, the UK government’s chief  scientific adviser (2013–
2017), states in his 2015 report that ‘in distributed ledger technology we 
may be witnessing one of  those explosions of  creative potential that 
catalyse exceptional levels of  innovation. The technology could prove to 
have the capacity to deliver a new kind of  trust to a wide range of  services’. 
[1]. Joseph Schumpeter coined the term ‘creative destruction’ to explain 
how the process of  industry transformation revolutionises the economic 
structure from within, by destroying the existing one and simultaneously 
creating a new one [2]. Carlota Perez took the notion further to explain 
how technological revolutions driven by ‘creative destruction’ redefine not 
only an industry but also the infrastructures and economic institutions 
surrounding it [3]. Perez called the phenomenon of  the diffusion of  new 
technologies that spread and proliferate their impact across economies 
and eventually transform the socio-institutional structure a ‘techno-
economic paradigm’ (TEP) [4]. As the technology evolves, the way 
businesses and work are organised transforms along with it. Public and 
private institutions frequently re-evaluate their business models to take 
advantage of  the technological innovations. Furthermore, the technology 
influences the business model possibilities [5]. We have witnessed this in 
the shape of  assembly lines during industrial revolution, office work with 
the introduction of  computers and life as we know it since the World Wide 
Web (WWW).

The economies now are data driven. Organisations collect and process data 
at a rate never seen before. Since data has value and utility, it encourages 
hackers and criminals to exploit vulnerabilities in the information 

technology infrastructure of  the organisations, leading to all sorts of 
hacks and breaches. Blockchain technology (BCT) has seen its utility for 
information security in several ways such as protecting personal data [6, 
7], secure data sharing [8], access management [9], data integrity [10] and 
digital identities [11]. However, analogous to any other disruptive technical 
breakthrough, when the horizon is unclear and uncertainty is high, there is 
a substantial hype around BCT.

The ‘Gartner Hype Cycle’ illustrates the typical progression of  an innovation, 
from the phases of  inflated expectations through disillusionment to a 
realisation of  the relevance of  the innovation and its applications [12]. 
BCT has been one of  the considerably hyped technologies and has been on 
the Gartner Hype Cycle for the recent few years. The world has witnessed 
the initial coin offer bubble, to the ‘blockchain for everything’ bubble and 
now we are seeing the exploration of  serious use cases. Several industries 
have spent billions of  dollars exploring the blockchain use cases for their 
business models. International Data Corporation forecasts the spending on 
blockchain solutions (including Distributed ledger technologies (DLTs)) in 
2023 to approximately $15.9 billion, with a compound annual growth rate 
of  60.2% [13].

With such potential of  growth, businesses seek guidance to help them 
decide if  blockchain is a potential solution to their use case. Several 
different decision schemes have been proposed over the recent years to 
assist businesses in determining if  BCT is the right solution for their use 
case. However, since the technology is relatively recent and quite distinct, 
several proposed schemes conclude differently. Koens and Poll [14] 
analysed 30 blockchain decision schemes and found several contradictions 
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between those schemes, arguing that most of  them were inherently flawed 
[14]. Twenty out of  the thirty schemes that Koens and Poll studied argued 
that if  a trusted third party (TTP) can be used then blockchain should be 
avoided. However, we argue that this argument contradicts the basic ethos 
of  Satoshi Nakamoto’s design of  the bitcoin blockchain and the whole 
principle of  decentralised trust. 

In his landmark paper titled ‘Bitcoin: A Peer-to-Peer Electronic Cash 
System’, S. Nakamoto writes: ‘What is needed is an electronic payment 
system based on cryptographic proof  instead of  trust, allowing any two 
willing parties to transact directly with each other without the need for a 
trusted third party’ [15]. Nakamoto has noted down only one condition for 
transacting on the bitcoin blockchain and that is ‘willingness to transact’. 
There is no further reasoning on only when the transacting parties should 
use the blockchain-based payment system (Bitcoin). If  Nakamoto was to 
follow the same principle of  ‘is there a trusted third party that the transacting 
parties can use?’ then bitcoin may not have been conceptualized, since the 
transacting parties can potentially ‘trust’ the conventional banking system. 
Therefore, we argue that the potential use cases of  blockchain should 
be explored with an open mind and vision for future, so that the future 
potential applications and implausible solutions that the blockchain might 
hold are not excluded.
In this article we first establish the definition of  trust in the online 
and offline world, followed by different forms of  trust. Secondly, we 
compare the pros and cons of  having a trusted third-party system or a 
blockchain-based system. Here we argue that the selection of  blockchain 
(or blockchain-based systems) should not be an ‘all or nothing’ approach 
against current systems, but it should be aligned with business and process 
innovations, as it was noticed by Perez [4] and Fuller and Haefliger [5]. 
Thirdly and finally, we take Companies House UK (CH) as an example 
to demonstrate how BCT can improve or replace some of  the current 
business processes, aiming at increasing trust, transparency, information 
integrity, cost reduction and efficient processing.

2. What is Trust?

Trust is paramount for the society to function. Nobel laureate Arrow 
called trust ‘a lubricant for social systems’ [16]. There is no agreed-upon 
definition of  trust, but several definitions have emerged from multiple 
disciplines [17]. One of  the widely cited definition of  trust by Mayer, 
Davis and Schoorman is ‘the willingness of  a party to be vulnerable to 
the actions of  another party based on the expectation that the other will 
perform a particular action important to the trustor, irrespective of  the 
ability to monitor and control that other party’ [18]. For example, when we 
need purchase online, we trust the seller to send us the same product that 
we have purchased, without having any control over it. 

Trust is often classified into broad categories [18, 21] such as calculative 
(based on rational choices), relational (derived from repeated interactions), 
organizational (based on expectations from an organisation) and 
institutional trust. Institutional trust refers to the confidence of  individuals 
(trustor) in public institutions (trustee) such as military, parliament, police 
and other public services on a macro level [20]. While some scholars regard 
trust as a personal or inter-personal attribute [21, 22], others consider 
trust as an institutional property [23, [24, 25]. Even though the later 
acknowledge the importance of  social trust, they argue that social controls, 
personal bonds or local mechanisms may work well within limited social 
boundaries, but formal institutions are of  critical importance to establish 
cross-situational trust where direct personal contact is very limited [25]. 
However, trust is subjective and evolves with the societal shifts.

Miles and Creed [26] noted over two decades ago that the society was 
moving towards ‘small-scale’ relations where there would be a rise of 
independent contractors and flexible forms of  organisations resulting in 
the breaking up of  large firms. Miles and Creed [26] argued that it will 
result in the shift in predominant forms of  trust. Furthermore, Saxenian 

[27] noticed a shift from institutional trust to individual and network-based 
trust. Neil et al have argued that social distance has an impact on the trust 
level [28]. The authors suggest that distributed teams with minimal physical 
or cultural contact operate at a limited trust level as compared to the teams 
functioning at the minimal social distance, which operate at the highest 
level of  trust.

Trust is critical for businesses and individuals to transact. Since, in most 
cases, the transacting parties do not trust each other, a TTP is usually 
chosen to facilitate the transaction. The TTP acts as a gateway to establish 
trust. A strong assumption of  trust reduces transaction cost, agency issues 
(entity acting on behalf  of  someone else to conduct a transaction) and 
governance expenses. It also helps to improve relationships, supports 
decision making when information is scarce and supports cooperation [29, 
30]. The development of  organizational ecology [31], institutional theory 
[32] and transaction cost economics [33] have all been underpinned by 
the assumption that organizations are the centralized source of  trust and 
legitimacy [34].

Even though these assumptions have been historically effective, the recent 
emergence of  distributed trust systems such as BCT has fundamentally 
challenged these core tenets of  organizational theory [35].

3. Centralised vs Distributed Trust

In centralised trust, the trust is embedded in a central authority or 
institution and the transacting parties assume that the central authority 
will act in their best interest, following all written and unwritten rules. 
Examples of  centralised trust are banking, public services, stockbrokers 
and so on. A TTP is inherently centralised. All users of  such centralised 
system are by default required to rely on the trusted party for the provision 
of  truth and assume that the trusted party will act selflessly in their best 
interest. This saturation of  power leads to a single point of  failure, both in 
technical and social terms.

The top-down coordination and hierarchical structures like governments, 
bureaucracy and centralised public services have been the solution to the 
ever-growing trust problem and facilitate mutual interactions among distant 
societies. Even though these centralised institutions have historically served 
their purpose, organizations with top-down centralized coordination and 
hierarchical structures tend to be inherently inefficient [36]. Furthermore, 
this concentration of  power in the hands of  few poses significant threats, 
such as corruption, misuse of  power, lack of  transparency and even 
regression into authoritarianism [36].

In decentralised trust, trust is disseminated to a decentralised network 
(DLTs, for the sake of  this article), so no one entity has the sole power or 
monopoly over the act of  transacting. By doing so, DLTs shift the trust 
from a central authority to a network of  participants while simultaneously 
enabling shared information and governance. Bitcoin transactions, 
smart contracts and decentralised autonomous org anisations (DAO) are 
examples of  decentralised trust. DLTs lower the uncertainty regarding the 
otherwise ‘non-trusting’ parties and allow them to transact without the 
need of  a mutually trusted party [37]. However, this new trust enabler for 
exchange of  information does not completely remove the need of  trust 
but shifts the trust from intermediaries and institutions to the technology 
(the peer-to-peer network, cryptographic protocols, code, smart contracts, 
etc). 
The lack of  trust and need of  establishing trust have always been there; 
however, until DLTs, centralised trust was the only dominant form of 
trust known to the world. The societal shift noted by Miles and Creed [26] 
along with a shift in trust (Saxenian) [27] enabled by the TEP [4] has led to 
the creation of  behemoths such as Uber, Google, Amazon and Facebook 
which have now become the de-facto monopolies, leading to centralisation 
and single point of  failure, among other socio-political issues. 
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4. The Cost of  De-facto Trust

The cost of  trust can be established in two ways (1) the cost of  establishing 
the trust and (2) the repercussions when trust is breached. During the 
2007–2008 economic crisis, 1.3 million people were made redundant 
in the United Kingdom, and 10 years later, we were still, on average, 30 
pounds a week worse off  than we were before the crash [38]. One of  the 
key triggers of  the 2007–2008 economic crisis was the bankruptcy of  a 
158-year-old business, Lehman Brothers. Only 9 months prior to declaring 
bankruptcy, Lehman brothers reported a record revenue and profit which 
was endorsed by their auditors Ernst & Young (EY) [39]. In the end, the 
organisations responsible for the biggest economic crisis since the great 
depression shrunk their responsibility to be only the agent of  trust in a 
transaction; however, the consequences of  their negligence are still felt to 
this day.

Furthermore, a dominant third party in any given industry poses a risk 
to become the ‘gatekeeper’ for that industry. This highly saturated 
centralisation, where trust is not a choice but a requirement, risks exclusion 
and monopoly. In the recent turmoil of  events, the United States has 
threatened to shut down Iraq’s access to the country’s central bank held at 
the Federal Reserve Bank of  New York where all funds of  global oil sales 
are kept, depriving them from all the oil sale revenue, leading them to an 
economic crisis [40]. 

Even if  the trusted central authority is honest, it poses risks to data 
manipulation by external parties such as hackers. A hacker may modify the 
vital information and cause significant losses without even being noticed. 
Consider, for example, if  the hackers were to alter the expiry dates on the 
batches of  milk. Valuable resource would be discarded and numerous may 
get sick for drinking the hazardous milk. Volkswagen’s emission scandal is 
a recent example of  data manipulation in order to pass the safety or legal 
requirement [34]. The same principle can be applied to medical institutions, 
banks and public services, leading to appalling consequences.  

Breach in trust has a significant and lasting impact on the business, 
particularly on branding and reputation of  the business. People will forget 
about the third party that was the main reason of  the breach, but the 
brands will face ongoing trust issues.

5. Trust and Society

Trust in centralised entities is declining. According to a 2018 study by Ipsos 
Mori on a base of  over 16,000 respondents, only 14% deemed government 
as trustworthy [41]. Similarly, media, oil and gas companies, banking and 
pharmaceutical companies were highly rated as untrustworthy. When 
the respondents were asked if  ‘it [bank and public sector] is open and 
transparent about what it does’, only 26% and 23% agreed, respectively 
[41]. A 2015 study of  Pew Research Center, USA, indicates that the public’s 
trust in the federal government has been steadily declining since 1958 and 
it is at historically low levels with only 19% of  Americans having reported 
to trust the government [42].

Not only the trust in organisations is at decline but the trust in people is 
declining too. The general social survey (GSS) has recorded a downward 
trend to the ‘can people be trusted’ category, over the past 32 years 
(Figure 1) (1972–2018, data available for 28 out of  32 years) [43]. Wilson 
& Rule found a prejudiced relationship between the perception of 
‘untrustworthiness’ from facial appearance and death sentences given to 
convicted murderers, even for the people exonerated after originally being 
sentenced to death [44].

Higher level of  trust has a positive casual effect on the efficiency of  public 
services, tax compliance, anti-corruption and participation in civic activities 
[45]. On the contrary, lack of  trust serves as a motivation for citizens to not 
comply with government demands and regulations. They may 

actively resist government policies and make the government incapable of 
performing its tasks [46]. Tyler argues that trust helps reduce the public 
sector’s administrative costs of  control and enforcement by encouraging 
citizens to voluntarily comply and perform their due diligence [47].

The socio-political and technical indicators [2, 3, 4] are hauling up that 
BCT is ready for disruption and can flourish between the fissures between 
human and institutional behaviour. We call it ‘digital disruption 2.0’. 
The first wave of  online disruption saw the brick and mortar businesses 
being displaced by the digital intermediaries. The digital disruption 2.0 is 
challenging the whole notion of  a ‘trusted intermediary’ and shifting trust 
from people and institutions to code and computers in impending industry 
4.0 revolution.

6. When Can You Use a Blockchain?

Blockchains come with some intrinsic properties, given some degree of 
variation between public and private blockchains. Some of  the key features 
of  a blockchain are (1) decentralisation (transactions without a central 
authority), (2) persistency (very temper evident and strictly validated 
against the set rules), (3) anonymity (no central party keeping user’s private 
information), (4) auditability (all transactions have a log) and (5) resiliency 
(no single point of  failure) [48, 49] (see [49] for a literature review on the 
characteristics of  blockchains). We must take a heuristic approach when 
designing systems and make use of  the combination of  these properties, 
if  and as needed. 

There has been a lot of  debate about when a blockchain makes sense. 
Similar to the mid 1990s, when only a handful of  people could predict 
the emergence of  the behemoths like Google, Facebook and Amazon, we 
believe that it is too early to really conclude on the potential usability of 
the technology. The social shift, along with change in the user’s perception 
and awareness would determine what ends up on the distributed, temper 
evident ledger. We believe that the ‘killer apps’ of  the BCT are being 
conceived. These ideas will not be able to progress if  we strictly evaluate 
them against the established technologies. 

However, some of  the key areas where most of  the organisations can 
benefit from a blockchain-based solution are reduced verification costs, 
cost of  exchanging value without relying on an intermediary, data integrity 
and reduction in frictions [50]

7. Public Service Perspective

As discussed in section 5, trust in public services and governments is 
decreasing. Public services can benefit from incorporating a decentralised 
infrastructure as a tool to gain the trust of  the people. BCT can provide 
an infrastructure for exchanging information between public services and 
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Figure 1. General social survey (GSS) ‘Can people be trusted’ 
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with only 33% responding that they can trust other  

people as compared to 48% in 1972 [43]. 
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call it ‘digital disruption 2.0’. The first wave of online 
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by the digital intermediaries. The digital disruption 2.0 is 
challenging the whole notion of a ‘trusted intermediary’ and 
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computers in impending industry 4.0 revolution. 
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Blockchains come with some intrinsic properties, given some 
degree of variation between public and private blockchains. 
Some of the key features of a blockchain are (1) decentralisation 
(transactions without a central authority), (2) persistency (very 
temper evident and strictly validated against the set rules), (3) 
anonymity (no central party keeping user’s private information), 
(4) auditability (all transactions have a log) and (5) resiliency (no 
single point of failure) [48, 49] (see [49] for a literature review 
on the characteristics of blockchains). We must take a heuristic 
approach when designing systems and make use of the 
combination of these properties, if and as needed.  

There has been a lot of debate about when a blockchain makes 
sense. Similar to the mid 1990s, when only a handful of people 
could predict the emergence of the behemoths like Google, 
Facebook and Amazon, we believe that it is too early to really 
conclude on the potential usability of the technology. The social 
shift, along with change in the user’s perception and awareness 
would determine what ends up on the distributed, temper evident 
ledger. We believe that the ‘killer apps’ of the BCT are being 
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However, some of the key areas where most of the 
organisations can benefit from a blockchain-based solution are 
reduced verification costs, cost of exchanging value without 
relying on an intermediary, data integrity and reduction in 
frictions [50] 

7. Public Service Perspective 

As discussed in section 5, trust in public services and 
governments is decreasing. Public services can benefit from 
incorporating a decentralised infrastructure as a tool to gain 
the trust of the people. BCT can provide an infrastructure for 
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governments by reducing the complexity, cost and time in 
inter-governmental and public information exchange. Citizens 
can benefit from the increased automation, accountability, 
auditability and transparency of the information available on 
the public registries [51].  

Ølnes et al suggest that BCT can be potentially used for any 
transaction or information exchange which involves 
government engagement [49]. Some of the potential use 
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significantly enhance the administrative function of  the governments by 
reducing the complexity, cost and time in inter-governmental and public 
information exchange. Citizens can benefit from the increased automation, 
accountability, auditability and transparency of  the information available 
on the public registries [51]. 

Ølnes et al suggest that BCT can be potentially used for any transaction or 
information exchange which involves government engagement [49]. Some 
of  the potential use cases of  BCT are secure information exchange, asset 
registry, both tangible assets like land and property and digital assets like 
reputation, health data, patents and ideas and inter/intra-governmental 
transactions [52]. BCT can increase government’s efficiency and help in 
reducing corruption [53], improve digital security, privacy and enhance 
trust with its citizens [49]. Furthermore, BCT can improve data integrity 
both in terms of  accuracy and consistency of  the information, leading to 
error reductions and low infrastructure costs [54].

Table 1. Countries exploring BCT use cases worldwide with an aim of 
improving public services and trust with their citizens.
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Government service Country Potential benefit 

Land title registry 

Georgia [55] [51], 
Sweden [56], United 
Kingdom [57], Ghana 
[58], South Africa [59], 
India [60] 

Provenance, 
transparency 

Birth certificates India [61], Brazil [62] Provenance, 
transparency 

Academic/skill 
certificates 

Malta [63] [51], Canada 
[64] 

Provenance, 
efficiency 

Digital identity 
Switzerland [51], 
Luxembourg [51], 
Estonia [65] 

Governance 

Benefit management The Netherlands [51] 
Governance, 
transparency, 
efficiency 

Remittance Philippines [66] Financial  
inclusion 

Immigration services Finland [67] Governance 

Voting Sierra Leone [68] 
Transparency, 
auditability, 
accountability 

Business registry Malta [69] Governance, 
efficiency 

E-government Estonia [65], Dubai 
[70], Liberia [71] 

Governance, 
efficiency, 
automation 

Credit history Sierra Leone [72] Provenance 

Bureaucratic 
processes/administration 

China, Tanzania, 
Canada [73] 

Transparency, 
auditability, reduce 
corruption 

Clearing system for 
imports and exports South Korea [74] Efficiency, 

traceability 

Digital currency Tunisia, Ecuador [75] Governance 

Secure data exchange Abu Dhabi (UAE) [70] Digital security 

Medical (organ donation 
and transplant) UAE [70] Efficiency 

Taxation China [76] Transparency, 
compliance 

Governments across the world acknowledge the potential of 
BCT to transform the public services and citizen’s 
expectations and they have been actively exploring the BCT 
use cases to improve on the existing public services 
infrastructure. Table 1 lists some of the countries that have 
evaluated BCT projects to improve the services for its 
citizens.  

We do not assume that BCT will completely eliminate the role 
of institutions or governments, but we believe that we will see 
a shift in the roles. While BCT can (to some extent) 
disintermediate the role of institutions in record keeping and 
establishing trust, we must appreciate the fact that BCT 
requires governance and regulatory frameworks to operate 
legitimately. Governments can act as trusted administrators 
who manage the registry and define transaction rules and 
regulations to ensure the functioning of the facility. 
Governments must remain the data stewards – accountable 
for running the operations and be accountable for any failures 
or issues [49]. BCT can act as a trust enabling technology layer, 
operating in conjunction with the existing technology stack. 

Organisations globally are pushing for transparency and 
information sharing to provide better service and improved 
transparency. Section 35 of the recently passed Digital 
Economy Act (UK) encourages data sharing among public 
services to improve the public service delivery for the benefit 
of individuals or households and provide targeted public 
service [77]. Since the focus of this article is CH, we will only 
discuss the challenges that CH face to establish trust in the 
data that they hold, simultaneously improving transparency 
and accuracy in the processes of corporations and the activities 
of persons behind those corporations. The aim for addressing 
these challenges is to reduce fraud, money laundering, tax 
evasion and general bad behaviour. 

About Companies House UK 

CH is the UK’s executive agency and the registrar of 
companies. All types of companies are incorporated and 
registered with CH and file-specific details, as per Companies 
Act 2006 [78]. The data held is of high importance to the UK’s 
economy, and CH is aiming to improve the quality of the data 
that they hold, with a focus on increasing the transparency of 
UK corporate entities, and help combat economic crime [79]. 
CH recently consulted on a proposal regarding the newly 
proposed reforms. The reforms will require companies to 
disclose additional information which will be verified before 
acceptance and the steps to be taken to improve the exchange 
of intelligence between CH and UK Law Enforcement. The 
reforms will include knowing (1) who is incorporating, 
managing and controlling companies, (2) improving the 
usability and accuracy of data on the companies register, (3) 
ensuring compliance and protecting personal information on 
the register and (4) sharing intelligence and other measures to 
daunt abuse of corporate entities [79]. 

Governments across the world acknowledge the potential of  BCT to 
transform the public services and citizen’s expectations and they have been 
actively exploring the BCT use cases to improve on the existing public 
services infrastructure. Table 1 lists some of  the countries that have 
evaluated BCT projects to improve the services for its citizens. 

We do not assume that BCT will completely eliminate the role of  institutions 
or governments, but we believe that we will see a shift in the roles. While 
BCT can (to some extent) disintermediate the role of  institutions in record 
keeping and establishing trust, we must appreciate the fact that BCT 
requires governance and regulatory frameworks to operate legitimately. 
Governments can act as trusted administrators who manage the registry 
and define transaction rules and regulations to ensure the functioning of 
the facility. Governments must remain the data stewards – accountable for 
running the operations and be accountable for any failures or issues [49]. 
BCT can act as a trust enabling technology layer, operating in conjunction 
with the existing technology stack.

Organisations globally are pushing for transparency and information 
sharing to provide better service and improved transparency. Section 35 
of  the recently passed Digital Economy Act (UK) encourages data sharing 
among public services to improve the public service delivery for the benefit 
of  individuals or households and provide targeted public service [77]. 
Since the focus of  this article is CH, we will only discuss the challenges 
that CH face to establish trust in the data that they hold, simultaneously 
improving transparency and accuracy in the processes of  corporations and 
the activities of  persons behind those corporations. The aim for addressing 
these challenges is to reduce fraud, money laundering, tax evasion and 
general bad behaviour.

About Companies House UK

CH is the UK’s executive agency and the registrar of  companies. All 
types of  companies are incorporated and registered with CH and file-
specific details, as per Companies Act 2006 [78]. The data held is of  high 
importance to the UK’s economy, and CH is aiming to improve the quality 
of  the data that they hold, with a focus on increasing the transparency of 
UK corporate entities, and help combat economic crime [79]. CH recently 
consulted on a proposal regarding the newly proposed reforms. The 
reforms will require companies to disclose additional information which 
will be verified before acceptance and the steps to be taken to improve 
the exchange of  intelligence between CH and UK Law Enforcement. 
The reforms will include knowing (1) who is incorporating, managing and 
controlling companies, (2) improving the usability and accuracy of  data on 
the companies register, (3) ensuring compliance and protecting personal 
information on the register and (4) sharing intelligence and other measures 
to daunt abuse of  corporate entities [79].

Here we investigate how BCT can improve the existing processes in CH 
and discuss three use cases that we have examined as part of  our research 
partnership with CH. The use cases that we have chosen as part of  the 
study are

	 1. 	 Company incorporation,
	 2. 	 Sharing information with law enforcement (LE) and
	 3. 	 A blockchain-based legal entity identification and 
		  verification system that can add trust to the data 		
		  collected and held by Companies House.

Company Incorporation

CH has a record of  over 4 million limited companies registered in the 
United Kingdom and over 500,000 new companies are incorporated each 
year [80]. Each newly registered company gets an incorporation certificate 
as a proof  that they are legally entitled to trade in the United Kingdom. 
The incorporation certificate is a public document and is only issued 
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once to a company in its lifetime. We believe that issuing a proof  of  the 
incorporation certificates on the blockchain can increase the trust in the 
certificate while simultaneously protecting the integrity of  the certificate.

Moreover, the process can be easily integrated in the current workflow, 
since the only addition to the current certificate issuance process is 
committing a transaction with the hash of  the document to the blockchain. 
Once the confirmation is received, the reference of  the transaction is 
added to the metadata of  the certificate and is made available for the user. 
For verification, the verifier can upload the certificate to the online portal. 
Proof  of  the transaction is obtained from the metadata of  the document 
and verification is successful if  a valid hash is found on the blockchain.

One could argue that the owner of  the certificate should hold the private 
keys of  the transaction to prove the ownership. However, we believe that 
this requires a lot more awareness and hinders the usability and acceptance 
of  the scheme. The model discussed here is very similar to some of  the 
current semi-automated verification processes and abstracts all caveats of 
the BCT from the end user.

Information Sharing With Other Public Services

A private-permissioned blockchain network can facilitate the sharing of 
confidential information among public services [81]. Smart contacts can be 
deployed for access control and data handling. We recommend not adding 
any confidential data to the blockchain but only adding a commitment or 
a proof  to the network [82]. For example, consider a scenario where LE 
has to request data from CH regarding an ongoing investigation. LE shall 
submit a data protection request, requesting the data on the person. Upon 
successful verification, CH prepares the data, encrypts and uploads it to 
a safe storage such as cloud or IPFS [83]. CH will then encrypt the link 
to the data using LE’s public key and post it on DLT along with the data 
hash for integrity checks. LE decrypts the link, verifies hash and accesses 
the data. A smart contract facilitating and governing the transaction will 
remove the link and data will be deleted once the requirement has been 
satisfied. Sharing information on a DLT provides a complete secure audit 
trail of  the activity.

Identity System for Legal Entities

Accurately identifying legal entities on a global scale is a complex task, 
requiring significant amount of  time, money and resources. There is no 
single open and up-to-date database that can provide all the required 
background information. This lack of  information is partially responsible 
for the financial crisis, fraud and market abuse. Several initiatives have 
been taken to identify the global legal entities and their connections to 
each other. Established by the Financial Stability Board in June 2014, the 
Global Legal Entity Identifier Foundation (GLEIF) is the most renowned 
of  all. GLEIF is tasked to support the implementation and use of  the Legal 
Entity Identifier (LEI), with an aim of  having a unique identity for every 
business [84]. A total of  1.4 million LEIs have been issued to the companies 
worldwide [85]. This number is only a small fraction of  the companies 
registered worldwide. There are estimated 200 million registered companies 
globally; China alone has over 77 million registered companies. Less than 
140,000 of  the 4 million registered companies in the United Kingdom 
has an LEI [86]. The LEI is not global in a true sense since less than 1% 
companies globally have an LEI. Furthermore, companies and individuals 
will not always trust a centralised system managed by a third party. We 
propose a global company and individual identifier system that runs on the 
blockchain and benefits from the inherent security and privacy features of  a 
cryptographically secured distributed ledger. We believe that a blockchain-
based company and related person’s network can be a potential solution for 
CH initiative on transparent and reliable data. The architecture proposed is 
based on the open source identity network, Sovrin [11] (Figure 2).

On an abstract level, identity is a composite of  (1) identifiers that the 

subject has with different stakeholders, (2) self-asserted and verifiable 
claims and (3) proofs from others about the relation and interaction 
with others. We propose using self-asserted and verifiable claims [11] to 
establish trust among the interacting entities and the individuals controlling 
those entities. Blockchain network records the claims that a subject makes 
about themselves and their company, respectively. All relationships 
with stakeholders are also recorded as the public/private key pairs. The 
relationships can assign claims to the subject or the company. For example, 
Her Majesty Revenue and Customs (HMRC) can assert a claim about Bob’s 
company that it has defaulted or CH can assert a claim about the records 
being up to date. These claims can then be used to make disclosures about 
the identity, which can be verified by the verification authority.

Data Sharing and Fraud Mitigation

A network of  this capacity can be easily scaled to hundreds if  not thousands 
of  nodes. Data can be shared easily between governments, LE and other 
stakeholders such as insurance agencies. Privacy of  the entity is preserved 
using Zero Knowledge Proofs (ZKP) and relevant data can be disclosed 
easily. On a blockchain identity infrastructure with verifiable claims 
asserting the truth about an entity’s identity, fraud becomes extremely 
difficult. Department of  Work and Pensions (DWP), CH, HMRC, banks 
and so on will all see Bob as the director of  the company and forging 
Bob’s identity would be nearly impossible in this trust network (Figure 
2). Furthermore, we propose a relative ranking-based system that gives a 
score to each legal entity based on their relations and interactions on the 
blockchain (Figure 3). This also makes the KYC (know your customer) 
and on-boarding process easy. Businesses can significantly benefit from 
such a system that cuts their KYC and on-boarding process from weeks to 
minutes, not to mention the cost savings that come with it.
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Figure 2. Different aspects of identity on the blockchain. 
Entities have identifiers, claims about identity attributes  

and proofs from others regarding their relationships. 
Relationships with other entities are recorded on the 
blockchain and entities collect verifiable claims about  

their identity. Solid lines represent relationships, whereas 
dotted lines represent a verifiable claim disclosure and the 

dashed line represents a delegated claim from a third 
party. The longer they are on the blockchain, the more 

verifiable claims they will collect from the relations they 
have on the blockchain. Entities can disclose verifiable 

claims to a third party, on need basis. Entities can mix and 
match certain aspects of their identities without revealing 

more than what is required. This helps in  
preserving privacy. Legend shows different relationships 
and proofs that an identity can have. Any participant in 
the network will have different identifiers that it uses to 

identify itself. 

Data Sharing and Fraud Mitigation 

A network of this capacity can be easily scaled to hundreds 
if not thousands of nodes. Data can be shared easily 
between governments, LE and other stakeholders such as 
insurance agencies. Privacy of the entity is preserved using 
Zero Knowledge Proofs (ZKP) and relevant data can be 
disclosed easily. On a blockchain identity infrastructure 
with verifiable claims asserting the truth about an entity’s 
identity, fraud becomes extremely difficult. Department of 
Work and Pensions (DWP), CH, HMRC, banks and so on 
will all see Bob as the director of the company and forging 
Bob’s identity would be nearly impossible in this trust 
network (Figure 2). Furthermore, we propose a relative 
ranking-based system that gives a score to each legal entity 
based on their relations and interactions on the blockchain 
(Figure 3). This also makes the KYC (know your customer) 
and on-boarding process easy. Businesses can significantly 
benefit from such a system that cuts their KYC and on-
boarding process from weeks to minutes, not to mention 
the cost savings that come with it. 

 
Figure 3. (a) Real Bob with several trusted verifiable claims on 

the left and (b) imposter Bob with few claims about his 
identity. If Bob is proved to be a malicious person, both  

Tom and Peter risk losing their score too, hence they will have 
to vote for the real Bob in order to preserve their  

own identity score. 

Inter-company Trust 

An infrastructure like bitcoin for intercompany settlements 
can be very helpful as a source of trust in today’s accounting 
structure. It can be used to verify the integrity of records, 
providing a complete audit trail. Companies can write 
transactions directly into a joint register instead of keeping 
separate records based on the receipts of transactions. BCT 
enables the creation of an interlocking system of durable 
accounting records, making the destruction or falsification of 
information to conceal activity practically impossible [87]. 

BCT can be a digital equivalent of a notary. This will save 
significant time for the verifiers as they need not dig into piles 
of paper to verify the books. Transaction becomes the 
evidence itself. 

8. Conclusion 

BCT could drastically reduce the cost of trust, introduce new 
social constructs and pave the way to new structures of 
economic organisations. While we appreciate the fact that 
BCT has a long way to go before it can be widely adapted, we 
argue that different aspects of BCT should be utilised in 
business models where it can add value. A more appropriate 
question could be ‘do you want to use a trusted third party?’ 
rather than ‘can you use a trusted third party?’ DLTs such as 
BCT are paving the path of a new secure, honest and level-
playing field for all and we shall see mass economies emerging 
from this new form of trust model. 

We took three use cases from Companies House UK’s 
business processes and mapped them to the properties of 
BCT, demonstrating how adding BCT to the existing Tech 
Stack can add an additional level of security to CH data, while 
also improving on the trust in the data held at CH. We believe 
that a solution utilizing digital identities and verifiable claims 
can truly transform the trust factor in companies and 
Companies House data and add greater value to the data 
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BCT has a long way to go before it can be widely adapted, we 
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rather than ‘can you use a trusted third party?’ DLTs such as 
BCT are paving the path of a new secure, honest and level-
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We took three use cases from Companies House UK’s 
business processes and mapped them to the properties of 
BCT, demonstrating how adding BCT to the existing Tech 
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of paper to verify the books. Transaction becomes the 
evidence itself. 

8. Conclusion 

BCT could drastically reduce the cost of trust, introduce new 
social constructs and pave the way to new structures of 
economic organisations. While we appreciate the fact that 
BCT has a long way to go before it can be widely adapted, we 
argue that different aspects of BCT should be utilised in 
business models where it can add value. A more appropriate 
question could be ‘do you want to use a trusted third party?’ 
rather than ‘can you use a trusted third party?’ DLTs such as 
BCT are paving the path of a new secure, honest and level-
playing field for all and we shall see mass economies emerging 
from this new form of trust model. 

We took three use cases from Companies House UK’s 
business processes and mapped them to the properties of 
BCT, demonstrating how adding BCT to the existing Tech 
Stack can add an additional level of security to CH data, while 
also improving on the trust in the data held at CH. We believe 
that a solution utilizing digital identities and verifiable claims 
can truly transform the trust factor in companies and 
Companies House data and add greater value to the data 

Inter-company Trust

An infrastructure like bitcoin for intercompany settlements can be very 
helpful as a source of  trust in today’s accounting structure. It can be 
used to verify the integrity of  records, providing a complete audit trail. 
Companies can write transactions directly into a joint register instead 
of  keeping separate records based on the receipts of  transactions. BCT 
enables the creation of  an interlocking system of  durable accounting 
records, making the destruction or falsification of  information to conceal 
activity practically impossible [87].
BCT can be a digital equivalent of  a notary. This will save significant time 
for the verifiers as they need not dig into piles of  paper to verify the books. 
Transaction becomes the evidence itself.

8. Conclusion

BCT could drastically reduce the cost of  trust, introduce new social 
constructs and pave the way to new structures of  economic organisations. 
While we appreciate the fact that BCT has a long way to go before it can be 
widely adapted, we argue that different aspects of  BCT should be utilised 
in business models where it can add value. A more appropriate question 
could be ‘do you want to use a trusted third party?’ rather than ‘can you 
use a trusted third party?’ DLTs such as BCT are paving the path of  a 
new secure, honest and level-playing field for all and we shall see mass 
economies emerging from this new form of  trust model.
We took three use cases from Companies House UK’s business processes 
and mapped them to the properties of  BCT, demonstrating how adding 
BCT to the existing Tech Stack can add an additional level of  security to 
CH data, while also improving on the trust in the data held at CH. We 
believe that a solution utilizing digital identities and verifiable claims can 
truly transform the trust factor in companies and Companies House data 
and add greater value to the data acquired by the relevant authorities while 
simultaneously making data sharing and verification easy.
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Privacy Laws, Genomic Data and Non-Fungible Tokens

This article analyses the main legal requirements in the California Consumer Protection Act (CCPA), general data protection regulation (GDPR) 
and the intersections between privacy laws, genomic data and smart contracts (such as fungible and non-fungible tokens [NFTs]). The CCPA and 
GDPR laws impose several restrictions on the storing, accessing, processing and transferring of  personal data. This has generated some challenges 
for lawyers, data processors and business enterprises engaged in blockchain offerings, especially as they pertain to high-risk data sets such as 
genomic data. The technical features of  NFT, distributed storage and wallets to trace and govern genomic (DNA) data sets will allow data donors to 
establish digital ownership and control in line with privacy laws using ‘programmable privacy smart contracts’. To be legally compliant, the design of 
blockchain value propositions should include privacy-by-design capabilities in the smart contract coding language itself. This article describes three 
domains (privacy laws, genomics and NFTs) and begins to explore how data engineers can address the challenges of  coding privacy laws, the legal 
requirements into smart contracts. This current approach focuses on NFTs and genomic data requirements which include the selection of  genetic 
metadata borrowing from developing ERC specifications and their programming logic. Programmable privacy is a unique way to write and design 
computer code, which can automatically check the legal compliance of  the smart contract in a trust-less and decentralised way. We exemplify the 
approach by describing the conceptual value proposition of  Genobank.io, a privacy-preserving genomic data platform.

Abstract

Keywords: Blockchain, biobanking, biometric, smart contracts, California Consumer Protection Act, privacy, programmable, distributed storage, IPFS, genomics, DNA, 
data processor, privacy law, GDPR, CCPA, non-fungible tokens (NFTs), fungible tokens, ERC998, ERC1155, ERC721, data sovereignty, Ethereum

1. Introduction

The battle of  legitimate authority and control over genomics [1] data 
introduces a substantial legal and computational burden on data privacy. 
Consumers are already suing doctors [2], hospitals and data processors to 
hold them liable for how they offer, interpret and counsel patients about 
genetic tests. In this article, we introduce one use case, Genobank.io [3], 
which aims to protect consumer privacy by engaging stakeholders at the 
intersection of  privacy law, smart contracts [4] [5] using non-fungible 
tokens (NFTs) [6] [7] and genomics. 

There are growing challenges in this complex ecosystem that can only 
be solved collaboratively [8]. Subject matter experts in all three domains 
(law, genomics and smart contracts) will be dependent on each other to 
achieve success and avoid risk.  Here, the concepts, interrelationships and 
the implications of  a specific use case in genomics: the implications of 
the California Consumer Privacy Act [9][10] (CCPA) and the European 
Union’s general data protection regulation [11] (GDPR) to smart contracts, 
specifically NFTs in the blockchain [12], are presented. The Consumer 
Online Privacy Act (COPRA) [13] is also briefly overviewed. Two questions 
are posed as a starting point for stakeholder collaboration: 

1.	 The human challenge: How do stakeholders with conflicting 
	 interests work together to ensure privacy laws protect the most      
	 personal, private, and sensitive data[1] derived from biospecimens 
	 [14]? 
2.	 The technology challenge: How can privacy laws be coded 
	 [15] into smart contracts to protect high-risk data with strong 
	 consent and privacy mechanisms? In other words, how do you 
	 embed laws of  the physical world into machine code with 
	 privacy as the highest value?

There are about 8 billion people on the planet and more than 26 million 
[16] have already analysed their DNA. Approximately a million people 
worldwide have had their whole genome sequenced [17]. 

So many people have had their DNA sequenced that they 
have put other people’s privacy at risk. [18]

On the other hand, 99% [14] of  the world’s genetic information has yet 
to be produced. Those global statistics represent billions of  dollars in 
marketplace opportunity [19] and probably an equally large risk [20] [21] in 
liability. How the opportunities and risks get defined in the next decade will 
be led by stakeholders working together across domains in law, genomics 
and technology.

Inevitable problems will arise if  companies do not address the form and 
function of  their technology solutions to face international and local data-
privacy laws [22] [23], especially in the field of  genomics. To create a fair 
and more secure marketplace for genetic information, privacy laws can be 
applied to the use of  blockchain with NFTs (a type of  smart contract). To 
help mitigate the gaps and challenges, stakeholders can also work together 
in transdisciplinary [24] ways that begin to create a common language [25] 
of  understanding across the three domains of  privacy laws, genomics and 
smart contracts. This article is a preliminary effort towards one of  the 
much-needed stakeholder conversations and collaborations. This is a long-
term endeavour where lawyers, data processors, genomic researchers and 
data subjects can define, together, what data practices and governance will 
be in the future. 

At the intersection of  the three domains, business enterprise is beginning 
to address this challenge by engineering various iterations of  privacy-
by-design offers and more specifically by engineering privacy by blockchain 
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design [26] [27].  In the latter, solutions can be GDPR compliant and 
also include additional legal privacy requirements with strategic smart 
contract terms and conditions.  These new business models are helping 
to raise data protection levels and aim to give back data ownership to 
individuals.  Specifically, one such enterprise, Genobank.io, has focused 
on bringing smart contracts such as NFTs that combine unique value-
added architectures to the privacy-by-design proposition for genomic data. 
Details are shared later; first, we introduce the primary concepts of  the 
three domains.

2. Three domains: collaboration required

Privacy laws
The European Union’s GDPR went into effect on 25 May 2018 and a 
similar law in California, the world’s fifth largest economy, the CCPA, went 
into effect on 1 January 2020. The newest privacy legislation from the 
U.S. Congress is COPRA, a Federal Bill aimed at protecting the privacy 
of  consumers online at the national level. If  this Bill crosses the finish line 
in the future, it would finally strengthen the Federal Trade Commission’s 
ability to enforce digital privacy protections. But other similar Bills 
introduced in the past have never made it. Regardless, international and 
local privacy laws are keeping many privacy and security officers awake 
at night. Those concerns will not be alleviated unless stakeholders work 
together on how to address the requirements and specifications for policy 
and practice. 

A few legal experts have coined the CCPA law as ‘GDPR Lite’. But others 
suggest the CCPA is not Lite [28] at all and there is much more to do with the 
CCPA than previously believed. Some privacy lawyers say that companies 
who have already addressed the requirements of  the GDPR have a lot more 
to prepare in order to address the higher requirements in the CCPA. The 
CCPA intends to provide California residents with the rights to: 

	 1.	 know what personal data is being collected,
	 2.	 know whether it is being sold or disclosed and to 
		  whom,
	 3.	 refuse the sale of  their personal data, 
	 4.	 access their personal data, 
	 5.	 request a business delete any personal data, 
	 6.	 and not be discriminated against for exercising their 	
		  privacy rights. 

These six essential rights are part of  the new CCPA challenges that privacy 
lawyers, technologists, genomic researchers and data processors are faced 
with today. The new law also sets penalties of  $2,500–$7,500 per violation 
[23] and a private right of  action to individuals affected by a breach caused 
by a lack of  reasonable security measures. Due to the provision of  statutory 
damages, the risk of  litigation [29] is very significant. Under the CCPA, an 
entity qualifying as a ‘business’ must also provide seven protections. For 
example, business must provide disclosures regarding the sale of  personal 
information collected from or about covered consumers (id. § 1798.110(a), 
an opt-in requirement before selling a minor’s personal information (id. 
§ 1798.120(c), the ability for covered consumers to access and/or delete 
personal information collected from or about them (id. §§ 1798.105), and 
must also implement measures to prevent discrimination against consumers 
who exercise their rights under the CCPA (id. § 1798.125) among others. 

A few of  the conditions required by the CCPA suggest a substantially 
different way of  doing business and a higher threshold for data governance 
than has been required previously. The law also expands upon what personal 
information is and how it is used by businesses. 

Under the CCPA, personal data (identifiers, geolocation, internet activity, 
education and employment information among others) also includes 
biometric information. Biometric information is defined as ‘an individual’s 
physiological, biological, or behavioural characteristics, including 

deoxyribonucleic acid (DNA), that can be used singly or in combination 
with other identifying data, to establish identify’ [9]. Examples such as 
imagery of  the iris, retina, fingerprint, face, hand, palm, voice recordings, 
keystroke patterns, exercise data, gait patterns and even sleep are protected 
by the law. 

Businesses should take heed, if  personal or biometric data are gathered by a 
company, without notice, it is still considered private personal information 
and subject to legal protection. These new considerations on what kind of 
data and under what conditions the data are protected under the law sets a 
higher bar for data governance. 

The newest privacy law proposed at the federal level may extend consumer 
protections even further. It was introduced by Senators Cantwell, Schatz, 
Klobuchar and Markey on 26 November 2019. COPRA is written to 
provide consumers with foundational data-privacy rights, creating strong 
oversight mechanisms and establishing meaningful enforcement of  the 
same. This new legislation, as introduced, suggests that companies must 
not collect more information than they ‘reasonably’ need to function. 
COPRA is tremendously ground-breaking as proposed [30] and could, if 
passed, create the need for substantial liability and risk resource allocation in 
the future. The basic tenets of  this new law include extended data-privacy 
rights (Title I), augmented oversight and responsibility (Title II) including 
a section on digital content forgeries and some added legal traction with 
Title III that adds miscellaneous sections on enforcement, civil penalties, 
authorisation of  appropriations and severability among others.

The following genomic and digital data are considered biometric information 
that is to be protected online by the COPRA: 

	 (i)	 fingerprints. 
	 (ii)	 voice prints. 
	 (iii)	 iris or retina scans. 
	 (iv)	 facial scans or templates. 
	 (v)	 deoxyribonucleic acid (DNA) information; and 
	 (vi)	 gait. 

Similar to CCPA, gait is also included; a person’s manner of  walking is 
protected biometric information. Excluded are writing samples, written 
signatures, photographs, voice recordings and demographic data. Also 
excluded are physical characteristics such as height, weight, hair colour and 
eye colour, provided that such data is not used for the purpose of  identifying 
an individual’s unique biological, physical or physiological characteristics.

COPRA would go further than past laws, in that it defines the terms 
‘collect’ and ‘collection’ to mean buying, renting, gathering, obtaining, 
receiving, accessing or otherwise acquiring covered data by any means, 
including by passively or actively observing the individual’s behaviour. 
The CCPA and COPRA are huge shifts in regulation and data governance 
towards protecting the rights of  consumers as opposed to allowing any 
collection and use of  consumer data for a company’s own benefits. 

Implications

All laws [31] are meant to protect general safety and ensure our rights 
as citizens against abuses by other people, by organisations, and by the 
government itself. Laws do this by requiring specific behaviours and 
prohibiting others. The CCPA as enacted will ‘nudge’ [32] and require 
companies to act differently. If  enacted, COPRA, as the next-generation 
regulation, will push the ‘nudging’ further. As privacy lawyers, data 
processors, genomic researchers and DNA donors consider a path forward, 
we suggest stakeholders collaborate on how to manage the opportunities 
and risks to balance public and private interests. It is inevitable that the 
implementation of  the CCPA (enacted law) will bring about drastic 
challenges to companies and developers using the blockchain, especially 
in regard to genomics. 
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Genomics 

Genomics [33] [34] is a domain within genetics that concerns the sequencing 
and analysis of  an organism’s genome. It is an is an interdisciplinary 
field of  biology focusing on the structure, function, evolution, mapping 
and editing of  genomes. Experts in genomics seek to complete DNA 
sequences beyond just partial analyses in order to perform genetic mapping 
that can help understand disease. A genome is a complete set of  DNAs 
including all genes in one organism. Due to the highly sensitive nature 
in the uniqueness of  genomic data, privacy requirements are complex 
transaction-laden systems with layers of  health information that need both 
legal and computational privacy protection. Privacy protections are only 
beginning to gain solid ground in the United States and have yet to be fully 
realised. 

Next-generation sequencing and genome editing have helped to make 
medicine more precise and efficient, especially regarding disease 
diagnostics and treatment. But the rapid development can only be realised 
by the aggregation and analysis of  people’s genomic and health data at scale. 
Efficient processing of  very large-scale genomic data sets creates risk 
in the marketplace of  biometric information.  For the most part, DNA 
donors have been left powerless [35] [36] without any control over their 
own personal genetic profiles, essentially left without sovereignty. Data 
sovereignty is the concept that information, which has been converted and 
stored in binary digital form, is subject to the laws of  the country in which 
it is located. The CCPA, Health Insurance Portability and Accountability 
Act (HIPAA) [37] and the Genetic Information Non-discrimination Act 
(GINA) [38] are the first set of  laws in the United States that are beginning 
to provide protection and sovereignty. But the global wars over genetic 
information [39] [40] have only just begun and case histories, in the United 
States for example, reflect the struggles that the private and public sectors 
continue to have with gaps and challenges to the four corners of  the law. 

With newer and stronger privacy laws, the government is approximating 
prudence [41] and protection for the general safety and security of  its 
citizens. But technology providers can go further. The lingering gaps in 
regulation add persuasive motivation to ethical technology leaders to move 
beyond the minimal requirements of  the law towards ethical best practices 
[42] [43]. Working together with regulators on ethical data governance and 
understanding, they can provide a value proposition that both protects the 
consumer and provides a marketplace competitive advantage. One does 
not have to exclude the other. Rapid developments in the aggregation and 
analysis of  people’s genomic and health data at scale can benefit individuals, 
the public and the private sectors simultaneously.

The new laws imposed and the plethora of  lawsuits that businesses are 
enduring indicate, from the individual’s perspective, that the CCPA and the 
like may not go far enough, yet, to protect an individual’s biometric data [39] 
[44]. From the enterprise perspective, the risk of  liability from intended, 
unintended and even derivative attempts at aggregation of  de-identified 
biometric data to identifiable databases should be at least one reason to 
borrow from the spirit of  the law and its legal premise to create privacy-
by-design solutions with grit. Using NFTs for genomics data may give both the 
individual and the enterprise a way to work together on balancing disparate, indeed 
often conflicting interests. The use of  NFTs to address this challenge will 
be explained shortly.

Blockchain 

A blockchain [45] is a time-stamped series of  records (like a record in 
a spreadsheet but written only once) that is managed by a cluster of 
computers not owned by any single entity. Blocks of  data (i.e. block) are 
secured and bound to each other like a chain using cryptographic principles 
such as confidentiality, authentication, integrity and non-repudiation [46]. 
All data stored on the blockchain have a common history available to all 
network participants. With this mechanism, the chances of  fraudulent 

activity or duplications is eliminated without the need of  third-party 
intermediaries [47].

Otherwise known as a distributed public ledger [48] [49], a blockchain 
tracks assets and transaction records so that each data block contains a 
unique hash ‘tag’ (digital fingerprint/signature) and time-stamped batches 
of  recent transactions plus a hash of  the previous block [50]. Each record 
with an encrypted digital signature proving its authenticity in the blockchain 
is tamper proof  and cannot be changed. Blockchain and smart contracts 
can help counter problems such as imbalances in data control, information 
islands, data tampering, theft, abuse, data leaking, grey data transactions 
and missing records [50]. As with other technologies, blockchain has 
augmented [51] its bandwidth and expanded its capacity.  

There are four [52] generations of  current blockchains across many 
industries [53] worldwide [54]. The use cases expand daily in healthcare 
[55] [56]. On top of  privacy laws nudging new business behaviour, in the 
healthcare space, providers are already answering strong calls to give easy 
access and control of  personal healthcare records to the patient. But a 
review of  the usage of  blockchain technology in healthcare reveals that a 
patient’s sovereignty, privacy and security [57] is not the most prevalent foci 
necessarily. The vast majority of  blockchain applications in healthcare have 
been implemented to address interoperability and the substantial siloed 
data structures among diverse organisations. This is why decentralised, 
immutable ledgers like the blockchain provide more portable, interoperable 
mechanisms for the correct processing and secure sharing of  data [21] [58] 
[59]. 

To share medical data, and more importantly highly sensitive genomic data 
securely, it is required that parties agree on the structure and semantics of 
data sharing [50]. Again, the human challenge to using technology optimally 
is represented here. Taking full advantage of  the promise blockchain and 
smart contracts offer to computational genomics [1] [43] [60] is a fit-
for-purpose that should be taken seriously by collaborating at domain 
intersections. Implementing privacy laws in the genomic data ecosystem 
is also a socio-technical challenge, not just a technical one. Furthermore, 
the maturity of  the blockchain field is timely now in consideration of  the 
greater need to manage vast quantities and different kinds of  data (e.g. 
biobanking and biometric data) that require inviolable privacy parameters 
[59] [61]. Although many blockchain applications are still in conceptual 
stages testing various aspects of  the technology, these more complex 
requirements for security demonstrate a need for the added transparency, 
confidentiality and programmable privacy in smart contracts [61] [62]. 

Self-executing computer protocols such as smart contracts execute 
agreements based on computer algorithms between two or more parties 
while creating an indisputable record of  transactions associated with 
granting and revoking access [63] to a data (cryptocurrency) wallet. To 
ensure control, data transactions are signed by the owner using a private 
key [1] [64]. Private keys are created when users create an account (crypto 
data wallet) on any Web3 decentralised platform. A crypto data wallet 
usually has two main purposes. The first is to be able to easily share your 
public address through the internet and second to securely store the 
corresponding private key(s). Private keys can be encrypted or unencrypted 
as decided by the level of  security offered by the blockchain platform. 

The main idea behind using a crypto data wallet for genomic data is to 
introduce a novel alternative for users to regain data sovereignty with the 
support of  privacy laws. Data wallets will enable data subjects to become 
data custodians while interacting with a genomic data processor (labs or 
researchers, for example) without losing any control or ownership. Unlike 
when companies such as 23&Me sell an ancestry and health report to 
a specific consumer, they claim ownership and establish control over a 
consumer’s genomic data. In contrast, a DNA data wallet allows users to 
temporarily grant access to a genomic data processor so they can execute 
an interpretation algorithm or other analyses. These analyses are governed 
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by a smart contract that can be programmed to destroy or delete any digital 
computer instance that was created during the data processing for privacy 
purposes. 

In other words, all instances of  virtual machining can be deleted or 
destroyed by the terms and conditions of  the smart contracts selected. This 
would be an equivalent to self-serving a consumer’s right to be forgotten 
as a data subject/owner in GDPR and CCPA terms, respectively. There is 
no need for the data owner to keep a copy of  the analytics or algorithms 
used for a report and there is no need for 23&Me to keep a copy of  the 
data owner’s DNA. Both parties are satisfied and protected. There is no 
justification or reason for the data owner to keep any IP from the data 
processor and no justification for the processor to keep a copy of  the data 
owner’s DNA. Then by integrating the terms and conditions of  privacy 
laws into smart contracts with the specifications of  NFTs, we suggest this 
combination of  programmable privacy could be a novel and valuable form 
of  next-generation privacy-preserving [65] technology. 

This could dramatically change the status quo of  data custodianship. 
Currently, the reality is data owners give away their rights, their custody and 
ownership to their DNA data or sell it for cents on the dollar [66] [67]. We 
argue crypto data wallets in combination with smart contracts, using NFTs, 
can disrupt the status quo of  data ownership and governance.  

All together, these mechanisms can facilitate a CCPA and GDPR 
compliant data management system by encoding in the smart contract a set 
of  rules that ensure privacy for consumer-sensitive data. In essence, smart 
contracts provide better security performance than traditional contract law 
because they are encoded and written in such a way that they guarantee the 
execution of  explicitly specified conditions [5] [44]. 

Risks

With broad opportunities come many risks. Inherent in any technology 
innovation is the absence of  time and conditions that help stress test the 
boundaries of  any new applications. Here, two primary risks with these 
smart contracts will be addressed in the limited time and space allowed. 
One is the potential that private keys are lost or mishandled. The second is 
the security and privacy risks when the data is at rest or in transit.

According to Chainalysis, 19% of  cryptocurrency holders lost digital 
assets due to mismanaged digital wallets and keys [68]. But the market 
has already responded by offering new private key recovery solutions, 
both for custodial and non-custodial authorisations. One such service is 
the Squarelink platform. For now, it is the only pure non-custodial private 
key recovery platform. Others rely on custodial key-management services 
like Amazon Cognito, for example [69]. Another mitigation scheme for 
lost keys and wallet access is known as secure attribute-based signatures 
that support multiple authorities for expanded authorised access [70]. 
Attribute-based signatures are also being explored and tested still. As to 
how to address the issue of  risk when data is at rest or in transit, the 
maintenance of  encryption, authorisation and authentication during both 
data states are absolutely crucial and possible with proxy re-encryption 
(PRE) schemes [71]. Data transit can also be limited through distributed 
storage governance. As explained earlier in the 23&Me example, software 
analysis can be ‘brought to the data’ rather than software or algorithms 
processing data from a corporate owned machine [72]. 

One configuration of  data storage, for example, is private IPFS nodes 
hosting DNA data for a single owner [56]. IPFS is the new alternative to 
corporate controlled data storage. In other words, IPFS is controlled by a 
community of  developers similar to Bitcoin where the data repositories 
are only owned by the creators of  content that also hold the private keys. 
Data owners can allow trusted third‐party validators and other authorised 
custodians [60] [61]. Using PRE layers such as Nucypher, consumers can 
securely share encrypted data without sharing their private key [73]. PRE 

serves as a means for delegating decryption rights, opening up applications 
that require delegated access to encrypted data (whether genomic or 
otherwise) [71]. 

By augmenting who gets access in these kinds of  configurations, authorised 
custodians may be optionally established over time without compromising 
either the security or the integrity of  the data and the data owner. Essentially 
PRE helps data owners share a secret with minimal risks to the secret or 
secret keeper [74]. Risks are thereby minimised more adequately within 
these frameworks as opposed to what is in existence in legacy healthcare 
and genomic data silos. The data owner can essentially rent out their data 
never losing control over it. Next, we explain how NFTs, specifically on 
top of  these crypto privacy-preserving [65] offerings, create additional 
value for highly sensitive and scarce data like genomic data in the context 
of  adhering to privacy laws. 

Non-fungible tokens (smart contracts)

Gamers were first attracted to NFTs because they could represent the 
collectible creatures called CryptoKitties [75]. NFTs are now used by 
crypto artists, blockchain games and countless other users to ensure digital 
scarcity and ownership. NFTs are tokens minted on blockchains that are 
irreplaceable and individually unique [76] [77]. In contrast, fungible tokens 
refer to something that can easily be replaced by something identical and is 
interchangeable. A dollar bill is an example of  a fungible item. If  you were 
to lend a dollar, it wouldn’t matter what dollar nor what fungible token 
representing it was returned. Non-fungible means that no other asset or 
representative token is exactly like it. This is both relevant and similar to 
the representation, form and function of  genomic data. The NFT design 
is especially advantageous for managing the rights and ownership of  highly 
scarce and unique assets, both on and off  the blockchain. 

In this same way, we believe using NFTs will assist in making genomics data 
portable beyond the specified solution across multiple environments, while 
still allowing for strong governance and control by the genomic data owner 
or authorised custodian. Thus, we identify the use of  NFTs to represent 
individual user genomes. Unlike traditional cryptocurrency or ledger-based 
tokens, NFTs are not interchangeable – carrying their own information 
or other attributes that make them irreplaceable. NFTs on the Ethereum 
Blockchain are governed by two specifications known as ERC-721 and 
ERC-1155 [7] [78]. Additional Ethereum Request for Comments (ERCs) 
show developmental growth that may represent more robust specifications 
in genomics data use cases. See Table 1. 
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Gamers were first attracted to NFTs because they could 
represent the collectible creatures called CryptoKitties [75]. 
NFTs are now used by crypto artists, blockchain games and 
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NFTs are tokens minted on blockchains that are irreplaceable 
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refer to something that can easily be replaced by something 
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In this same way, we believe using NFTs will assist in 
making genomics data portable beyond the specified 
solution across multiple environments, while still allowing 
for strong governance and control by the genomic data 
owner or authorised custodian. Thus, we identify the use of 
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traditional cryptocurrency or ledger‐based tokens, NFTs are 
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Table 1 
Privacy law, genomic data, NFT/ERC developmental stages 

 ERC721 ERC998 ERC1155 ERC994 ERCXXXX 
(IDEAL) 

Locked ownership 
(ownership loss 
prevented) 

Yes Yes Yes Yes Yes 

Non-fungible token 
collective ownership 
(parent, child, family 
tokens possible) 

No Yes Yes No Yes 

Semi-fungible 
(Can hold both non-
fungible and fungible 
tokens) 

No No Yes No Yes 

Delegated to 
authorised custodians 
(suitable for “rent”) 

No No Yes Yes Yes 

Metadata included for 
location of cytogenic 
data (e.g.  
(whole genome, 
chromosome, genes, 
SNPs) 

No No No No Yes 

Data maintenance 
and programmable 
privacy code schemas 
(GDPR, CCPA, 
COPRA, etc.)  

No No No No Yes 
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ERC-721 defines a minimum interface written in Solidity [79] that allows 
unique tokens to be managed, owned and traded [78]. It does not mandate 
a standard for token metadata or restrict adding supplemental functions 
for genomics payloads. In the proposed solution, ERC-721 are used to 
store references to genomic material and searchable metadata attributes. 
Whereas ERC-721 mandates a unique token contract for each token 
created, ERC-1155 may be more efficient to create and bundle token 
transactions. ERC-1155 can be used to meter requests for genomic data 
and ensure that no user has more than their share of  resources commuted 
to perform work in the data processors environment. 

ERC-1155 provides additional flexibility over ERC-721 by creating 
flexible, re-configurable or exhaustible tokens. Alternatively, the ERC-998 
extension to ERC-721 is still in draft but offers the idea of  NFT collections 
such as parent, child and family DNA collections. The ERC-998 and future 
ERCs are developmentally better iterations on past ERCs with other 
limitations such as inefficient transfer capability, array length and inability 
to get token IDs [79]. But as illustrated in Table 1, in ERCXXX, Genobank 
is targeting the development of  a future more robust solution specification 
to the challenges at the intersection of  privacy laws, genomics and smart 
contracts. 

Use case
Genobank is the first privacy-preserving personal DNA Kit (patented) that 
guarantees consumers’ complete ownership and control over their DNA. It 
was founded so that patients can benefit from finding DNA-based clinical 
trials without risking their identities or control over their data. Genobank.io 
is built on an Oasis Lab decentralised cloud infrastructure [80] that allows 
developers to create Web 3.0 applications where users can own and control 
their genomic data in a peer-to-peer transaction mode. This offers a high-
performing (1000s of  transactions per second) confidential and privacy-
preserving NFT [6] execution. Its purposeful design supports rigorous 
analysis using various security properties [63] [81]. The DNA crypto 
wallet allows users to purchase biospecimen extraction kits. Biospecimens 
include biomaterial such as saliva that render DNA and RNA genomic 
information. After the biospecimen is collected for the specific extraction 
kit, the user can choose to send the kit to their preferred CLIA Certified 
Laboratories Sequencing Service [82] for analyses. The biospecimen 
itself  will remain at the CLIA Lab, but the digital data, analyses and any 
‘reporting’ will be stored in a data wallet repository. The wallet repository 
is the ‘place’ where genetic data is ‘banked’. The Genobank approach is 
still developing and refining itself  as a value proposition. But unlike many 
existing options (e.g. LunaDNA, Nebula Genomics, EncrypGen [62] [66]), 
Genobank offers the DNA donor and data processor a secure platform 
where they can both ethically and efficiently process genetic data without 
DNA owners losing custody or control over their DNA. 

3. Discussion

Over the last 10 years, laws, medicine and technology together with 
policy makers and regulators (including the United States Food and Drug 
Administration, FDA) have struggled to establish timely regulation [44] 
[60] and oversight over the direct to consumer genetic testing (DTC-GT) 
health market. 

The DTC-GT market has pushed the boundaries of  how society and the 
law will manage the value of  privacy over profit and what that will look 
like in data governance practices. To date, companies such as 23andMe 
and Ancestry, among others [83], have shown an inexhaustible ability and 
willingness to exchange consumer information (e.g. statistics about raw 
genetic health risk and ancestry/genealogical data, and genetic data) with 
third parties [84] [35]. But now, even their third-party collaborators are at 
risk for liability issues because privacy laws like the CCPA are requiring 
different business behaviour than in the past. 

Sharing, selling and reselling DNA data is not unique to companies like 

23andMe, Ancestry and GSK [35]. History and the law provide an endless 
record of  people and entities that find highly sensitive information like 
health and genetics data valuable [8] [83] [85]. Analysing millions of  people’s 
genetics alongside their health issues gives big pharma and data processors 
immense power and innumerable clues on the interplay between genetics 
and the conditions leading to untold future profits. Ensuring both the 
ethical and legal underpinnings of  this marketplace may not be the norm 
now, but it could be in the future. 

Platforms such as Genobank.io can help re-balance the power [86] between 
stakeholders where privacy laws are trying to redress negative outcomes on 
the public with NFTs and programmable privacy.
 
4. Conclusion 

At the intersection of  privacy law, genomics and smart contracts, 
stakeholders can either help drive or hinder progress to address the balance 
between public and private interests more fairly. Stricter privacy laws are not 
the only changes coming. Professional engineering and computer software 
standards are also changing the design and development landscape for 
technological innovations. 

Various professional standards such as the IEEE P7000 series [42] and 
the new IEEE P2089 [87] standard for age appropriate digital services for 
children and P2418.6 [43] – the standard for the framework of  distributed 
ledger technology (DLT) use in healthcare – are all being developed to 
help address obstacles, gaps and challenges in the digital data marketplace. 

In the future, these professional standards exploring the ethical 
considerations of  software engineering could be used in the courts, 
in conjunction with privacy law to protect consumers and data owners. 
Standards often add teeth [88] to professional practices that add illustrative 
strength to law. These particular standards aim to integrate ethical guides 
that are meant to protect consumers from the wild West [89] markets of  the 
past. In sum, the public can look forward to future benefits in regulation 
and standards that will challenge decades of  laissez faire interests in the 
private sector. 

The blockchain and smart contracts can be the language that frames new 
relationships between law, genomic data and technology. We ask you to 
collaborate with us and work together to address both the human and the 
technological challenges in this complex DNA data marketplace. Together, 
we can develop a better future between stakeholders to reduce litigation 
risk while making genomic data analysis safer and more private. Blockchain 
companies with ethical [67] [90] [91] foundations, like Genobank.io, 
will be setting themselves apart from others in the market. By offering 
programmable privacy with NFTs derived from privacy laws’ terms and 
conditions [92], Genobank.io and stakeholders can help provide at least 
one novel approach to adding transparency and data owner sovereignty to 
the genomic data marketplace.
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Evidence-Based Blockchain: Findings from a Global Study 
of  Blockchain Projects and Start-up Companies

Evidence-based applications of  resources remain one of  the greatest challenges faced by governments, businesses, and policymakers. The United 
States Government Accountability Office (GAO) evaluated ten large programs, which together cost more than $10 billion/year, through randomised 
control trials – the highest standard of  evidence-based practice (EBP) [1]. The evaluation found that nine of  them had ‘weak or no positive effects’ 
on their participants. Many programs were not evaluated at all [2]. In January 2019, U.S. President signed the ‘Foundations for Evidence-based Policy 
Making Act’ into law [3]. A USAID (US Agency for International Development) study looked at 43 blockchain projects and companies claiming to 
have solved various problems using distributed ledgers [4]. The study found that almost no company was willing to share their results and MERL 
(monitoring, evaluation, research and learning) processes [5]. Other observational data revealed that 80–90% of  blockchain-based token offering 
projects failed to deliver on their promises [6], a prediction also made by Vitalik Buterin, the founder of  Ethereum blockchain, in 2017 [7]. 
The concept of  evidence-based blockchain (EBB) was first introduced by Naqvi in 2018 [8]. We conducted an evaluation of  517 blockchain firms 
against PCIO framework of  evidence-based practice: Problem – Comparison – Intervention and Outcomes. We define the fundamentals of  EBB 
(Ask, Acquire, Appraise, Apply, Assess), provide a review of  the literature on EBB, report findings of  our study and propose an Assessment 
Framework of  Evidence Based Blockchain (Figure 12).

Abstract

Keywords: Evidence-Based Blockchain, Distributed Ledgers, CEBB, Cryptocurrency, Critical Appraisal, Government, Enterprises, Peer Review
JEL Classification: O1, A1, C9, D8, E2, F4, L2

1. Introduction

Evidence-based practice (EBP) is the idea that professional practices 
should be based on a combination of  critical thinking and the best available 
evidence [9]. However, a study showed that 98% of  managers failed to 
apply best practices when making decisions [10]. In blockchain, research 
showed that cognitive biases and behavioural heuristics can influence the 
decision support systems of  professionals [11, 12].

In the United States, ten large decades-old social programs, which together 
cost more than $10 billion a year, were subjected to randomised controlled 
trials, the highest standard of  evaluation. The evaluation found that nine 
of  them had ‘weak or no positive effects’ on their participants. Many 
programs were not evaluated at all [2, 3]. In 2019, President Trump signed 
the Foundations for Evidence-Based Policy Making Act, making it a law 
to practice evidence-based policymaking [3]. The book Show me the 
Evidence [13] [Figure 3] describes the life story of  Barack Obama’s fight to 
ensure that government initiatives are based on robust scientific evidence. 

2. Context and history of  EBP

The concept of  EBP was first introduced in medicine in 1972 by Archibald 
Cochrane in his landmark book Effectiveness and Efficiency: Random Reflections 
on Health Services [14]. Cochrane observed that patients were dying 
unnecessarily and expressed his concerns over the scarcity of  scientific 
evidence used by the NHS to evaluate the effectiveness of  therapies and 
the use of  available resources [15]. In 1991, Gordon Guyatt of  McMaster 
University formally coined the term ‘evidence-based medicine’ [16].

Over the past three decades, the idea of  EBP has spread across most 

disciplines, such as: medical education [17], management [18], social policy 
[19], criminal justice [20], cybersecurity [21], nursing [22], employment [23], 
probation services [24] and blockchain [25].

2.1  Timeline 

Important timelines of  major disciplines embarking on the journey towards 
evidence-based practice:

1990: Medical Education (Professors Guyatt & Sackett, McMaster 
University, Canada) 

1998: Probation Services (Professor Peter Raynor, University of  Wales)

1999: Social Care (National Institute of  Clinical Excellence, NICE, UK)

2000: Criminal Justice (Professor David Farrington, University of 
Cambridge, UK) 

2005: Employment and HR (Denise Rousseau, Carnegie Mellon University, 
USA)

2006: Management (Centre for Evidence Based Management, The 
Netherlands)

2018: Blockchain and Distributed Ledgers (The British Blockchain 
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Around the globe, there are now over two dozen ‘centres of  excellence’ 
advancing evidence-based practices (Figure 1). The Centre for Evidence-
Based Blockchain (CEBB) operates under the auspices of  the British 
Blockchain Association as the world’s first centre for distributed ledger 
technologies advancing evidence-based practices (Figure 2). There are also 
numerous books written on the topic of  evidence-based practice (Figure 
3).

2.3  What is the evidence for EBP?

A study was conducted that examined two groups of  senior decision 
makers – one group was asked to make decisions based on the best available 
scientific evidence and the other was asked to simply make decisions based 
on factors such as instincts, organisational policies and personal experience. 
The results were striking: the group that utilised EBP achieved the desired 
result 90% of  the time, had a 50% reduction in their failure rate and a six-
fold increase in the number of  correct business decisions. Furthermore, 
this group exceeded expectations only 40% of  the time, compared to the 
other group that practiced conventional decision making [10].
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2.4  Why EBB?

EBB attempts to solve five major problems in the blockchain space. The 
first problem is the inability to clearly define the problem to be solved. 
Sometimes blockchain is applied to a problem that does not exist or is 
not significant enough to require a decentralised solution. There are many 
examples from the 2017–18 ICO boom where many projects, while not 
necessarily scams [26], failed to materialise. Many were considered to 
be seen as ‘blockchain – a solution in search for a problem’ also called 
excessive ‘blockchainising’ (or solutioneering) [27]. This is a significant 
problem as it wastes time and resources (Figure 5).

The second major problem is that we do not examine different sources of 
evidence and do not always start by searching for the best available scientific 
evidence. We often rely on superficial Google searches, magazines, expert 
opinions and blog posts to make judgements about a particular problem, 
which is often a significant mistake (Figure 5).

The third problem is inadequate evaluation of  the quality of  evidence. 
Often, this is because we have not been trained to provide adequate 
evaluations or do not think doing so is important. For example, we may 
go to an event and hear someone talking about their blockchain solution 
or idea and may not ask the speaker whether this been independently peer 
reviewed, externally validated or impartially evaluated.

The fourth problem is the lack of  application of  evidence to improve 
processes. Interventions and solutions are proposed with no objective 
scientific evidence to back up their efficacy or effectiveness (Figure 6).

The final problem is that we often inadequately report the outcomes and 
results of  our experiments, especially when the results are unfavourable. 
A study by the US Agency for International Development examined 
43 blockchain use cases and companies using blockchain that claimed 
to have solved various problems using distributed ledgers. They found 
that almost no company was willing to share the data on the results and 
MERL (monitoring, evaluation, research and learning) processes [5], an 
observation consistent with our research findings (Figure 10).

2.5  What is EBB?

We define EBB as conscientious, explicit and judicious decision making based on 
professional expertise and evidence from organisations, stakeholders and scientific 
research.
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EBPs around blockchain and distributed ledger technologies (DLTs) 
are rapidly maturing. While these practices are still in the early stages of 
development, there is an emerging body of  robust scientific, peer-reviewed 
evidence-based literature examining common use cases and specialties, 
such as the following: banking, fintech and payments [28,29,30,31,32]; 
digital identity, records and notary [33,34,35,36]; supply chain and 
trade finance [37,38]; health care and life sciences [39,40,41]; energy, 
climate and philanthropy [42,43]; networking, social impact and media 
[44,45,46,47,48,49]; government, law and public policy [50,51,52,53,54,55]; 
and cybersecurity, AI, quantum computing and IoT [56,57,58].

While the focus of  our research is scientific evidence, it is important to 
note that the other three sources of  evidence are equally important when 
making decisions regarding blockchain. 

2.6  How to practice EBB?

EBB is a five-step approach consisting of  the ‘5 As’:

1. Formulate a precise question (ASK).
2. Search for the evidence and look for answers to the question 
(ACQUIRE).
3. Critically appraise the evidence (APPRAISE).
4. Apply the results to your practice (APPLY).
5. Monitor any changes and evaluate (ASSESS).

These five steps should be followed to evaluate both the problem and the 
solution.

2.6.1  ASK: Formulate a precise question

Clearly defining the problem is the first step to practicing EBB. One should 
always ask the following: 

‘What exactly is the problem here?’
‘What is it that we are trying to solve?’ 
‘How exactly are we trying to address this issue?’ 

Instead of  asking ‘should I use blockchain for my supply chain business?’, 
one should clearly define the type of  blockchain, the intervention, the 
comparison group and the desired outcomes by using the PCIO approach. 
An example of  a more precise question using the PCIO approach is as 
follows:

Compared to existing traditional database infrastructure (Comparison), does 
private permissioned blockchain (Intervention) save time, reduce costs, improve food 
integrity, and increase consumer satisfaction (Outcomes) in the tracking of  seafood 
via the supply chain (Problem) based in India? 
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Consider the following examples – An organisation plans to use blockchain 
to streamline cross-border trade, or facilitate low-cost international 
payments for people in Africa, or provide disability funds in Germany, or 
verify provenance of  drugs in Australia or create land registries in Sweden: 
In each case, there must first be a clear description of  the extent and 
magnitude of  the problem, what has been tried to address that particular 
problem (the conventional legacy systems) and why and how a blockchain-
based system would be a better alternative than the existing models.

2.6.2  ACQUIRE: Search for high-quality evidence

While traditional search engines are useful in searching for online content, 
the vast majority of  information from search engines is often unfiltered 
low-quality blogs, opinion articles, anecdotes and other social media posts. 
Evidence-based practitioners must ensure that their initial searches include 
all portals that index high-quality, peer-reviewed research. For scientific 
peer-reviewed evidence, one could consider the following:

•	 DOAJ 
•	 Semantic Scholar
•	 Microsoft Academic
•	 SCOPUS
•	 EBSCO
•	 EU Open Aire
•	 World Cat
•	 Library catalogues
•	 Institutional repositories

Papers and case studies published at arXiv, ResearchGate or SSRN are 
not necessarily peer reviewed, so it is important to check the sources 
and platforms where these studies are published to determine if  they are 
subjected to an independent peer review. 

It is therefore important to understand the difference between filtered 
and unfiltered information [59]. Filtered or critically evaluated evidence 
include critically appraised, peer-reviewed research topics, systematic 
reviews and critically evaluated individual articles. Unfiltered evidence 
on the other hand includes non-peer-reviewed case studies, case reports 
essays, commentaries, blog-posts, magazine articles, opinions, surveys, 
analyses, company white papers, progress reports, industry or organisation 
reports, consensus reports and internal audits, stakeholder meetups and 
consortium presentations/publications.

2.6.3  APPRAISE: Evaluate the quality of  evidence

Appraisal is ‘a process of  carefully and systematically examining research 
to judge its trustworthiness, its value, and relevance in a particular 
context’ (Burls 2009). Carefully examining the data to establish its validity, 
applicability and effectiveness is an essential component of  the EBP. A 
high-quality peer review ensures published research is subjected to scrutiny 
and evaluation by experts in the field, advancing scientific rigour and 
robustness to the scientific body of  evidence.
Once sufficient evidence-based data has been collected, the next step is 
to apply the evidence to practice. It is important to be mindful of  the 
limitations of  the evidence and the inherent bias. As discussed earlier, 
not all evidence is the same; applying poor-quality, weak evidence to one’s 
practice may result in economic, social and technical harm and waste of 
resources. 

Why is an independent external peer review important? A peer-review 
process involves an independent, and usually a double-blind (i.e., the author 
and reviewers do not know each other’s identity), review of  research to 
check for accuracy and  reliability and verify whether any claims of  novelty 
are consistent and trustworthy. The reviewers ensure that the results and 
conclusion are consistent with the hypothesis put forward at the start of 
the paper. Any grandiose claims are also challenged. A review also ensures 
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that a paper follows the correct scientific method and cites appropriate 
references in support of  the claims made in the paper. A review helps 
advance an emergent consensus among the scientific community and 
supports the foundations of  scientific rigour. 

2.6.4  ASSESS (and) PUBLISH results

The final step involves the structured evaluation of  evidence to analyse the 
outputs, outcomes and impact of  the EBP. This involves the evaluation of 
the process itself, the outcome measures and stakeholders’ feedback. 

It is important that an EBB professional

	 -	 Writes down the results.
	 -	 Presents the results.
	 -	 Submits them for peer review, if  applicable.
	 -	 Publishes them, ideally in an open access journal.
	 -	 Evaluates and reports the inputs, outputs, outcomes, 
		  impacts and any recorded or otherwise auditable 
		  occasion of  influence of  the research findings. 

Reporting outcomes is an integral component of  the EBB; it completes 
the learning loop, provides an opportunity to reflect on the results, sets 
parameters for future research and encourages the evaluation of  practices. 

Traditionally, citations have been the cornerstone of  measuring attention, 
impact and scholarly influence. More recently, alternative metrics, also 
called ‘alt-metrics’, have become a popular way to gauge impact. Alt-
metrics analyse the online activity around research output in sources such 
as social networks, news outlets, policy documents, conferences and blogs, 
providing a more robust picture of  the attention, influence and reach of 
published work. 

What is a research impact? The London School of  Economics defines an 
impact as recorded or otherwise auditable occasion of  influence from research on another 
individual or organization, demonstrated by references to, citations of  or a discussion of 
the research or the researcher. 

3. Study design and methodology

There are four key constructs that emerge from the principles of  Evidence-
based Blockchain and these will form the foundations of  our study (PCIO 
questionnaire)

•	 Problem (P)
•	 Comparison/Control (C)
•	 Intervention (I)
•	 Outcome (O)

We further categorise each PCIO item into 3 descriptive sub-sets of 
questions, making it a total of  12 fundamental questions. These questions 
will form the foundations of  EBB evidence assessment framework [Figure 
11]. For the purpose of  our research, we concluded that a firm was 
evidence based if  there was an explicit evidence of  demonstration of  at 
least 2 of  the 3 criteria. 

The problem – A clear description of  the problem to be solved is the first 
step to any blockchain-based solution offering. For the purpose of  our 
research, we looked for explicit description of  the following: 

Q1: Is there a clearly defined problem? 

Q2: What is the evidence that the problem exists? (Who is effected? Who 
is talking about it? source and quality of  evidence)

Q3: How significant is the problem? (extent and magnitude)

The comparison - We searched for a documentary evidence of  the 
existing solutions/legacy systems control/comparison. For the purpose of 
our research, we looked for explicit description of  the following: 

Q4: What are the existing solutions available to address the problem?  Who 
is providing those solutions? What is the source and quality of  evidence 
for this?  

Q5: What are the results/outcomes of  the existing solutions/systems? 

Q6: Are these critically evaluated? Are the Results published?

The intervention – We searched for a clear description of  the proposed 
solution and looked for explicit documentation of  the following: 

Q7: What is the intervention? Why and how is it different from other 
solutions? 

Q8: Is there scientific evidence to back up the intervention?

Q9: Has the intervention been critically evaluated and, if  so, by whom and 
what are the outcomes? 

The outcome – We searched for documentary evidence of  the following: 

Q10: What are the key outcomes of  the proposed solution?

Q11: Have the results shown an objective improvement in outcomes?

Q12: Are the outcomes independently evaluated, critically appraised (peer 
reviewed) and published open access?

3.1 Types of  evidence

For the purpose of  our research, we categorise evidence assessment into 
two groups: 

Filtered evidence

This includes peer-reviewed meta-analysis; systematic review; original 
research; case studies; and critical reviews published in academic peer-
reviewed, open access journals. We also include evidence of  presentations 
at scientific/academic conferences, summits and academic society 
meetings as filtered evidence. An evidence synthesis underpinning national 
guidelines, government policy reports, outputs of  scientific committee 
reports, regulations, national benchmarks and frameworks based on an 
independent evaluation of  data are also considered as filtered evidence. 

We considered evidence published in academic, peer-reviewed journals as 
filtered evidence. We scanned this information on the following sites:

DOAJ (Directory of  Open Access Journals) [60]
Microsoft Academic [61]
Semantic Scholar [62]
Google Scholar [63] 
SSRN [64] 
ResearchGate [65] 
SCOPUS [66] 
WorldCat [67]
EBSCO [68]
EU OpenAire [69] 
Libraries and academic/institutional repositories [70]

Unfiltered evidence

This includes non-peer reviewed essays and research papers on arXiv, 
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ResearchGate and SSRN; commentary; medium or other blog-posts; 
magazine articles; opinions; surveys; analyses; company white papers, 
progress reports, industry or organisation reports, consensus reports 
and internal audits; stakeholder meetups; and consortium presentations, 
publications (other than academic/scientific conferences).

3.2 Sample

The Centre for Evidence-based Blockchain [24] analysed 517 blockchain 
projects and start-up companies launched between December 2016 
and June 2020. A random sample (Figure 3.1) of  projects from Angel.
co, a comprehensive database of  over 4,800 blockchain companies (as of 
June 2020), was analysed. The data were collected and evaluated between 
December 2019 and June 2020. Findings are presented in aggregate and 
no company-/organisation-specific data is revealed. We collected and 
analysed the firm’s data primarily from four main sources:

	 -	 Company website 
	 -	 White papers
	 -	 Yellow and blue papers
	 -	 Google, Bing and YouTube searches for evidence 
		  of  official industry talks, pitches and conference 
		  presentations by the company/organisation.

We collected data on blockchain companies and start-ups from eight main 
use cases:

Banking, fintech and payments 
Digital identity, records and notaries 
Supply chain and trade finance 
Health care and life sciences
Energy, climate and philanthropy 
Networking, social impact and media 
Government, law and public policy 
Cybersecurity, AI, quantum computing and IoT

The companies that were evaluated included a mix of:

a.	 fundraising-based blockchain projects (security token offerings, 
	 initial coin offerings, initial exchange offerings).
b.	 non-fundraising token companies and projects.
c.	 non-token blockchain companies and projects.
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Q1: Is there a clearly defined problem? 

No evidence: 160
Unfiltered evidence: 321
Filtered evidence: 36

Q2: What is the evidence that the problem exists? Who is effected? 
Who is talking about it? (stakeholders evidence)

No evidence: 189
Unfiltered evidence: 297
Filtered evidence: 31

Q3: How significant is the problem? (extent and magnitude)

No evidence: 238
Unfiltered evidence: 252
Filtered evidence: 27
Average score % : (Figure 7)
No evidence: 37.7 %
Unfiltered evidence: 56.09 %
Filtered evidence: 6.21%



The JBBA  |  Volume 3  |   Issue 2   |   November 2020

j b b at h e

73

Here are some of  the examples of  statements that were not backed by any 
evidence: 

‘as been one the major global problems of  this decade’ (no evidence 
quoted to support the statement)

‘is one of  the biggest challenges faced by the governments around the 
globe’ (no evidence cited)

‘current processes are slow and inefficient’ (no evidence cited to back up 
this claim)

4.2 Comparison

We looked for objective evidence of  data provided by the firms on existing 
legacy systems with reference to an externally validated study, public policy 
report, government documents or industry survey. This evidence included 
critical reviews of  existing solutions to reinforce or highlight a clear need 
for improvement of  existing models. In addition, we examined reviews of 
past and current interventions that attempted to address the problems at 
hand, the outcomes of  those interventions and statements regarding the 
clear established need for alternative or DLT-based solutions. 

Q4: What are the existing solutions available to address the problem?  

No evidence: 279
Unfiltered evidence: 192
Filtered evidence: 46

Q5: What are the results/outcomes of  the existing solutions/
systems? 

No evidence: 262
Unfiltered evidence: 230
Filtered evidence: 25

Q6: Are these critically appraised and independently evaluated?

No evidence: 388
Unfiltered evidence: 110
Filtered evidence: 19

Average score % : (Figure 8)
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The following quotes are examples from our search: 
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4.3 Intervention 
 
We scanned for clear documentation or references to evidence 
for proposed solution or intervention, and asked the following 
three questions: 

Q7: What is the intervention? Why and how is it different 
or better than other existing solutions? (organisational 
evidence) 

No evidence: 219 
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The following quotes are examples from our search:

‘Existing arrangements and technology providers are slow, inefficient, and 
costly’ (no evidence/data to support this statement)

‘In spite of  numerous attempts by public institutions to address the…’ 
(Which public institutions? What were the results of  those attempts? No 
evidence cited to back up this statement.) 

4.3 Intervention

We scanned for clear documentation or references to evidence for proposed 
solution or intervention, and asked the following three questions:

Q7: What is the intervention? Why and how is it different or better 
than other existing solutions? (organisational evidence)

No evidence: 219
Unfiltered evidence: 284
Filtered evidence: 14

Q8: Is there evidence (from another similar experiment) to back up 
the intervention?

No evidence: 77
Unfiltered evidence: 405
Filtered evidence: 35

Q9: Is the intervention critically evaluated and if  so, by whom and 
what are the outcomes? 

No evidence: 316
Unfiltered evidence: 179
Filtered evidence: 22

Average score % : (Figure 9)
No evidence: 39.45 %
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Unfiltered evidence: 55.96 %
Filtered evidence: 4.57 %

Here are some examples of  statements that were not backed by any 
evidence:

‘Our blockchain solution will transform the way data is managed around 
the globe’ (No specific measurable evidence regarding what exactly the 
transformation will look like and no information on how this will be 
evaluated based on objective evidence.)

‘our blockchain will speed up the transactions and reduce costs for the 
customers’ (No objective evidence for the improvement of  speed and cost 
reductions in terms of  data/numbers.)

‘We managed to reduce the operational costs by 50%’
(No objective evidence provided.)
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Unfiltered evidence: 284 
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Figure 9: Evidence for the Intervention  

(Average score %) 

4.4 Outcomes  

Q10: What are the key outcomes of interest? 

No evidence: 118 
Unfiltered evidence: 392 
Filtered evidence: 11 

Q11: Have the results shown an objective improvement in 
outcomes? 

No evidence: 304 
Unfiltered evidence: 206 
Filtered evidence: 7 

Q12: Are the outcomes independently evaluated? 

(critically appraised or externally peer reviewed) 
 
No evidence: 437 
Unfiltered evidence: 74 
Filtered evidence: 6 
 
Average score % : (Figure 10) 
No evidence: 55.38 % 
Unfiltered evidence: 43.32 % 
Filtered evidence: 1.54 % 
 
 

 
Figure 10: Evidence of Outcomes  

(Average score %) 

5.  Conclusion 

Our study concluded that almost half of the blockchain firms 
show no explicit evidence of the problem to be solved.  
Approximately one-third fail to cite a comparison and 
intervention analysis, and less than 2% demonstrate evidence 
of outcomes backed by filtered (critically appraised, peer 
reviewed) information. (Figure 11).  
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                                                                          Figure 11: Summary of Results  
 
6.  Limitations 
 
Our search for evidence was limited to the platforms 
described in the methodology section. However, it is possible 
that other research documents or pieces of evidence would 
have been available on search engines other than Google or 
Bing. That being said, we focused our search on the two 
widely used platforms. Similarly, our search for 
scientific/academic evidence was limited to the academic 
search engines and portals cited in the methodology section. 
We analysed the research evidence and other data in open 
access (CC-BY) journals and publications only. Some of the 
research evidence published in closed subscription journals 
could not be fully evaluated.  
 
We were only able to collect and comment on the data 
provided by companies on their websites and in their 
white/yellow papers. It is possible that a project may have 
received a review from a third party that referenced the project 
in question. 
 
We collected the data over the six-month period between 
January to June 2020. Some projects might release a new 
version of their platform or research about their project at a 
later date, which we could not comment on at the time of 
writing this paper.  
 
7.  Discussion  
 
Why are most practitioners not using EBB? 
 
The reasons are multifactorial: 

• Most practitioners do not know about it or how to 
practice it. 

• They may think it is ‘too academic’. 
• They may oversimplify or overcomplicate issues.  
• Their own beliefs and cognitive biases may prevent them 

from adopting it. 
• Their organisational culture may be incompatible with it. 

 

What are the risks of not following EBB? 
 
• It is unethical not to do so. 
• Waste or poor allocation of resources. 
• Practitioners may adopt poor benchmarks and 

frameworks. 
• Practitioners may engage in ineffective policymaking. 
 
8.  Recommendations 
 
We propose an ‘Evidence Assessment Framework’ (Figure 
12) for all distributed ledger technology projects. This should 
be undertaken for all existing and new blockchain solutions 
before they are deployed in real-world settings. We make a 
case for a ‘Chief Evidence Officer’ for all organisations where 
blockchain is being deployed, to ensure that blockchain 
products, services and solutions are built on best available 
scientific evidence; this will ensure efficacy, efficiency, impact 
and effectiveness.  
 
We recommended that the governments, organisations and 
enterprises looking to invest in blockchain projects ensure that 
uses of blockchain are based on scientific evidence. For every 
£100 spent on blockchain and distributed ledgers, we propose 
that at least £2 should be dedicated to making sure the other 
£98 actually works.  
 
Policymakers, c-suite executives, investors and senior 
decision makers in blockchain should be equipped with the 
fundamental skills of EBB. We must ensure that they have 
the tools and strategies to critically evaluate both their 
problems and their proposed solutions. Any investments of 
time and resources into blockchain projects must be 
preceded by critical appraisal of the strengths and 
weaknesses of their project and its potential long-term 
impact. At the Centre for Evidence-Based Blockchain, we 
will continue to play our part in advancing the best 
standards in blockchain.  
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5.  Conclusion

Our study concluded that almost half  of  the blockchain firms show 
no explicit evidence of  the problem to be solved.  Approximately one-
third fail to cite a comparison and intervention analysis, and less than 2% 
demonstrate evidence of  outcomes backed by filtered (critically appraised, 
peer reviewed) information. (Figure 11). 

6. Limitations

Our search for evidence was limited to the platforms described in the 
methodology section. However, it is possible that other research documents 
or pieces of  evidence would have been available on search engines other 

 
 

The JBBA | Volume 3 | Issue 2 | 2020                        Published Open Access under the CC-BY 4.0 Licence 

        

10 

 

WHAT ARE THE OUTCOMES ?
Q10:  What are the key outcomes of interest?

Q11: Have the results shown an objective improvement in outcomes?
Q12: Outcomes independently evaluated or critically appraised (peer reviewed)?

WHAT IS THE NEW INTERVENTION ?
Q7: What is the intervention? Why and how is it different from other solutions? 

Q8: Is there scientific evidence to back up the intervention?
Q9: Intervention critically evaluated? If so, by whom and what are the outcomes? 

WHAT ARE THE EXISTING SOLUTIONS ? (COMPARISON /CONTROL)
Q4: What are the existing solutions available to address the problem? 
Q5: What are the results/outcomes of the existing solutions/systems? 

Q6: Are these critically evaluated? Are the Results published?

WHAT IS THE PROBLEM ?
Q1: Is there a clearly defined problem to be solved? 

Q2: What is the evidence that the problem exists?  (Who is effected? Who is talking about it?) 
Q3: How significant is the problem? (extent and magnitude)

 
 
 
 
 
 
 
  

Figure 12: Evidence Assessment Framework for Blockchain Applications 
 

than Google or Bing. That being said, we focused our search on the two
widely used platforms. Similarly, our search for scientific/academic 
evidence was limited to the academic search engines and portals cited in 
the methodology section. We analysed the research evidence and other 
data in open access (CC-BY) journals and publications only. Some of  the 
research evidence published in closed subscription journals could not be 
fully evaluated. 

We were only able to collect and comment on the data provided by 
companies on their websites and in their white/yellow papers. It is possible 
that a project may have received a review from a third party that referenced 
the project in question.



The JBBA  |  Volume 3  |   Issue 2   |   November 2020

j b b at h e

76

We collected the data over the six-month period between January to June 
2020. Some projects might release a new version of  their platform or 
research about their project at a later date, which we could not comment 
on at the time of  writing this paper. 

7. Discussion 

Why are most practitioners not using EBB?

The reasons are multifactorial:

•	 Most practitioners do not know about it or how to practice it.
•	 They may think it is ‘too academic’.
•	 They may oversimplify or overcomplicate issues. 
•	 Their own beliefs and cognitive biases may prevent them from 
	 adopting it.
•	 Their organisational culture may be incompatible with it.

What are the risks of  not following EBB?

•	 It is unethical not to do so.
•	 Waste or poor allocation of  resources.
•	 Practitioners may adopt poor benchmarks and frameworks.
•	 Practitioners may engage in ineffective policymaking.

8. Recommendations

We propose an ‘Evidence Assessment Framework’ (Figure 12) for all 
distributed ledger technology projects. This should be undertaken for all 
existing and new blockchain solutions before they are deployed in real-world 
settings. We make a case for a ‘Chief  Evidence Officer’ for all organisations 
where blockchain is being deployed, to ensure that blockchain products, 
services and solutions are built on best available scientific evidence; this 
will ensure efficacy, efficiency, impact and effectiveness. 

We recommended that the governments, organisations and enterprises 
looking to invest in blockchain projects ensure that uses of  blockchain 
are based on scientific evidence. For every £100 spent on blockchain and 
distributed ledgers, we propose that at least £2 should be dedicated to 
making sure the other £98 actually works. 

Policymakers, c-suite executives, investors and senior decision makers in 
blockchain should be equipped with the fundamental skills of  EBB. We 
must ensure that they have the tools and strategies to critically evaluate 
both their problems and their proposed solutions. Any investments of 
time and resources into blockchain projects must be preceded by critical 
appraisal of  the strengths and weaknesses of  their project and its potential 
long-term impact. At the Centre for Evidence-Based Blockchain, we will 
continue to play our part in advancing the best standards in blockchain.
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