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EDITORIAL

It gives me great honour and delight to present to you the 13th Issue of
The Journal of The British Blockchain Association (JBBA).

We stand at an important historical juncture in Web3. By leveraging the
power of blockchain technology, we can foster financial inclusion and
economic growth. Itis expected thatin 2024, Web3 will make advancements
at a pace that exceeds most people's expectations, providing users in the
post-internet era with unprecedented "asset and data ownership.” Data
security and privacy protection will be the focus, and an uncompromisable
mission of the Web3 industry over the coming years. To this end, the
Singapore government has already used Ethereum to build digital
infrastructure such as TradeTrust for international trade and OpenCert
to verify the authenticity of certificates issued by educational institutions.
Singapore regulators have also granted DigiFT a license to tokenize real-
world assets.

In an era where digital transformation is reshaping the contours of our
societies and economies, blockchain technology emerges as a cornerstone
for innovation, trust, and security. It is against this backdrop that this
special conference edition of The Journal of The British Blockchain
Association (JBBA) takes a significant stride in capturing the pioneering
research and discussions presented at the 6th Blockchain International
Scientific Conference (ISC2024) held in Singapore. For the first time,
the ISC chose a venue outside the United Kingdom, reflecting the global
nature of blockchain technology and its community. As co-hosts of this
landmark event, the Singapore University of Social Sciences, together with
The British Blockchain Association, endeavoured to create a platform
for international scholars, industry experts, and enthusiasts to share
their insights, research findings, and visions for the future of blockchain
technology.

The papers selected for publication in this issue represent the cutting
edge of blockchain research. They address critical challenges and
propose innovative solutions that span across various sectors, including
confidential communications, supply chain management, recycling systems,
procurement processes, and customer loyalty programs:

Towards Confidential Chatbot Conversations: A Decentralized
Federated Learning Framework delves into enhancing privacy in Al-
driven communications using Blockchain, a topic of significant relevance
as digital interactions become ubiquitous in our personal and professional
lives.

Improving the Trustworthiness of Traceability Data in Food Supply
Chain Using Blockchain and Trust Model offers a novel approach
to securing and verifying the provenance of food products. This paper
highlights the role of blockchain in fostering transparency and trust in
global food supply chains.

A Blockchain-Based, Smart Contract and IoT-Enabled Recycling
System proposes an integrated system that leverages blockchain and IoT
to incentivize and streamline recycling efforts. This research exemplifies the
potential of blockchain in promoting sustainable environmental practices.

Using Blockchain Technology to Improve the Integrity and
Transpatency of Procurement Processes between SMMEs and
Government: A Systematic Literature Review critically examines how
blockchain can address the perennial challenges of transparency and
efficiency in public procurement, particularly benefiting Small, Medium,
and Micro Enterprises (SMMEs).

Designing a Blockchain-Based Customer Loyalty Program
using Design Science Research Method explores the application of
blockchain in enhancing customer loyalty programs. This paper suggests
a framework that could revolutionize how businesses engage and retain
customers through trust and transparency.

As we present these contributions to our readers, it is our hope that they
not only advance the discourse in the blockchain community but also
inspire further research and innovation. The ISC2024 has been a testament
to the collaborative spirit and forward-thinking ethos of the global
blockchain community. The proceedings at the conference will reflect our
commitment to excellence and the advancement of blockchain technology.
The emergence of Web3 aims to solve the problems in Web2, including
the loss of privacy, the vulnerability of creators, and the abuse of power
by centralised platforms.

The Web3 has seen two major developments in the last year: Bitcoin
Inscriptions and the Decentralized Physical Infrastructure Network
(DePIN). DePIN will have a strong positive flywheel effect during bull
markets. Research predicts that DePIN could reach a scale of $3.5 trillion
by 2028. In January this year, the US Securities and Exchange Commission
approved the first spot bitcoin exchange-traded funds (ETFs), allowing
investors to invest in bitcoin through their brokerage accounts. It is
an understatement to say that Bitcoin and Ethereum and other open
blockchains have changed the landscape of payment systems, asset classes,
and international financial geopolitics.

In closing, I would like to express my heartfelt gratitude to all contributors,
reviewers, and the editorial team. Together, we are shaping the future of
blockchain technology and its application across diverse sectors. Let us
continue on this path of innovation, collaboration, and discovery.

Professor Dr. David Lee Kuo Chuen FBBA
Associate Editor in Chief, The JBBA
Professor of Finance,

Singapore University of Social Sciences
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The JBBA has an outstandingly streamlined submissions process, the reviewers comments have been constructive and valuable,
and it is outstandingly well produced, presented and promulgated. It is in my opinion the leading journal for blockchain research

and I expect it to maintain that distinction under the direction of its forward-looking leadership team.

Dr Brendan Markey-Towler PhD, University of Queensland, Australia b b/

"I always enjoy reading the JBBA."

Professor Dr Emin Gun Sirer PhD, Cornell University, USA b D)

It is really important for a future world to be built around peer-review and publishing in the JBBA is one good way of getting

your view-points out there and to be shared by experts.

Professor Dr Bill Buchanan OBE PhD, Edinburgh Napier University, Scotland b/

The JBBA has my appreciation and respect for having a technical understanding and the fortitude for publishing an article
addressing a controversial and poorly understood topic. I say without hesitation that JBBA has no equal in the world of

scientific Peer-Review Blockchain Research.

Professor Rob Campbell, Capitol Technology University, USA »

I had a professional experience of publishing my work in The JBBA. The feedback from reviewers and editors certainly
helped to turn my manuscript into a better publication. JBBA's cross-disciplinary publishing platform is crucial to enable the
blockchain sector to flourish. The journal strongly advocates evidence-based outcomes, essential to differentiate sound research

papers from those that are not.

Dr Joshuna Ellul PhD, Chair, Malta Digital Innovation Authority 9

The opportunity to interact with JBBA's expert reviewers and their valuable feedback helped us gteatly in our project. I feel

honoured to have my paper featured in the JBBA. Peer reviewed research is the foundation to build best-in-class Web3 platforms.

Daniel Uribe MBA, Cofounder and CEO Genobank.io, USA b D)

This is a very professionally presented journal.

Peter Robinson, Blockchain Researcher & Applied Cryptographer, PegaSys, ConsenSys »

I would like to think of the JBBA as an engine of knowledge and innovation, supporting blockchain industry, innovation and

stimulate debate.

Dr Marcella Atzori PhD, EU Parliament ¢ EU Commission Blockchain Expert, Italy b b/
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We published a multi-centre blockchain research in The JBBA, led by authors from China and Singapore. The journal's editorial
board is quite diverse in academic and industry expertise. The multi-disciplinary feedback was valuable and a rigorous review

process enhanced our research output, outreach and impact. 9

Professor Dr David 1.ee Kuo Chuen Phd, Professor of Finance and Blockchain, Singapore University of Social Sciences, Singapore

Our group submitted a paper to ISC2021. The paper was reviewed, accepted and subsequently published in The JBBA. We were
quite impressed by the speed of the review cycle and submission to publication time. JBBA has become an important journal in

the field of Blockchain, given its efficient reviews and timeliness in the publication of research articles. ’

Professor Dr Sandeep Shukla, Indian Institute of Technology 1T Kanpur, India

I had the honour of being an author in the JBBA. Itis one of the best efforts promoting serious blockchain research, worldwide.

If you are a researcher, you should definitely consider submitting your blockchain research to the JBBA.

Dr Stylianos Kampakis PhD, UCL Centre for Blockchain Technologies, UK »

It has been a pleasure working with the JBBA's editorial team. The submission process was transparent and the reviews were

accurate and meaningful, adding great value to the manuscript.

Professor Dr Stavros T. Ponis PhD, National Technical University of Athens, Greece »

The articles in the JBBA explain how blockchain has the potential to help solve economic, social, cultural and humanitarian
issues. If you want to be prepared for the digital age, you need to read the JBBA. Its articles allowed me to identify problems,

find solutions and come up with opportunities regarding blockchain and smart contracts.

Professor Dr Eric Vermenlen, Tilburg University, The Netherlands »

The whole experience from submission, to conference, to revision, to copy-editing, to being published was extremely professional.

The JBBA are setting a very high standard in the space. I am looking forward to working with them again in future

Dr Robin Renwick PhD , University college Cork, Ireland bp

The JBBA is an exciting peer-reviewed journal of a growing, global, scientific community around Blockchain and Distributed

Ledger technologies. As an author, publishing in the JBBA was an honour and I hope to continue contributing to in in the future

Evandro Pioli Moro, Blockchain Researcher, British Telecommunication (BT) Applied Research ’»
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Abstract

The development of cutting-edge large language models such as ChatGPT has sparked global interest in the transformative potential of chatbots
to automate language tasks. However, alongside the remarkable advancements in natural language processing, concerns about user privacy and
data security have become prominent challenges that need immediate attention. In response to these critical concerns, this article presents a novel
approach that addresses the privacy and security issues in chatbot applications. We propose a secure and privacy-preserving framework for chatbot
systems by leveraging the power of decentralised federated learning (DFL) and secure multi-party computation (SMPC). Our DFL framework
leverages blockchain smart contracts for participant selection, orchestrating the training process on user data while keeping the data local, and model
distribution. After each round of local training by the participants, the blockchain network securely aggregates the model updates using SMPC,
ensuring that participants’ raw model parameters are not exposed to others. The global model is encrypted and stored in hypermedia protocols such
as the InterPlanetary File System. Participants decrypt the global model updates using their private keys to further fine-tune their models. Iterative
training rounds are executed through the blockchain network, with participants updating the model collaboratively using SMPC. Experiments show
that our approach achieves comparable performance to centralised models while offering significant improvements in privacy and security. This
article presents a ground-breaking solution to privacy and security challenges in chatbots, and we hope our approach will foster trust and encourage
broader adoption of chatbot technology with privacy at the forefront.

Keywords: Large language models, Privacy-centric machine learning, Decentralized federated learning, Multi-part computation, Knowledge distillation, Quantized
language models

JEL Classifications: Privacy-Preserving Iearning, Decentralised Federated 1 earning, Tiny Langnage Models (Tinyl.Ms), Secure Multi-party Computation (SMPC),

Blockchain Technology

1. Introduction

Natural language processing (NLP) and Large language models (I.L.Ms)
have recently revolutionised human—computer interaction [1]. Advanced
LILMs such as ChatGPT by OpenAT have shown their potential to transform
various industries and automate language tasks on an unprecedented scale
[2]. However, this surge in useful applications has also raised significant
concerns about privacy, trust, and user data exploitation [3]. As these
LLMs process large amounts of user data for training and fine-tuning, it
is essential to address the potential risks associated with unauthorised data
access, breaches, and misuse. Striking a delicate balance between leveraging
the power of chatbot technology and protecting user privacy is a critical
challenge for the widespread adoption and ethical deployment of these
revolutionary NLP systems.

Federated learning (FL), originally proposed by McMahan et al. [4], is a
promising solution for preserving user privacy, especially in the context
of NLP technologies [5]. FI. enables model training by distributing the
learning process across individual user devices, thereby avoiding the need
to centralise sensitive data on a single server. This approach keeps user data
localised, encrypted, and under the uset’s control, ensuring that no raw
personal information is exposed during the training process. By aggregating
model updates from multiple users without sharing their individual data,
FL enhances privacy protection and minimises the risk of data breaches
and unauthorised access.

Despite the significant privacy advantages offered by FL, centralised
FL implementations still pose certain threats. A centralised FL setup
introduces the possibility of a single point of failure, where the central
server becomes vulnerable to attacks, potentially compromising the privacy
of users. Additionally, model privacy concerns arise as the central server
might have access to aggregated model updates from various users, raising
the risk of information leakage or even malicious central servers as an
extreme example [6]. As such, striking the right balance between leveraging
the benefits of FL’s privacy-preserving capabilities and mitigating the
challenges of centralised deployment remains a crucial area of research
for fostering trust and upholding user privacy in the dynamic landscape
of NLP.

Blockchain-based learning is a promising alternative to centralised FL
for addressing concerns about user privacy [7-9], especially for NLP
technologies [10]. This approach mitigates the risks associated with a single
point of failure by leveraging the decentralised and distributed nature of
blockchain networks. In blockchain-based FL, or decentralised federated
learning (DFL), participants (nodes) collaborate directly on the blockchain,
contributing their encrypted model updates while maintaining control over
their individual data [11]. The tamper-resistant nature of blockchain ensures
data integrity and prevents unauthorised access, offering a more secure and
privacy-preserving environment. Moreover, the use of blockchain smart
contracts for aggregating model updates enables transparent and trustless
computations without compromising individual
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users’ data privacy. Embracing blockchain-based FL has the potential
to revolutionise the chatbot landscape by instilling user confidence and
reinforcing the protection of sensitive information throughout the FL
process. Figure 1 showcases the differences between a centralised and a
decentralised process and highlights the key differences in the setup, which
is the blockchain infrastructure orchestrating the processing of FL instead
of a central server.

Central Server

modelmodelmodel model
\

‘chatbot chatbot chatbot chatbot
data | || data | [ data | | data |

Centralized FL

[ =
1 chatbot
. mata mod |
chatbot - -

chatbo

model - ) model

""""""" Blockchain * =3
[|chatbot] chatbot|,
5_.....‘..:_’._."?‘..'F??‘........5[mode\|A i model _data |

| che-llt-bo
data
Decentrallzed FL

Figure 1. Centralised vs decentralised federated learning.

Firstly, blockchain-based DFL offers promising solutions to user privacy
concerns in chatbot applications, but it also introduces specific challenges
that need to be carefully considered, as discussed in this latest survey
article [11]. One of the main challenges is the scalability and latency
of blockchain networks. Because DFL involves multiple participants
performing computations and sharing model updates on the blockchain,
the sheer volume of data and transactions may result in slower processing
times and increased network congestion. InterPlanetary File System (IPFS)
[12] can be adopted to address scalability and latency concerns. IPES allows
participants to store models without explicitly relying on the blockchain
infrastructure, making it an ideal solution for model communication and
storage in DFL. The storage burden is distributed across participants with
IPES, which alleviates the scalability issues faced by a central server or the
blockchain network itself.

Secondly, different blockchains use various consensus algorithms, such
as Proof-of-Work, Proof-of-Stake, or Practical Byzantine Fault Tolerance
[11]. The choice of consensus mechanism affects network performance,
energy consumption, and the level of decentralisation. To address
this challenge, the DFL process can be adapted to different consensus

mechanisms, ensuring compatibility with the selected blockchain. This
adaptability allows blockchain-based DFL to optimise its performance
while maintaining its privacy-preserving attributes.

Thirdly, blockchain-based DFL faces the challenge of selecting a suitable
model evaluation mechanism without compromising on security. We address
this by ensuring differential privacy-enabled models [13] are used for peer
evaluation and subsequently rewarding users for their participation in the
evaluation phase, instead of users allowing access to raw model parameters
that may potentially expose the training data via inversion attacks. A related
issue is how to perform the model aggregation for the FL process at the
end of each epoch without exposing the models of each user. To this
end, we implement secure multi-party computation (SMPC) techniques
to enable collaborative model aggregation across multiple participants
[14]. SMPC can let multiple users combine their private models without
knowing each other’s inputs. To the best of our knowledge, we are the first
to introduce this for blockchain-based FL [11].

Finally, deploying LLMs locally for privacy-preserving DFL chatbot
applications is challenging because they require a lot of computational
power, especially during inference tasks. LLMs, such as GPT-4, have
shown impressive language-generation capabilities, but their large size and
complexity requite powerful hardware resources for efficient real-time
performance [15]. Local deployment on resource-constrained devices can
result in slow response times, increased latency, and potential memory
constraints, which can hinder the seamless user experience that is critical
for chatbot interactions. Similarly, fully homomorphic encryption-enabled
LLMs increase the latency while trying to preserve user privacy [16].
Additionally, the continuous evolution of LLMs with ongoing updates
and improvements requires consistent access to the latest model versions,
which may be impractical to maintain locally. As a result, striking a balance
between leveraging the capabilities of LLMs and the computational
constraints of local deployment is a critical consideration for achieving
optimal performance in chatbot applications.

One way to address the challenges of deploying LLMs locally for DFL
applications is to limit the chatbot’s functionality and embrace Tiny
Language Models (TinyLLMs) [17]. TinyLMs are smaller versions of
LLMs that have been optimised for specific tasks or domains, reducing
the model size and computational requirements without sacrificing much
performance. By using TinyLLMs that are tailored to the specific needs
of the application, one can achieve a more lightweight and responsive
deployment, making it feasible to run the chatbot on resource-constrained
devices. This strategic use of TinyLLMs allows chatbot developers to strike
a balance between offering valuable language processing capabilities and
ensuring a smooth user experience without the burden of deploying
unwieldy LLMs locally.

In summary, by combining the power of blockchain-based DFL with the
generation of TinyLLMs, we present a novel framework that revolutionises
how language models are trained and deployed. Notably, our contribution
extends beyond conventional methods by being among the first to
implement SMPC in the context of DFL. This innovation ensures that
participants’ data remains confidential during the collaborative model
aggregation process, enhancing the privacy and security of the overall
system. In addition, the generation of TinyLMs through fine-tuning,
distillation, and quantisation enables the creation of efficient language
models suitable for deployment on resource-constrained devices. The next
section details our framework, Section 3 demonstrates the effectiveness of
our approach, and, finally, the article is concluded in Section 4.

2. Decentralised Federated Learning for TinyLLMs
Secure DFL is a type of machine learning that allows multiple devices to

collaboratively train a collaborative model without sharing their data and
model with each other. This is done by having each device train a local
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model on its own data and then periodically exchanging encrypted updates
with the other devices. The updates are then used to train a global model
that is shared by all of the devices. Our blockchain-based DFL framework
uses a smart contract to manage the entire process. The framework also
includes a number of features that make it well-suited for NLP applications,
including support for different learning algorithms, scalability, and security
using SMPC, as shown in Figure 2.

L @IIPFS
i model data|
*. model2data

 —-)
= |
=)
Devicel DFL System
leI:‘l ~————| | Evaluating Scheduler model1 hash
- model2 hash
Device2 Aggregation Scheduler L :

Device3

Figure 2. General architecture of our DFL for TinyL.Ms.

Iterative Federated Learning: Participants are identified as nodes based
on predefined criteria such as a registration fee, ensuring their active
participation in the DFL process. The bascline dataset is distributed
among the selected participants. Fach node also possesses its local data
and performs individual model training combining it with the distributed
dataset, fostering baseline model performance. The training scheduler
determines the timing and frequency of training rounds, allowing
participants’ devices to contribute model updates at specified intervals.
Participants contribute to model improvement by providing updated
model parameters during each iteration. This iterative process allows the
model to learn from various data distributions and adapt to diverse user
preferences, which promote continuous model refinement.

Secure Storage: All communication between blockchain nodes and
transactions is carefully protected using cryptographic protocols and
the blockchain’s inherent consensus mechanisms. The global model is
encrypted before being stored in the IPFS for added security and privacy.
Nodes use their private keys to decrypt the model updates, updating their
local models without revealing any sensitive data. This process ensures that
the model updates are secure and private, while also allowing for efficient
aggregation and distribution.

Privacy-Preserving Learning: Differential privacy measures are
incorporated during the evaluation phase. In addition to the normally
trained pristine models, we have utilised OPACUS [18] to train models
with differential privacy for propagation and evaluation to prevent privacy
leakage. The evaluation scheduler coordinates the evaluation of individual
model updates contributed by participants during each training round.
Participants submit their differential privacy-enabled model updates,
and the evaluation scheduler provides an incentive to the nodes who
are participating in evaluating pending models. These security features
safeguard data and model updates from unauthorised access, ensuring that
sensitive information remains confidential throughout the DFL process.

SMPC Collaborative Model Aggregation: To make collaborative
model aggregation possible while maintaining individual model privacy,
SMPC protocols are integrated into the aggregation scheduler of the
smart contract. SMPC enables nodes to jointly compute the aggregated
model without revealing their respective model updates. Nodes securely
collaborate to combine their encrypted model parameters, ensuring that
the raw model parameters remain private throughout the aggregation
process. By employing this innovative method, the blockchain-based DFL
framework ensures a privacy-centric, secure, and collaborative environment
for training language models while preserving user data confidentiality
and fostering trust in the decentralised chatbot ecosystem. A detailed
implementation of this key feature is explained next.

2.1 SMPC Implementation on the Ethereum Network

Figure 3 illustrates the SMPC implementation for the aggregation process.
The aggregation scheduler securely combines these updates using SMPC,
which allows individual model updates to be merged without revealing
the model parameters, thus protecting the privacy of each participant’s
contribution. After the secure merging of model updates, the aggregation

m1_remain
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regation St:hedulerI
lAgg : mipart3|(  Recombinationt
Recombined Models Aggregate 'm1_rernain] m2_part1[ m3_parti :....{node1 (recomb1)'\
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Figure 3. Aggregation scheduler of DFL using SMPC. Each node shates partial models with the other nodes, each of which is encrypted using the
recipient node’s public key for secure transmission, by uploading them onto the IPFS. Note that the partial model and the remaining model at each node
when recombined constitute the original model. Each node now uses the partial models obtained from the other nodes and its own remaining model to

recombine them. All these recombined models by the supervisor node, which is randomly chosen at each epoch, can now be securely averaged to get
the averaged global model at the end of each aggregation phase. Since the partial models are securely shared with each node, the SMPC process allows
averaging by distributing the data without revealing the model of any single node.
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scheduler initiates the encryption of the final aggregated model. The
aggregated model, which is encrypted for confidentiality, is stored in the
IPES, providing tamper-proof and immutable access for participants.

2.2 TinyLMs

TinyLLMs are a viable solution in resource-constrained settings where
deploying a large-scale language model (LLM) is impractical due to
computational overhead. The process involves transforming an LLM
into a more computationally feasible model while retaining its language
processing capabilities through fine-tuning, distillation, and quantisation
techniques.

Knowledge Distillation: Knowledge distillation is used to refine the Tinyl.M
and compress it without a significant loss in performance. In this step, the
fine-tuned LLLM acts as a “teacher” model, providing soft target probabilities
to guide the training of a smaller “student” model. The student model is
trained to mimic the teacher’s behaviour, thereby inheriting its language
understanding capabilities. Through knowledge distillation, the student
model effectively captures the essence of the LLM while reducing its size
and complexity, resulting in a more lightweight TinyLLM.

MAIN MENU X

ONBOARDING X

constrained settings, enabling efficient and responsive chatbot interactions
on a variety of devices with limited computational resources.

2.3 User Interface

To provide a seamless and interactive user experience within the
decentralised chatbot ecosystem, we designed a user interface with four
distinct modes of operation: Onboarding, Evaluation, Aggregation,
and Exiting, These modes facilitate user engagement, incentivise active
participation, and ensure timely model aggregation and updates (Figure 4).
In the Onboarding stage, new users can join the decentralised chatbot
network as participants or nodes. During this phase, users register their
devices with a small fee, which contributes to the FL process. As new
nodes onboard the network, they receive instructions for training their
local models and contributing to collective learning.

The Evaluation stage encourages users to actively participate in evaluating
the pending model updates contributed by others. When a node submits
its model update, it enters a validation queue for evaluation by other nodes.
Nodes evaluate these updates based on performance metrics, model
accuracy, and privacy compliance. Evaluators who provide valuable and

EVALUATION X AGGREGATION X

Please select from the following options :

‘Checkmg if you are registered...... I

[ Evaluation process starting...... | ‘ Aggregation process starting...... ‘

Register with wallet address ‘ You are not registered yet!
REGISTER and private key You can register now which requires some
TRAI Training global models with refundable deposit.
N local data
EVALLATE Evaluating other trained ‘ You can register with your wallet address
models = and private key.
Merge all approved models
AGGREGATION i1r"5 e global model ‘ Wallet Address: [
Private key: [
EXIT Exit the system and go offline

Do you want to register now?

2 REGISTER
TRAIN
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}~ AGGREGATION
(3 EXT

Cves J wo

You have 5 minutes to consider whether
to accept the merge or reject it.

(Note: merge requires more disk space
to store all approved models)

You can review other models with your
local data and give an evaluation score.

Do you want to help evaluate now?

Do you want to help merge no
() Time Left: 4m 58s

e B wo

Figure 4. User interface.

Quantisation for Model Pruning: The next step in generating TinyL.M is
quantisation, which reduces the model’s computational requirements even
further. Quantisation converts the model’s high-precision weights to lower
precision, such as 8-bit integers. This significantly reduces the model’s
memory footprint and computational cost, making it more feasible to
deploy on resource-constrained devices. Although quantisation may result
in some loss of precision, the impact on performance is often minimal,
ensuring that TinylLM can still provide contextually relevant responses for
chatbot applications.

Fine-tuning the I.IM: The final step in creating a TinyLLM is to fine-tune a
pre-trained LLM on a domain-specific dataset.

Fine-tuning the LLM allows the model to adapt to the target task by
focussing on specific language patterns and contextual understanding
relevant to the desired application [19]. This process helps tailor the LLM’s
vast language knowledge to the specific use case, making it more suitable
for the intended application. A TinyLLM can be generated from an LLM
by fine-tuning, knowledge distillation, and quantisation. The TinyLM is
tailored to a specific domain and pruned to a more computationally feasible
size while retaining much of the language processing capabilities of its
larger counterpart. This makes it well-suited for deployment in resource-

accurate feedback receive incentives in the form of tokens or rewards.
This incentivises nodes to actively contribute to the evaluation process,
fostering a collaborative and transparent environment.

The Aggregation stage is responsible for combining the validated model
updates from different nodes using SMPC. To ensure timely aggregation,
a random node is selected as the designated aggregator. If the chosen
aggregator does not respond within a predefined time frame, the system
automatically selects another node to perform the aggregation process.
This dynamic selection mechanism helps maintain the efficiency and
continuity of the model aggregation process.

In the Exiting mode, nodes have the option to leave the decentralised
chatbot network while preserving their privacy and data ownership. When
a node decides to exit, its local model updates and data are securely deleted
from its system. This ensures that participants can retain control over their
data and contribute to the FL process as they see fit.

By incorporating these four modes of operation in the user interface, the
decentralised chatbot ecosystem encourages active participation, rewards
valuable contributions, and ensures seamless model aggregation. The
user interface fosters a decentralised and democratic environment, where
all participants play a crucial role in the collective improvement of the
chatbot’s language capabilities while safeguarding their privacy and data
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ownership.
3. Experimental Setup and Results

In this section, we present the experimental setup and results conducted to
evaluate the performance and effectiveness of the proposed blockchain-
based DFL framework, along with the generation of the TinyLLM through
fine-tuning, distillation, and quantisation processes. We deployed the DFL
framework on the Ethereum blockchain using smart contracts to facilitate
secure and privacy-preserving FL. Note that the DFL framework is
agnostic to the model itself, and the experiments are to only showcase the
efficacy of our DFL implementation.

We used the latest Falcon-7B LLM, which outperforms comparable open-
source models (e.g., MPT-7B, StableLLM, RedPajama, etc.) as witnessed on
the OpenLLM leaderboard on the popular HuggingFace platform. It is a
raw, pre-trained model, which should be further fine-tuned for most use
cases. We chose the Open Orca-K16 dataset for our text summarisation
task to fine-tune the LLLM and the distilled model. The dataset contains
pairs of input text and summary text.

For the generation of the TinyLM, we first employed knowledge
distillation techniques [20] using the pre-trained LM as the teacher model
and a smaller but similar architecture as the student model on the Open
Orca-K16 dataset. The student model was trained to mimic the teachet’s
behaviour by learning the value of its output logits, capturing its language
understanding capabilities while reducing the model size significantly. Our
code loads the test set, converts it into tokens, and then uses the ROUGE
metric to evaluate the performance of the distilled model. The ROUGE
precision score [21] (average of ROUGE-1, ROUGE-2, and ROUGEL
scores) will provide an indication of how well the distilled model performs
in compatison to the original teacher model. It is important to note that
distilled models are typically expected to have slightly lower performance
than their teacher models, but the student model is much faster and more
efficient.

Quantisation was then applied to the distilled TinyLLM to further compress
the model’s weights, achieving a more computationally feasible model
without sacrificing performance (e.g, 8-bit integers instead of 32-bit
floating-point numbers). In this work, we used relevant low-precision
optimisers [22] and QLoRA [19] to obtain the fine-tuned quantised student
model. Finally, this TinyLLM is deployed using the DFL framework to give
a further boost to the text summarisation performance on the Open
Orca-K16 dataset.

3.1 DFL Evaluation Metrics

The distilled and quantised student TinyLLM fine-tuning happens directly
using the DFL framework. The TinyLM currently exhibits baseline
proficiency in text summatisation tasks and a compact footprint that
permits execution on standard end-user devices, such as a personal PC
with a Graphics processing unit (GPU). The initial global model for five
separate DFL nodes is established using the deployed TinyLLM. These nodes
possess private data for training, achieved by dividing the training dataset
into five distinct segments, with each segment assigned to a respective node.
Subsequently, each of these five nodes proceeds to conduct fine-tuning
operations using its private data and subsequently evaluate the model’s
performance. The resulting fine-tuned private models are subjected to
encrypted aggregation, facilitating the preservation of data privacy while
also enabling parallel fine-tuning processes. This approach not only
facilitates the utilisation of sensitive private data without compromising
privacy but also harnesses individual computational resources to do the
parallel training to expedite the model training process.

We evaluated the performance of the DFL framework using two metrics,
including global model accuracy and training efficiency. The accuracy of

the global model was assessed across multiple rounds of DFL using an
independent test dataset and ultimately contrasted with the performance
of a standalone TinyLLM. This standalone TinyLM was trained normally
without any FL, denoted as ML in the experiments, on the complete
training dataset.

Secondly, as the DFL process splits the training burden across multiple
nodes, it can potentially achieve faster convergence compared to a
standalone ML model trained on the whole training dataset at a single
machine. The DFL training efficiency was assessed by measuring the
number of epochs needed to achieve the same performance using the
TinyLM, with and without DFL, similar to the way the first metric is
designed.

3.2 DFL Results

The size of the original Falcon-7b model was 14.43 GB, and the runtime
GPU memory footprint was 26 GB. The size of the student model after
knowledge distillation was just 700 MB, and the GPU memory footprint was
3.8 GB. After quantisation, the GPU memory footprint was further reduced
to 3.0 GB. The final ROUGE scores of our TinyLM are: ROUGE-1-
precision = 88.15%; ROUGE2-precision = 86.56%; ROUGE-L-precision
= 88.06% using the first 20,000 samples from the Open Orca-K16 dataset.
It is important to mention that we utilise a distinct portion of the dataset
for quantisation and distillation. This decision is made to avoid redundancy
in subsequent DFL processes. In summary, regarding the generation of
the TinyLLM, the fine-tuning and knowledge distillation processes yielded
a student model that closely resembled the performance of the LLM
while significantly reducing model size. The quantisation process further
pruned the model, achieving a computationally efficient TinyLLM suitable
for deployment on resource-constrained devices. As mentioned earlier,
the main contribution of the article is the DFL framework itself, and the
model used is only for showcasing our successful implementation.
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Figure 5. DFL results on the Open Orca-K16 dataset.
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In our DFL experiments, we first filtered the dataset for very long input
tokens and used part of the filtered dataset for training and the other part
for testing with a ratio of 5:1 (this data was not the same one used for
generating the TinyLM). We utilised 200,000 samples from the dataset
for training and 40,000 samples for testing the standalone ML model and
DFL. In our DFL experiments, we took a distribution of five nodes with
an equal distribution of the training data. The ML training improved the
ROUGE precision score of the TinyLLM from 85.08% to 88.36%, while
the DFL finally improved to 87.91%. Figure 5 depicts a comparison
of the test loss change as well as the ROUGE precision score change,
respectively. The results highlight the comparable training impact between
DFL and standalone ML, a key outcome of this study. This underscores
the successful functionality of our DFL implementation.

In addition to this, we also performed a comparison of the training
efficiency of DFL and standalone ML. Under the premise of the same
GPU (RTX A6000), each epoch of ML needs to process 200,000 samples,
which takes about 55 minutes and 18.4 seconds; while a single node of
DFL needs to process only 40,000 samples per epoch, which takes about
11 minutes and 9.3 seconds. Therefore, the time consumption is only
20.17% of that of ML, which is about the ratio of the total amount of
data. Relevant to a real-world situation, since the GPUs used for DFL
should theoretically have lower computational power than the GPUs used
for ML, we arranged the DFL on a V100 GPU with lower computational
power for the time computation. In this case, each epoch takes about 24
minutes and 30 seconds, which is only 44.30% of the time consumption of
ML. This shows that DLF is more efficient compared to machine learning
(ML) while having similar training capabilities.

The experimental results demonstrated the effectiveness of the DFL
framework in collaboratively improving the language model. Through
DFL, the chatbot’s language capabilities were refined iteratively, resulting
in enhanced model accuracy and contextually relevant responses. The
results of our experiments highlight the potential of the proposed DFL
framework in creating privacy-preserving and efficient TinyLLMs. By
leveraging blockchain technology and decentralised learning, the chatbot
ecosystem can ensure user data privacy and foster trust among participants.
Additionally, the generation of TinyLLMs offers a practical solution
for deploying language models on devices with limited computational
resources, enabling efficient and responsive chatbot interactions in real-
world scenarios.

4. Conclusion

Our article introduces a novel approach to address critical privacy and
efficiency concerns in chatbot applications by harnessing the power of
blockchain-based DFL and the generation of TinyLLMs. Through the
incorporation of SMPC within the Ethereum blockchain, we establish a
secure and collaborative learning environment that preserves individual
data privacy and fosters trust among participants. Additionally, by applying
fine-tuning, knowledge distillation, and quantisation techniques, we
successfully generated TinyLMs, significantly reducing the model size
without compromising language processing capabilities. Our experiments
demonstrate the efficacy of the proposed DFL framework and Tinyl.M
generation, exhibiting similar model accuracy with much higher
computational efficiency compared to standalone machine learning and
real-wortld practicality.

The combination of decentralised learning and lightweight language
models introduces new possibilities for efficient chatbot deployments on
resource-constrained devices, offering privacy-preserving and responsive
language interactions in diverse domains. By integrating SMPC and
encryption methodologies, our research advances the development
of secure, efficient, and user-centric language processing applications,
promising a future of decentralised chatbot technology that safeguards
user privacy and empowers individuals to take control of their data.
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Abstract

The food supply chain is characterised by its complexity and interconnectedness, involving various actors, from farmers to consumers. It emphasises

the critical importance of maintaining product integrity, safety, and quality throughout the process to meet stringent regulatory standards and

consumer expectations. However, food supply chain is plagued by challenges such as counterfeiting, quality issues, and safety concerns, prompting

the adoption of product traceability as a remedy. Current traceability systems (e.g., systems based on centralised and EPCIS architectures) aim to

capture traceability data from the initial link to the final link in the supply chain, allowing for tracing a product from the end consumer back to its

origin. Nevertheless, trust issues persist in these systems, particularly concerning the integrity and reliability of traceability data. Blockchain has been

proposed to address these trust issues by creating an immutable and transparent ledger distributed across all peers. Despite this innovation, different

studies underscore the inadequacy of relying solely on blockchain to ensure the trustworthiness of traceability data. This paper addresses this gap

by proposing an adaptable and extensible framework that combines blockchain with a multi-trust packages-based trust model. The framework seeks

to strengthen trust relationships among supply chain actors by improving the accuracy of identifying specific areas within the supply chain where

compromises in quality and safety have occurred.

Keywords: Traceability, Trust Metrics, Trust Score, Trust Package, Trust Package Smart Contract, Metrics Developer, Trust Model, Blockchain, Data Trust

JEL Classifications: D82, D85

1. Introduction

Several scandals and recalls resulting from quality and safety compromise,
as well as product counterfeiting, have been reported from supply chains
around the world [1-4]. Many lives have been lost due to quality and safety
compromise problems. For example, regarding food supply chains, the
World Health Organisation reported that an estimated 600 million people
become sick because of consuming food products and 420,000 end up
dying [5]. This has resulted in many consumers losing trust in supply
chains. To address this issue, several studies have suggested end-to-end
traceability [6-8]. End-to-end traceability can provide an audit trail in
the movement of a product in the supply chain [9], which helps detect
quality and safety issues at the eatly stages of the supply chain [10]. It also
makes product recalls to be managed systematically [11] and shortens the
time taken to trace and pinpoint exactly where the product might have
been compromised [12]. In food and pharmaceutical supply chains, many
governments have taken the initiative to make traceability a legal obligation
to protect consumers [13, 14].

To support traceability processes in supply chains, automated traceability
systems are being used. These traceability systems can store traceability data
in centralised repositories [15] or in repositories using distributed ledger
technologies such as blockchain [16-19]. Centralised traceability systems
provide non-tamper-proof data repositories. However, repositories
whose data can be tampered with have data trust problems, as nothing
stops the parties from tampering with the data to favour their interests
[10]. Therefore, traceability systems based on a centralised approach fail
to protect traceability data from the possibility of tampering [20, 21].
Although blockchain can provide tamper-proof repository, Powell et al.
[20] argue that there exists a Garbage in Garbage Out (GIGO) problem

with the blockchain approach. This is because blockchain does not have
the capability to correct faulty and malicious data from the source to the
ledger. To address the GIGO problem, Malik et al. [22], Dedeoglu et al. [21],
and Al-Rakhami and Al-Mashari [23] proposed approaches that integrate
blockchain and trust model, referred to in this study as blockchain + trust
model approach. In this approach, the trust model’s role is to establish
trust in the ecosystem by computing the degree of trust (trust score) and
associating the score with the network participants and data, while the
blockchain provides tamper-proof repository. To develop trust models,
trust metrics (TMs) are used. TMs are vital in determining whether a trust
model accurately computes trust [24, 25].

In blockchain + trust model frameworks, a single set of TMs is used
to quantify and compute trust scores. Using trust models that rely on a
single TMs set to solve the trust problem is less effective because (1) as
traceability data is generated by different data sources in different supply
chain links, different sets of trust metrics are required to quantify trust
values effectively; (2) whenever there are changes in the supply chain trust
needs (e.g,, new data produced in the supply chain), the framework’s degree
of accuracy in estimating trust score becomes low. This is because new
trust requirements need different metrics to accurately compute trust. We
agree with the views of other researchers that the problem can be solved by
addressing the data trust problem [26, 8, 20, 21]. Therefore, our approach
is to develop a framework that improves the end-to-end trustworthiness of
traceability data by assessing the trustworthiness of traceability data and
storing both data and associated trust values in a tamper-proof repository.

The remainder of this article is organised as follows: Section 2 discusses
the existing traceability frameworks; Section 3 presents the proposed
framework; Section 4 discusses the case study; Section 5 provides a
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description of how trust metrics are developed; Section 6 presents the
evaluation procedure for the framework; Section 7 discusses the limitations
of this research, and Section 8 summarises the main points of the research
and future work.

2. Related work

The literature presents several frameworks that attempt to address the
problem of data trust. The frameworks can be categorised into three
based on their architectural designs [8]. These include centralised [15, 27],
blockchain [28], and blockchain + trust model [21].

In a centralised architecture, data from the supply chain is sent to a
centralised repository mainly hosted in wide area networks. Some systems
use one central repository, while others have distributed repositories.
Electronic Product Code Information Service (EPCIS) is an example of a
distributed centralised repositories network. EPCIS network has an extra
repository called Discovery Service, whose function is to route the data
requests from traceability applications to the right EPCIS data servers and
re-route the queried data back to the requesting traceability applications.
Central repositories are managed by intermediaries in the supply chain [29,
15]. Whenever traceability is needed, the central data repository is queried
by traceability systems to acquire the data used for tracing the product.
Traceability in this approach is solely dependent on the central data
repositories. In all traceability systems based on a centralised architecture,
intermediaries can tamper with the data and, hence, do not adequately
address data trust issues in the supply chain [21, 22, 26, 48].

In blockchain architecture, traceability data from the supply chain is
evaluated for validity by a consensus mechanism and, if valid, then passed
into an immutable ledger. However, one of the drawbacks with the current
blockchain consensus mechanism is that it cannot verify data veracity [20,
21]. The merits of this approach lie in the following: (1) there is a high
level of transparency as nodes can always see data from other peers, which
many researchers claim it encourages nodes to be honest. It should be
noted that transparency is observed at different levels depending on the
type of blockchain. In public blockchains, the same ledger is visible to
all members; therefore, transparency is guaranteed to all members of the
blockchain, while in consortium and private blockchains, transparency is
at the group members level (those with common ledger). For example, in
the Hyperledger Fabric consortium blockchain, transparency is limited to
those within the same cluster. In this study, transparency is discussed in
the context of consortium blockchains featuring a shared ledger among
members; (2) immutability of data once in the ledger.

Different researchers have proposed frameworks using this architecture. To
control the distribution of counterfeit products in pharmaceutical supply
chains, Kumar and Tripathi [31] developed a traceability system that uses
blockchain technology and quick response (QR) code. In their traceability
system, the encrypted QR code consists of the details of the medicine that
a pharmaceutical company manufactures, and the information is stored in
the immutable ledger. In agri-food supply chains, Lin et al. [32] integrated
blockchain and Long-Range Radio (LoRa) IoT-based architecture and
demonstrated that minimising manual data entry by humans improves
trust in food supply chains. A similar approach was also proposed by Tan,
Gligor, and Ngah [33], who developed a traceability system using blockchain
technology for tracing and confirming the authenticity of halal products.
Similarly, Walmart piloted a blockchain traceability system on mango and
pork supply chains, showing that traceability can be reduced from seven
days to 2.2 seconds [19]. The blockchain approach provides the advantages
of transparency, immutable ledger, and consensus mechanism that filter
invalid data from entering the ledger. Since there is a lack of a mechanism
to check the trustworthiness of the data before entering the ledger, the
current blockchain is not sufficient to guarantee the trustworthiness of
traceability data [8, 21, 22, 49]. This has also been observed by Powell et al.
[20], who highlighted the GIGO problem.

To address the drawbacks highlighted in the blockchain-based approaches,
blockchain + trust model approach has been proposed. The trust model
is introduced to establish trust in the blockchain network so that both
network nodes and data flowing into the network can be trusted to a
certain degree. Trust and trustworthiness are two concepts used in the
development of trust models. Trust is drawn from human life and, as
Sagar et al. [24] highlighted, “It is a fundamental aspect of human life for
building relationships with each other.”” Research in trust cuts across various
disciplines, such as psychology [34, 35], sociology [36, 37], economics [38,
39], and computer science [40—46]. What is common in all the disciplines is
that there is a trustor and trustee. The trustee makes a promise by sharing
information, and the trustor accepts to rely on the information that the
trustee will fulfil the promise. Computer science has multiple domains
where the concept of trust is applied. These include software engineering
[40], networking [41], data trust [42, 43], artificial intelligence [44], and web
management [45, 46]. In these areas, trust is associated with the trustor and
it is the behaviour displayed by the trustor based on the trustworthiness
of the trustee. Thus, trustworthiness is a characteristic displayed by the
trustee.

Our focus in this research is on addressing trust in traceability data for
supply chains. Accordingly, trust models are built to mathematically quantify
trustworthiness in a particular domain and context [47]. In the existing
trust models, the quantified value is the measure of the trustworthiness of
the trustee. It is mostly referred to as the trust score. Trust models typically
normalise trust scores to fall between 0 and 1. 0 implies no trust at all,
while 1 means full trust. Low trust values are those near 0, and high trust
values are those near 1.

Few frameworks have been observed in the literature developed using this
approach. These include Malik et al. [22], Al-Rakhami and Al-Mashari [23],
Dedeoglu [21], and Rouhani and Deters [48]. Malik et al. [22] suggested
trust metrics for generating trust scores that measure the level of quality
and safety of the product. This means that a trust score close to 1 implies
high quality and safety of the product. However, the framework does not
adequately address the trust problem in traceability data. The IoT devices
are vulnerable to data security compromise [60]. This is because: (1) the
devices are heavily dependent on batteries for power supply, which makes
them vulnerable to energy-depletion attacks [61]; (2) the devices have a
limited amount of memory and processing power, incapable of running
complex cryptographic security algorithms [62]. Since IoT devices are
vulnerable to so many security attacks, there is no guarantee that the data
from the devices used by the framework to calculate trust scores is not
malicious.

Al-Rakhami and Al-Mashari [23] and Rouhani and Deters’ [48] frameworks
attempt to assess trust in the data using blockchain + trust model
approach. The problem with the frameworks is the use of one set of trust
metrics. A supply chain comprises a consortium that contributes to and
records various traceability data for a product. The consortium uses diverse
data sources and using one set of trust metrics by these frameworks is a
bottleneck in accurately assessing the trustworthiness of traceability data.
For example, if there is a supply chain link that uses GPS devices to send
location data about a product and another supply chain link that uses
temperature and humidity sensors to capture data about the environmental
conditions of the perishable products storage, using a single set of trust
metrics cannot accurately assess data from GPS devices and environmental
condition sensory data. Thus, using one set of trust metrics is limited in
computing accurate trust scores.

3. Adaptive and extensible framework

We propose the development of a framework which improves the
trustworthiness of traceability data across all the links of a supply
chain. The framework uses different packages of TMs to quantify trust
into numerical values. Figure 1 shows the different components of the
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framework. These include trust model, ledgers, access management,
metrics management module, application management module, supply
chain and metrics developers.

The trust model comprises two smart contracts: metrics selection smart
contract and trust computation smart contract. Overall, the trust model
evaluates the data produced by data sources found in the supply chain links
to check its validity in terms of trust. The trust model then computes trust
scores and sends data and computed trust scores to the blockchain ledger.
The trust model uses the metrics selection smart contract to select an
appropriate trust package developed for trust assessment of the generated
data. Trust packages refer to a set of TMs and the instructions on how they
are used to establish trust. The metrics selection smart contract is triggered
when an application sends data from the data generator to the blockchain.
Trust computation smart contract uses the trust package to compute trust
and send the data and trust score to the ledger. The data repositories
consist of two main ledgers: the metrics ledger shaded green and the
base ledger shaded grey. The base ledger stores traceability data and trust
scores. This protects data and trust scores from tampering. Metrics ledger,
on the other hand, stores different trust packages. TMs are protected in
the ledger because of their criticality for accurately assessing trust scores.
Metrics developers continuously assess the effectiveness of existing trust
packages, and if some are seen to be less effective, then they develop new
trust packages to replace them. Also, if new data generators generate
data that none of the existing packages can assess for trust, then metrics
developers develop trust packages to address those trust needs. This
makes the framework to be more effective and relevant. The application
module provides an interface between the blockchain ledger and end-user
applications. Traceability systems used by end users will communicate load
traceability data from the ledger by interacting with this module.

g Link1 > Link2 --\{}Lmkn ﬁ
Metrics developer
| & & & B

Data i
-

l (Trust metrics, computation instr

Application data
management
module

End user/Traceability agent

Figure 1. Framework for enhancing trust in supply chain
links. Adapted from [25].

The supply chain is plugged into the framework, and data generators
are available to generate data from traceability units and send it to the
blockchain network. Data generators' may involve manual entry by a
human being who observes the product, or it can be an autonomous set-
up where various sensors transmit data to the network. Metrics developers
are members of the consortium whose sole responsibility is to provide
the framework with appropriate trust packages for efficient computation
of trust scores. This helps the framework to be up to date in accurately
computing trust scores.

4. Case study

Botswana beef supply chain is chosen as a case study. The two farming

methods practised at the farm link are free range and ranched. About
90% of farmers practise free range [50]. In terms of quantity and quality,
Botswana is the biggest supplier of beef to the European Union (EU)
from the African region [51]. While the Botswana beef supply chain is one
of the top exporters of high-grade cattle meat from the continent [52], an
audit by Engelen et al. [50] highlighted issues related to data trust. Due to
traceability data trust, the country was temporarily banned from exporting
to the EU [50] and, in 2023, lost one of the lucrative markets in Norway
[53].

Beef supply chain links have been identified from the Botswana Agri-food
Value Chain Project [50] and attached to the framework as an off-chain
pluggable component. Figure 2 shows the links extracted from the report.
The Botswana beef supply chain currently uses a centralised traceability
system called Botswana Animal Identification and Traceability System
(BAITS) [54, 55].

'Secondary production
(Feedlots)
Input suppliers Transportation
(Feeds, Breeders,vets)) (Live animals)
Wholesale Secondary production Slaughtering
(Cold (Slal houses)
Retailer < Export |

Primary producers
(farmers)

Consumer

]

Figure 2. Product transformation links in Botswana beef
supply chain.

5. Trust packages development

We used the guidelines provided by Leteane and Ayalew [25] to identify
trust metrics and use them to develop trust packages for the Botswana
beef supply chain. For demonstration purposes, trust packages for farm
and cold room links are developed.

5.1 Trust at the farm link

Trust issues mainly emerge from free-range farming because it is difficult to
monitor the location of the cattle. Botswana has different zones to identify
areas affected by diseases such as foot and mouth disease (FMD). One of
the major requirements of the EU market is that all meat products should
be coming from disease-free zones. Assuring the markets that the cattle
come from free-range farming has never passed through the FMD zones
remains a big challenge. Collecting real-time data of cattle movement using
ToT devices in this supply chain would be ideal. Nevertheless, the integrity
and truthiness of the data from IoT devices could be compromised,
resulting in data trust problems. Therefore, it is important to develop a
trust package that the framework can use to enhance trust in the data
coming from the cattle using IoT devices.

The location of cattle data is collected from a GPS device. The devices
are attached to the cattle and continually send GPS coordinates to the
blockchain network through the internet. In the above data source, where
IoT devices generate the data, there is a correlation between data quality
and trust. Therefore, data trust issues may arise from what Byabazaire,
O'Hare and Delaney [56] identify as intrinsic data quality dimensions.
The dimensions include problems associated with data quality and
integrity, provenance, and abnormality. While we acknowledge that all the
dimensions must be addressed for data trust to be enhanced, data trust is
broader, and quality does not always mean trust. Since existing approaches
can be used to enhance data quality, we focus on the metric that improves
trust in the data. The following factors are identified to help extract the
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trust metrics: (1) device malfunction (hardware and software) — we argue
that a device with valid calibration is likely to generate correct data; (2)
data tampering — IoT devices are known to have limited security features
and are vulnerable to data attacks. For example, a node in the network can
change its behaviour to become an adversary and try to inject malicious
data into the ledger. This kind of attack can be addressed by both temporal
and spatial sensory data correlation and by evaluating the trust score of the
data item. In the free-range farming set-up where cattle can go astray and
graze on their own, there are challenges with spatial data as there will be
reliance on one sensor. Temporal correlation of time series data is likely
to evaluate and provide high accuracy of trust in this scenario; (3) the
battery problems (low battery or high power consumption) — devices with
low battery are likely to generate faulty data, and devices with high power
consumption are likely to be malicious [57]. This can be addressed by
monitoring the battery level and usage. Thus, to compute the trust values of
data from IoT devices, device calibration, battery level and consumption,
and temporal correlation are used as TMs.

Device calibration: To quantify trust for device calibration trust metrics, a
value of 1 is assigned if the device is calibrated; otherwise, a value of 0 is
assigned, as shown in Equation (1).

n={}
(1)

Battery level and consumption: When the battery level goes below some
threshold, the likelihood of the device producing correct data becomes low
[57]. Also, malicious nodes are known to consume more energy than usual.

if not calibrated or date expired
Calibrated

Therefore, we chose energy level and consumption as one of the trust
metrics of the data coming from IoT devices. We use two thresholds as
follows: o = maximum energy consumption. Any node consuming energy
above this threshold is considered malicious and produce untrustworthy
data; p = minimum energy level. A device whose energy level is lower than
p is considered to produce erroneous data that cannot be trusted. Like in
[57], 5% is reasonable p. However, the appropriate threshold value can be
chosen based on the application use case. The rate of consumption AE
and energy level E_are computed as:

E.=Eiq (2)

AE = Et - Et+1 (3)
Where E < p = incorrect data produced and AE>a= energy level trust
value T,=0.

In Equation (4), we quantify the energy trust metrics using both E_and AE
to produce trust value as follows:

T—{O' if E. <porAE>a
€71, Otherwise

Temporal correlation: Due to the movement of cattle, there is a gradual
change in location data. As in [58], temporal features of the location data
over time are used in changing the TMs to numerical values. The GPS
sensor provides data as latitudes and longitudes. To use these latitudes
and longitudes for estimating distance, we use Haversine’s formula as in
Equation (5). Let’s denote the distance between two points (previous and
current position) to be Ry. We use average deviation to compute distance
deviation tolerance.

Ry
=2XR
X sin~t (\/sin2 (B, — B1) + cos(B,) X cos(B,) X sin?2(¥, — ‘Pl))

®)

where R represents the earth’s radius, @, and @, represent latitudes, W1 and
W2 represent the longitudes.

To determine whether the data is trusted or not, we use the average
deviation, like Zhang [59]. After calculating the distance covered, we
determine the tolerance value range. The tolerance value range is used to
determine the trust value. To determine the tolerance value, we look at the
latest normal behaviour of the cattle movement. We consider five days of
normal behaviour data and use it to define the tolerance value range. Five
days is chosen to use just enough data to observe general distance coverage
daily. We limit history data to five days since using large data covering more
than five days can affect the efficiency of the framework by taking a long
time to process data. On the other hand, using less data covering less than
five days may not give the accurate behaviour of cattle movement. Let D
represent the normal behaviour data for five consecutive days. The average
of distances covered within a fixed defined time duration in D is R, and
the degree of deviation of each distance is 8. If the degree of deviation &,
> 0, then an outlier exists that can be used to estimate the degree of trust
in the incoming data.

Ry=(Ry+ Ry, +Rz+...4+R,)/n ©)

In Equation (6), there are # positions, and the #th position is represented
by Rz. The deviation in the movement of cattle is calculated as follows:

Ai=I|Ry—Roli=12,...,n ™

In this formula, sample data is represented as Ry. The deviation in the
expected distance of coverage is:

8, = A/R, ®)

Next, we calculate the average sum of deviations from the previous
samples. This gives us the approximate deviation of every sample. Thus,
every deviation is expected to be close to the average degtee of deviation.
The average deviation and average coverage distance are used to set the
tolerance threshold. The tolerance value is calculated using Equations (9)
and (10):

p=32 ©)

n =AXR, (10)
We then check whether the incoming radius of coverage falls within the
range of ( R, R +7). If the radius falls within the range, then the trust
score Tt for the metrics is considered high and falls within the range 50 < ts
< 100. Otherwise, the trust score is low and falls in the 0 < T¢ < 50 range.
Hence, we qualify the data set as trusted if the trust score is 0.5 or higher
and not trusted if it is below 0.5. T¢ is calculated as:

1 ifA=0
05%6 Otherwise

1D

The total trust score (Ts) represents the total trust score aggregated from
all three TMs of the location. The choice of aggregation technique is
determined by metrics developers based on the technique that gives better
accuracy.

A weighted sum is chosen in this case for demonstration, as shown in
Equation (12). Equation (5) gives the actual distance of coverage between

two positions over a time window. The time window is defined at the time
of sensor configuration.

TS = WlTU + WzTe + W3TC, W + Wy + w3 = 1

(12)
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where w,, w,, and w, are weights of each TM. The weights are assigned
based on the importance of the TM to the overall trust score.

5.2 Trust at the cold room links

IoT temperature and humidity sensors are used to collect and forward the
data to the framework. Here, we are interested in ensuring that the data
represents the actual condition of the environment where the product is
stored. Unlike in location data, sensors are not mobile. However, the first
two trust metrics from the previous section remain important as sensors
depend on battery and correct calibration to provide trusted data. Thus,
we use the battery management and calibration metrics again. According
to Karthik and Ananthanarayana [57], a correlation exists between data
from a sensor and data from neighbouring sensors. We consider the spatial
correlation of the sensory data from all the sensors in the same room. It
is suggested that multiple similar sensors be used in the same room to
collect the same environmental condition data [43]. The expectation is that
the data generated by the sensors must be almost the same. A correlation
coefficient of data from all the sensors in the cluster observing the same
phenomena is calculated and used to represent the trust score. Equation
(15) is used to compute the trust score for spatial correlation of data. Let
Sen, be a sensor in a room with a set of § sensors measuring the same
phenomena, in this case, temperature. Then, we calculate the mean as:

u = W,Vseni €S (13)
and the deviation of the sensory data as:
1
o= |-Xizq(sen; —p)? (14

The trust score is given by subtracting the correlation coefficient from the
possible highest trust score:

Tsp =1- (%)
(15)

Like in the previous package, a weighted sum is used to aggregate all trust
scores from the metrics to compute the total trust score. Thus,

Total_trusteoiq = aTeorr + BTsp + ¥Tpare, @ +B+y =1

(16)

ALGORITHM 1 BATTERY LEVEL
Input: Batteryjue
Olll:PlIl‘.' Bdﬁé’@/tmmmre

1 Baﬂe@t/md «— 0.05

2 | 1f (Batteryima = Batterymsq) & (consumption < 0) then

3 | TS 1

4 | else

5 If (Batteryiwa = Batterynsg) & (consumptionya. = 0) [
(Batteryuwa < Batterya) & (consumption,.., < 0) then

6 | TSpu <0

7 else

8 | TS e 1 — Batteryima

9 end if

10 | end if

11  return TS},

5.3 Developing trust packages smart contracts

Each trust package is added to the framework as a special smart contract
called trust package smart contract (TPSC). Four algorithms are provided
below and used by the TPSC to quantify and compute trust from data
coming from supply chain links. The sensor collects environment data

and proposes the transaction to the blockchain. Algorithm 1 is used by
TPSC when data is sent from the supply chain to the framework. TPSC
uses algorithm 1 to compute the trust score for battery-level trust metrics.
The computation is based on Equations (2)—(4). Algorithm 2 computes
trust score for the calibration trust metrics. TPSC uses the algorithm to
get the trust score for the metrics and is used in computing the total trust
score for the data. TPSC also uses algorithm 3 to compute trust score for
temporal correlation metrics. The algorithm uses Equations (5)—(11) to
compute the trust score. Then, TPSC uses Equation (12) to compute the
trustworthiness of the location data. The sensor triggers the appropriate
TPSC for computing the trust score for the data and passes the data
together with the trust score to the ledger. Algorithms 1-3 use Equations
(1)—(12) to compute the trust score.

ALGORITHM 2 CALIBRATION._DATA
Input: Validation expiry date
Output: Total trust score for calibration (IS_cal)
If validation expiry date< today then
| calibration, g <— TRUE
else
| calibration,g <— FALSE
End if
If calibration,.is = TRUE then
| TS _cal — 1
else
| TS _cal — 0
End if
Return TS cal

O ® NN GWNN

23

The trust package that computes the trust score of the data from the
GPS data source in the farm link uses algorithms 1-3. The TPSC takes
the quantified trust metrics values and uses weighted sum aggregation to
compute the final trust score for the data. The trust score is then passed
to the smart contract that writes the data and trust score to the blockchain
ledger. Algorithm 4, on the other hand, is used by the TPSC to compute the
trust score for the data coming from cold storage links. When the sensors
send environmental condition data, it triggers the appropriate TPSC smart
contract to execute. The TPSC then uses algorithm 4 and returns the trust
score written with data to the blockchain ledger.

ALGORITHM 3 TEMPORAL CORRELATION TRUST
SCORE
Input: PosLat, Prevlat, PosLong, Prevlong, PrePos
(latitudes and longitudes of previous and current positions)

Output: Total trust score based on data temporal correlation

1 R« 6371 //Radius of the earth as a constant
2 Sleepdur < 720 (maximum time in minutes of no movement)
3 | if (PosLat = PrevLat) & (PosLong = Prevlong) then
4 | Total trust score < 0
5 | else
6 dlat «— [PosLat — PrevLat |
7 dlon < | PosLong — PrevLong |
8 coverageradins < Sine(dlat/2)? +  cosine(PrevLat) x
cosine(PosLat) x sine(dlon/ 2)?
9 Actnalgianc— (2R x xz'mf’(, / coverageRadius)
0 PWMWMW_Z—L ‘;ve'di
11 Deviation «— | Actualdistance — Prev.Averages |
12 1If Deviation = 0 then
13 | trust score <— 1
4 else
15 deviation e <— _Deviation
Prevayerages
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16 215-=1 dailyDeviation;
Averageduiations — p

17 tolC—Averageamiaion  +  Prevags /[ (maximmm
tolerance)

18 to/F— |A%’7"ﬂg€de1/iazjoﬂ — Preﬂ/{i/emga| //(”ﬂ””ﬂ”m
tolerance)

19 If (deviationag.. = TolC) & (deviationgy.. < toll)
then

20 | Trust_score = 1 — deviation e

21 else

22 ’ trust score = 0.5 — deviation .

23 End if

24 End if

25 | End if

26 Return trust_score

5.4 Adding trust packages to the framework

After a trust package is developed, it must be accepted in the network by
all affected supply chain actors for it to be used in the framework. The
acceptance process is initiated by the metrics developer who wants the
developed trust package to be used. If the package is accepted, then the
metrics developer packages the accepted trust package as TPSC and adds
it to the blockchain network.

ALGORITHM 4 TEMPERATURE DATA TRUST PACKAGE
Input: Temperature and battery level data
Output: Total trust score for the cold room data

1 . temp_dataset;

(—

tem_dataset.size
2 ) 1
dzw—\/;Z?zl(seni — ©)?

3 mm@—%
4 | Trustpaiar—1 — cortuy
5 | if (Batteryiwa = Batteryyrsq) & (consumption_rate > 0) then
6 | | TS 1
7 | else
8 If (Batteryiw = Batteryyrq) & (consumption_rate < 0) [ |

(Batteryj.<Batterysy,.q) & (consumption_rate < 0) then
9 | TSbat — 0
10 else
11 | TS 1 — Bﬂﬁeg//ewl
12 End if
13 | End if
14 | if calibration,.js = TRUE then
15| | TS cal—1
16 | else
177 | TS_cal —0
18 | End if
19 Trmfm/FTruStSpa”al+3stat+TS‘Cal

20 Return Trust.y

The cluster members accept the smart contract into the network. All the
data from the supply chain is then proposed through the organisation’s
peer. The peer then selects and triggers the appropriate TPSC to compute
the trust score. The metrics developers may now be given some incentives
for successfully providing a useful trust package. However, the mechanism
of providing incentives is outside the scope of this paper.

6. The development of the framework

We chose the Hyperledger Fabric blockchain platform. One key advantage

is its modular architecture, allowing flexibility and customisation to meet
diverse business requirements. Additionally, Hyperledger Fabric ensures
enhanced privacy and permissioned access, making it well-suited for
enterprise use, especially in industries where data confidentiality and
fine-grained control over permissions are crucial. Its support for smart
contracts and a pluggable consensus mechanism further contributes to
its appeal for building the framework. As shown in Figure 3, data flows
from the supply chain through the internet into the framework. Since the
cattle being monitored are mobile, we recommend building a LoRaWAN
network and attaching the LLoRa end devices that sense and communicate
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LoRaWAN * \
| : B A

Internet
connection
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3 4 v:.’ Sens;

Sensors

App o
!.' .O
.'l.lllI'

Figure 4. The farm link cluster.

GPS coordinates. In areas where there is no internet coverage, the gateway
can communicate with the blockchain network through a GSM network.
The LoRaWAN gateway will then redirect the data to the blockchain
network, where the endorsement process will start. The fabric gateway will
propose a transaction by sending the proposal to appropriate peers for
endorsement signatures. The network set-up for the farm link cluster is
shown in Figure 4. The procedure for adding location data to the ledger is
as follows: the GPS data application proposes the transaction once the data
is collected from the environment by connecting to the appropriate peers.
The phases starting with the endorsement to the commitment of the
block to the ledger are followed. In this case, when data is proposed to
be added to the ledger, the triggered trust package smart contract is the
one that uses algorithms 1-3. All data from a GPS sensor in the farm
link will trigger this smart contract. Organisations in the cold room link
also form a cluster in the blockchain network. Similarly, applications from
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temperature and humidity sensors propose transactions by sharing the
proposal with appropriate peers for endorsement, ordering service, and
then committing peers. In this cluster, endorsing and committing peers
compute trust score by engaging trust package smart contract that uses
algorithm 4. It is important to note that trust package smart contracts used
in this cluster are different from those used in the farm link cluster, hence
our idea of the use of multi-trust package to improve trust in traceability
data in the supply chain.

7. Limitations of the study

Most farmers rear their cattle in rural areas where there is no internet
coverage, limited network infrastructures, and no power supply grid. This
poses a challenge in collecting real-time data on the correct movement
and positions of the animals using network devices. An option to address
this challenge is to build the infrastructure from scratch. Developing
economies still face financial constraints to develop such infrastructure,
hence low-power wireless area networks (LPWAN) are considered to be
the most appropriate options. To address the challenge in our case study,
we considered building LoRaWAN network with just a single gateway and
14 end devices to collect real-time data from the farm link. To tackle the
power issue, solar panels will be utilised to supply power to the gateway.

To collect the data, LoRa end devices are attached to the cattle’s neck. An
adversary can potentially penalise the farmer by disconnecting the devices
from the cattle and allowing them to enter the FMD zone. In this case,
the data in our framework, which may be rated highly trusted, may not
be true about the cattle. However, an approach proposed in [63] can be
used to prevent the detaching of the LoRa end devices from live animal’s
neck. It can also be argued that an untrusted farmer may not attach the
devices to the cattle but rather give them to herd boys or moving objects
and still allow the cattle to graze in the FMD zones while our framework
receives false data on the animal’s location. The farmer can then attach the
devices when it is time to take the cattle to the abattoir, where the data in
our framework will perhaps suggest with a high degree of trust that the
cattle has never grazed in the FMD zones. While this is a limitation in
our case study, alternative devices such as rumen boluses with embedded
RFID microchips can be used as end devices. The device is planted in
the stomach of a cattle and starts sending signals to the gateway from the
stomach [64]. The device is only removed when the cattle are slaughtered
at the abattoit.

Another challenge in our framework is developing trust metrics to detect
false data entered by a human being. A way around this is to limit human
data entry using IoT devices. Thus, in the current implementation, our
framework can evaluate trustworthiness of the data only from IoT devices.
However, it should be noted that our framework has metrics developers
whose sole responsibility in the network is to develop and provide trust
packages. While trust packages that can detect the trustworthiness of data
from manual entry seem to be far-fetched at the moment, we believe that
with time, metrics developers may come up with such trust packages.

8. Conclusion

Current traceability frameworks do not adequately address issues of
trustworthiness of the data. This makes it difficult to convince consumers
that the traceability data represents the truth about the condition of the
product they purchase for consumption. As a result, consumers lose trust
in the quality and safety of products from supply chains. Our approach
presented a framework that improves trust in traceability data by integrating
blockchain with a trust model. We demonstrated how blockchain and
trust model can be integrated in developing an adaptive and extensible
framework. The use of blockchain ledger as a repository guarantees that
no actor can tamper with the data to their favour at any time.

Our future work will focus on the evaluation of the framework and develop
an incentive mechanism that can be used to reward metrics developers.
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Abstract

The current state of recycling systems is marked by significant impediments to their efficacy. A lack of transparency often pervades these systems,

which may result in an increased likelihood of fraudulent and corrupt activity. Additionally, traceability pertaining to recycled materials frequently

proves inadequate. Together, these inefficiencies in the collection and processing of recyclables can lead to higher costs and environmental impact.

Furthermore, low incentives may deter individuals and businesses from participating in recycling initiatives. Certain recycling systems may also suffer

from limited compatibility with specific materials, further reducing their effectiveness. To address these challenges, we propose a permissioned

Ethereum blockchain-based system that aims to incentivise and encourage recycling practices in a transparent and secure manner. The platform’s

modular and multi-layered design makes it adaptable to various recycling scenarios, allowing it to handle diverse types of recyclable materials.

Automated and streamlined recycling processes are achieved through the use of smart contracts. The proposed system offers a secure, transparent,

and efficient platform for the management of recycling processes, promoting environmentally responsible behaviour towards a circular economy.

Potential applications for the system include waste disposal and recycling management for smart cities, waste management for organisations, and

tracking and management of operations for recycling companies. The platform is highly versatile and can accommodate various use cases in the

recycling industry, including those involving traceable and untraceable materials, as well as individual and corporate use cases.

Keywords: Blockchain, Sustainability, 10T, Recycling, Smart Contracts, DPoS
JEL Classifications: D§2

1. Introduction

Recycling plays a pivotal role in mitigating the carbon footprint and
combating the environmental repercussions associated with single-use
waste, contributing significantly to the principles of the circular economy
[1]. However, the efficacy of voluntary recycling programmes at a large
scale is often questioned when compared to mandatory initiatives [2].
The reliance on individual adherence to consistent and proper recycling
practices in voluntary programmes has proven challenging, resulting
in contamination and compromised quality of recycled materials [3].
To address these concerns, the enforcement of recycling policies and
regulations becomes imperative. Mandatory recycling programmes,
bolstered by effective enforcement mechanisms, establish individual
responsibility for appropriate waste recycling [4, 5]. This approach holds
the potential to elevate recycling rates and foster the production of
superior-quality recycled materials, thereby diminishing the demand for
virgin resources and promoting sustainable production practices [6, 7, 8].

Numerous studies have explored the integration of technologies to optimise
waste collection, sorting, and recycling processes. For instance, IoT sensors
have been used to collect data on waste generation, predict waste amounts,
and optimise waste bin collection processes, as demonstrated in [9, 10].
In [9], the authors designed a system that uses IoT sensors to collect data
on waste generation and designed an algorithm to predict the amount of
waste generated. The system also provided information on the location
and capacity of waste bins to optimise the collection process. The authors
concluded that their system could reduce the time and cost of waste
collection while also promoting recycling by providing insights into waste
composition. Similar to [9], [10] evaluated the performance of a smart

waste management system in a university campus in Taiwan. The system
used RFID technology to track the movement of waste bins and sensors to
determine the fill level of each bin. The study found that the smart waste
management system improved waste collection efficiency and reduced the
overall collection frequency. In the realm of blockchain, several studies
discussed the implementation of blockchain to recycle e-waste in particular
[11, 12, 13, 14]. [11] specifically emphasised the effectiveness of deploying
blockchain technology effectively in order to improve the recycling rate
of waste electronics and building trust in consumers. [12] explored the
capabilities of a blockchain system to track products and analysed different
aspects of costs associated with implementing blockchains for solid waste
management and costs spent by existing waste management companies
to adapt to the blockchain platform. The systems in [13, 14, 15] suggest
blockchain-based e-waste tracking systems for smart cities. The main
goal of these systems is to address the issues associated with e-waste
management specifically. To achieve this, the proposed solutions combine
the use of RFID tags and blockchain technology to monitor and track
e-waste throughout its lifecycle, from generation to disposal or recycling,
However, these systems only track e-waste that are originally equipped
with RFIDs and do not provide incentive and penalising mechanisms to
promote recycling and penalising. Furthermore, they require a significant
investment in infrastructure for such specific purpose, and their scope and
scale are limited with predefined functionalities.

In this paper, we introduce a permissioned Ethereum blockchain-based
platform that aims to encourage and incentivise recycling through a
transparent and secure system. It provides a digital platform where clients
can track their purchase and recycle activities to realise their impact on the
environment. This ensures that all parties involved have access to accurate
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and verified data. The system’s main goal is to establish a sustainable
ecosystem that incentivises and fosters responsible behaviour towards the
environment. The platform achieves this by employing a tracking system
for the acquisition of disposable items. By assigning unique identifiers
to recyclable items and utilising scanning technology, it tracks the entire
lifecycle of these items, starting from their production to their eventual
disposal. This valuable information enables authorities to identify products
that are not being recycled and determine their final destination. Such
insights can inform targeted interventions and policies to improve recycling
rates and minimise the negative impacts of improper waste disposal
[16]. This method would also help to increase accountability among
manufacturers, distributors, and consumers. By having an accurate record
of the products that are not being recycled, authorities could penalise or
fine organisations or individuals who are not propetly disposing of their
waste [17]. In contrast to previous work on blockchain, our system offers
a comprehensive waste management solution that can handle all types of
waste, including both recyclable and organic materials. Through its smart
contracts capabilities, the platform ensures the secure and efficient tracking
of waste from the point of purchase toits disposal or recycling. Unlike other
blockchain-based waste management systems, such as those discussed in
[14, 18], the proposed system has the flexibility to adapt to different types
of waste and use cases, making it a highly versatile and scalable solution
for promoting responsible waste management practices. Furthermore, the
potential uses of the system can be expanded to accommodate a wide
range of waste management scenarios beyond its initial scope, enhancing
its utility and value to users. The main contributions of this work can be
summarised as follows:

. Incentivising recycling system: Unlike other blockchain systems
that only track the recycling of specific material, our proposed
system is the only one that functions as an all-encompassing
circular ecosystem which employs blockchain technology to
incentivise and promote proper recycling practices [1]. Through
the utilisation of blockchain, users’ purchasing and recycling
activities are meticulously recorded and tracked.

. Modularity: The system’ modular design enables it to be
adaptable and flexible to different recycling scenarios, thanks to
its multi-layered and multi-tiered structure. This modularity
allows for easy integration with existing recycling infrastructures
and can be customised to suit the specific needs of individuals
or businesses. Additionally, the system’s modular approach
enables the platform to evolve and expand over time to include
new features and functionalities as required, making it a
sustainable solution for waste management.

. Ethereum-based: The Ethereum network is a popular blockchain
platform that supports smart contracts and decentralised
applications DApps. It is known for its security features and
its ability to handle large amounts of data and transactions.
Our system leverages the Ethereum network to ensure the
security and transparency of its waste management platform,
enabling users to track and manage their recycling activities
efficiently.

. Applicability: Unlike other blockchain waste management
systems, the applicability of this proposed system is not limited
to a specific type of recyclable items, and it is designed to
accommodate both traceable and untraceable items. This feature
enhances the system’s versatility and enables its integration
into different recycling scenarios, thereby offering a highly
adaptable and scalable solution.

. Use cases: The modular design of the system allows for
the implementation of different use cases targeting various
recycling scenarios. For example, it can track recyclable materials
in households, businesses, and public places, as well as incentivise
users through rewards for responsible recycling behaviour.
Additionally, it can also be used to track the recycling of
hazardous materials such as batteries and electronic waste. This

versatility in application makes the system a valuable tool in
promoting responsible behaviour towards the environment and
reducing the negative impact of waste on our planet.

2. The System

The system is structured into distinct layers, each housing elements that
possess unique roles and responsibilities. These elements are identified and
categorised by the system based on their designated addresses (Figure 1):

2.1 Layers

The initial layer in the system is designated as the Control Layer, serving as
the foremost authoritative entity within the system. The primary function
of this layer is to regulate access to the blockchain through the process of
sanctioning new nodes and admitting new clients based on their national
identification. The term “node” refers to a point of sale, encompassing
facilities such as hypermarkets, supermarkets, grocery stores, and vending
machines that provide recyclable products for sale. Within our system,
the assignment of responsibilities is formed into three distinct levels,
each categorised based on the capabilities and resources possessed by
the nodes. Nodes with greater capabilities, including hypermarkets and
supermarkets, occupy level 1 and maintain a comprehensive copy of the
ledger. The sanctioning process for level 1 nodes entails an on-site, off-
chain, bureaucratic procedure, wherein the node is formally recognised as
a licensed participant in the system and assigned a unique address within
the blockchain. Additionally, nodes at this level possess the authority to
authorise nodes in the subsequent level, in addition to clients and IoT
terminals like vending machines, recycling depots, and bins.

Control Layer

o Layer
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>
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&
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Figure 1. Abstraction of the proposed system.

Level 2, situated within the control layer, comprises nodes with relatively
fewer resources, such as small markets and retail shops. Similar to level 1
nodes, those in level 2 retain the entire ledger; however, their sanctioning
privileges are limited to clients and IoT terminals at the subsequent level.
Nodes in this level do not have the authority to sanction other nodes. This
arrangement of distributed functionality among the nodes allows for a
more efficient and practical use of resources within the retail blockchain
system. Furthermore, each node has a unique private cryptographic key
that acts as its identification in the system, used to generate its public
cryptographic keys that are shared with the system in a secure manner.

To enable automated and precise monitoring, the system utilises IoT
devices to capture real-time data on product acquisition and disposal.
This data is securely stored on the blockchain, ensuring transparency
and accountability throughout the purchasing and recycling process.
Accordingly, the IoT Terminals Layer of the system hosts authorised IoT-
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enabled devices, such as vending machines and recycling depots, which
play a crucial role in scanning and documenting the purchase and disposal
of products. They possess no sanctioning capabilities and do not hold the
entire ledger; rather, such terminals only require access in writing mode to
add entries to the client’s records in the ledger. To ensure the authenticity
and integrity of the IoT devices within the network, a registration process
is implemented in the control layer: Before an IoT device can be recognised
as a sanctioned apparatus, it must undergo registration at the control layer
and receive a unique system identity. This registration process establishes
a trusted relationship between the IoT device and the platform, ensuring
that only authorised devices contribute to the purchasing and recycling
process.

The third layer in our system is the Client Layer. A client refers to an
individual or organisation that interacts with the platform to participate
in purchasing and recycling activities such as individuals, households,
restaurants, airports, factories, hospitals, schools, universities, and
government and private offices. The admission of new clients to the
system is facilitated by the generations of addresses, which are based on
government-issued national or tax identifications. Levels 1 and 2 nodes
of the control layer in the system are responsible for coordinating with
other non-system agencies that maintain the tax or the national identifier
database. During the registration process, an individual submits an
application with their unique national identifier, which must then be
validated by the relevant government agency.

Clients within the system are identified by their unique addresses in
the blockchain. Each client is assigned a 2-of-2 multisignature address,
which ensures the secure storage of their transactions. Clients do not
have exclusive control over their recotrds in the blockchain. Instead, they
can collaboratively add new transactions to their records through their
associated node or terminal, which is responsible for providing the product
or handling the recycling process.

After creating their addresses, clients can access information about
recycling locations and events, record and track their purchasing and
recycling activities, and earn credits for their contributions to environmental
sustainability. They access the system through their wallets.

The wallet, available at trusted locations such as nodes or affiliated
websites, provides several functionalities, including key storage, request
initiation, and record viewing, It is conceptualised as a software application
that is installed on the client’s mobile device or terminal. This application
holds the private cryptographic key that serves as the client’s identification
within the blockchain network. To maintain security, the private key must
be kept confidential and not shared with unauthorised individuals. In order
to provide access to the client’s records within the blockchain, the wallet
generates a public cryptographic key, derived from the private key. This
public key is then transmitted to the node, granting it permission to access
the client’s records. The lifespan of the public key is determined by a time
limit set within the wallet system, which can be altered based on the client’s
specifications and expires after a predetermined interval.

Recycling companies are also located in the client layer. Those are clients
that collect, process, and sell recyclable materials, such as paper, plastic,
glass, and metal, to manufacturers that use these materials to make new
products. They are sanctioned into the system similar to regular clients by
nodes in levels 1 and 2. Upon joining the system, a recycling company will
be assigned a “Credit” ledger based on its recycling capacity and collection
effort. The credits, or tokens, in this ledger are used to pay other entities
for the amount of untraceable recyclables they generate and require special
collection and treatment. The credit ledger for each company in the system
is reviewed regularly and increased or decreased based on the company’s
recycling performance. Ultimately, a blockchain constitutes the inclusive
layers aforementioned, excluding the off-chain components, and serves as
the repository for clients’ factual records and transactions. Specifically, this

private blockchain serves as the pivotal depository for all client records
within the system. Access to this decentralised ledger is conferred upon
all authorised nodes ensuring its widespread accessibility. The blockchain
operates on the premise of replication, thereby safeguarding previous
records against tampering while permitting read-and-write operations with
the client’s explicit consent. These records are organised into two distinct
stacks: one for confirmed purchased items and another for confirmed
disposed items.

2.2 Addresses

Entities within the system possess distinct privileges and responsibilities
based on their designated address class. Level 1 nodes in the control layer
are assigned Class 1 addresses, granting them the authority to approve new
nodes and clients, as well as maintain the global blockchain. Level 2 nodes
are assigned Class 2 addresses, enabling them to admit clients, participate
in transaction verification and approval, and maintain a complete copy
of the blockchain. However, they lack the authorisation to sanction new
nodes. On the other hand, IoT terminals such as vending machines and
recycling depots are assigned Class 3 addresses, allowing them to engage in
transaction verification and approval only. Furthermore, clients, designated
with Class 4 addresses, do not possess sanctioning privileges or participate
in the consensus mechanism. However, they can initiate and execute smart
contracts and access their own records. Lastly, Class 5 addresses represent
n-of-m multisignature addresses exclusively reserved for smart contracts.
These addresses are initiated by clients and triggered by nodes within the
system.

The process of generating cryptographic addresses, also known as private-
public key generation or asymmetric cryptography, involves generating
a private key that must be stored in secrecy to ensure data security.
Asymmetric cryptography is widely used in blockchain technology to
ensure the authenticity and confidentiality of transactions [19, 20]. In the
process of private-public key generation or asymmetric cryptography, a
private key is randomly generated and should be kept secret by its owner.
This key is used to create digital signatures, which are required for proving
ownership of records. Applying the private key to a transaction generates
a numerical signature, and it is also used to decrypt messages that were
encrypted with its public key. The public key is derived from the private
key and is used by other entities to encrypt messages addressed to the key’s
owner. Transactions in the network can be directed to the client’s public
key, yet for added security, it is recommended to generate addresses from
the public key using a hashing algorithm instead of using the public key
itself as an address [21, 22].

Figure 2. Sequence diagram illustrating the 2-of-2 multisignature
scheme as a record is being appended to the client’s ledger.

2.3 Multisignature

The use of multisignature schemes in blockchain technology provides
an additional layer of security and accountability to transactions. A
multisignature scheme is a security mechanism used in blockchain
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technology that requires the approval of multiple parties before a
transaction can be validated [23]. In a traditional transaction, a singular
party initiates the transaction, affixes their digital signature using the
corresponding private key, and subsequently broadcasts the transaction into
the blockchain. However, in a multisignature scheme, multiple parties are
required to sign the transaction before it can be verified and added to the
blockchain. The most common multisignature scheme used in blockchain
is the #-gf-m scheme, where # represents the number of signatures required
to validate a transaction, and » represents the total number of parties
involved.

All transactions within our system, including the addition of purchase
or recycle records, are completed through the utilisation of -
multisignatures. The implementation of multisignature ensures that every
transaction necessitates approval from a minimum of two parties, thereby
augmenting the system’s security and transparency — for instance, when a
client is purchasing a bottle of water from a vending machine, which serves
as an IoT terminal in our system (Figure 2). The transaction process begins
with both the client and the machine exchanging their public keys which
are facilitated as scannable QR codes. Subsequently, using the client’s public
key, the machine retrieves their records from the blockchain and verifies his
eligibility to complete the purchase process. If the client’s purchase record
is full demonstrating negligent recycling behaviour, the transaction will be
reverted (Figure 3). Conversely, after verifying the records, both the client
and the vending machine employ their private keys to sign the transaction
that appends the identifier of the bottle to the client’s purchase record
in the blockchain. The signatures of both parties are verified by testing
them against the public keys they retrieved from each other in the first
stage. Finally, the transaction is emitted into the network for approval as
detailed in Algorithm 1. Figure 4 illustrates the successful execution of the
VendingMachine smart contract.

[vn] from: 0x83...eddCs
8 i addr (€256, bytes32, byt ' »

data: ©x926...18088 logs: 0 hash: OxSbé...5338d
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transaction hash axsbazs o
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Figure 3. Remix IDE output for VendingMachine contract in
Algorithm 1: The transaction has been reverted due to reaching a
maximum level of purchased items.

[va]_from: ex563. ..eddCa
@  to: Vendinglachine.executeTransaction(address, address ,uint2s6, bytes32,bytes32, uint256, uint256, string) OxcD6. . .9909 value: 0 wei
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Figure 4. Remix IDE output for VendingMachine contract in
Algorithm 1: The transaction mined and executed successfully.

2.4 Blocks

The system’s blockchain consists of blocks, wherein each block contains a
verified list of transactions executed within the network. These transactions

are denoted by 2-of-m multisignature records assigned to individual
clients for recyclable items. The blockchain promotes accountability and
sustainability by tracking both purchased and recycled items. Hence, as
mentioned earlier, in our system every client has two distinct records: one
for purchased items and the other for recycled items. To illustrate, consider
the scenario where a client wishes to recycle a previously purchased item.
He disposes the item at the recycling depot, where it is scanned for its
unique identifier and signed (Algorithm 2). The depot then searches the
client’s purchase record to check if he had previously purchased the item.
If a match is found, the recycling depot initiates a transaction to remove
the entry from the client’s purchase record. Otherwise, the depot initiates
a transaction to add the item to the client’s recycled items. Either of the
signed transactions is then broadcasted to the network for verification and
eventual inclusion in the client’s record in the blockchain (Figure 5).

[vm]_from: 6x583.. eddca
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Figure 5. Remix IDE output for RecyclingDepot smart contract
in Algorithm 2: The transaction mined and executed successfully
with updated recycling and purchasing records.

2.5 Consensus mechanism

Given the nature of our system as an ecosystem that tracks individual
transactions related to recycling, a consensus mechanism that prioritises
speed and scalability over security is more suitable. This is because the
proposed system is likely to have a large number of transactions that need
to be processed quickly and efficiently. Hence, a consensus mechanism like
Delegated Proof of Stake (DPoS) elevates as a good fit for this system.
DPoS is faster and more scalable than both Proof of Work (PoW) and
Proof of Stake (PoS) and is more suitable for ecosystems that require high
transaction throughput. Additionally, DPoS is more energy-efficient than
PoW, which is a significant consideration in a system that tracks individuals’
carbon footprint.

The consensus algorithm is utilised to validate all n-of-m transactions
carried out within the system by clients, nodes, and terminals. In our system,
nodes at levels 1 and 2, along with clients of substantial capacity, super-
clients, such as schools, hospitals, and universities, actively participate in
the consensus mechanism. Conversely, smaller entities within the system,
such as regular users and houscholds, do not engage in the consensus
mechanism. The exclusion of smaller entities, such as regular users and
households, from the consensus mechanism is a deliberate design choice
to ensure scalability and efficiency. By limiting the participation to nodes
and clients with substantial capacity, the system can maintain a manageable
number of delegates while still benefiting from their expertise and
resources.

In our system, the delegate node selection process is automated and
endeavours to elect nodes with transparency and efficiency as its
primary objectives. By incorporating specific criteria and constraints, the
underlying algorithm systematically identifies a subset of delegate nodes
that assume pivotal roles within the blockchain consensus mechanism. The
selection process entails a comprehensive evaluation of multiple criteria,
encompassing factors such as node’s uptime, accumulated tokens from
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previous processing, node’s level, processing capacity, and the location of
the node in the area. Fach node’s performance in these areas is meticulously
assessed, and a reward function is employed to quantitatively gauge their
overall suitability as delegates. For a system of N nodes participating in the
consensus mechanism, we set the following:

U(n): Uptime of node n forn € N.

T (n): Tokens collected from previous processing forn € N.
L(n): Node level (1 or 2) or super-client forn € N.

C(n): Processing capacity of node n forn € N.

S(n): Node location (sector) forn € N.

D(ny,n;): BEuclidean distance between nodes ny and n, for
ny,n, € N

Where the objective function is to maximise combination of factors such
as node uptime, tokens collected, node level, processing capacity, and
distance between nodes:

> Wmxm)+ Y (Tm.xm) +

nenN nenN

> mxm)+ Y (Cm.xm) -
neN nenN

D (D). X)X ()

expecting the output of S, the set of selected delegate nodes, where X(n) is
the binary decision vatiable indicating if node nis selected as a delegate for
n € N, subject to the constraints that include selecting a desired number
of delegates, level restrictions, fair selection from sectors, and prioritising
processing capacity: Y, X(n)=k where k is the desired number of
delegates to be selected, X(n) < L(n) for all n € N, to ensure that level 2
nodes or super-clients are selected only if necessary, Ynen sm)=sX() =
1-9 (S) for all s, where s is the number of sectors in the geographic
area where the nodes are located, and e is 2 small tolerance value, to ensure
fair selection from sectors, Ynen(C(n).X(n)) = 6 .ZnEN(T(n). X(n))
where 0 is a trade-off parameter, to prioritise processing capacity over
tokens collected, and X(n) € {0,1} foralln € N

3. Use cases
3.1 The case of businesses

A proprietor of a downtown restaurant that generates a significant amount
of recyclable items creates a smart contract to facilitate the collection of
these recyclables in exchange for a fee!. The smart contract encompasses
the terms of the agreement between the restaurant and recycling
companies, specifying the types and amount of recyclables to be collected
and the corresponding service fee. Upon creation, the smart contract is
disseminated across the network, allowing interested parties to participate
(Algorithm 3). The execution of the smart contract occurs when at least
one recycling company acknowledges and accepts the contractual terms and
conditions. The involved parties then proceed to endorse the transaction
by signing the associated 2-of-m multisignature address. During the
collection process, the recycling company scans the deposited recyclables
and ascertains their quantities and values. Upon completion of the
recycling process and the mutual agreement on the value of the collected
recyclables, the parties affix their signatures to the transaction, which is
subsequently submitted for approval on the blockchain. Consequently,
the restaurant’s ”purchase record” is adjusted and reduced to account for

the items that have been acquired through recycling, and the company’s
”recycling record” is updated to indicate the items they have received
from the restaurant. Figure 6 shows an excerpt of RecyclingContract
smart contract output. It shows the success of executing the function
executeTransaction presented in Algorithm 3. The function executes after
the recycling company agrees to collect 200 items from the client for a
fee of 100 according to the function acceptAgreement. In conclusion, the
result of recycling the 200 items is reflected in both the client’s purchase
record and the company’s recycle record.

[vn]_from:

jalue: © wed d

nt256, uint25 1) exEfs. .. 10e5¢

©xiea. 00001 logs: 1 hash: Ox36:

Figure 6. Remix IDE output for the executeTransaction function
in the RecyclingContract contract in Algorithm 3.

3.2 The case of untraceable recyclables

Untraceable recyclables are those types of waste that are difficult to track
and monitor throughout the recycling process due to a variety of reasons
such as having a longer lifespan and multiple uses beyond their initial
purchase. Some common examples of untraceable recyclables include
paper, bulk plastic, bulk metal, and construction and demolition waste
[24]. These types of untraceable waste present significant challenges for
recycling programmes and require innovative solutions to incentivise their
disposal and recycling. For example, tracking the recycling of paper items
poses a significant challenge compared to other recyclable products. The
primary reason is that paper has a longer lifespan and multiple uses beyond
its initial purchase, making it difficult to track its disposal and recycling,
Some of the paper purchased may be archived or stored for long periods,
rendering it impossible to trace its recycling journey. For instance, while
plastic bottles have unique identifiers that make tracking their purchase
and recycling records relatively easy, items such as A4 paper blocks lack
this feature. To overcome this challenge, incentives should be created to
encourage the recycling of paper products. One such incentive is rewarding
individuals and entities based on the volume or weightage of waste they
recycle by crediting their “recycling records.” As an illustration, a company
that wishes to recycle considerable amount of paper waste generates a
2-of-m smart contract in the network requesting recycling companies to
submit their bids for collecting the paper waste based on its volume or
weightage (Algorithm 4). The contract triggers once at least one company
satisfies the conditions set in the smart contract such as weightage or
volume, time of collection, and credits rewarded. Figure 7 presents an
excerpt of the output of the function submitBid in the smart contract
PaperWasteCollection. In this function, two companies submit their bids
to collect recyclables offered by a client. The first company bids with 300
to collect 2 tons whereas the second company bids with 250 to recycle 1
ton. As the output of the smart contract shows, the first company’s bid is
only accepted. Next, upon the collection of the waste, a 2-of-2 transaction
is initiated that shifts the credits from the recycling company ledger to the
client’s “Recycling Record” in the system. Specifically, the transferCredit
function in the smart contract PaperWasteCollection is invoked, which
transfers 300 credits from the recycling company to the client’s recycling
record (Figure 8).

3.3 The case of unmatched recyclables

Addressing the challenge of unmatched recyclables is a fundamental
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aspect of the system’s operational framework. Instances may arise where
items are procured and logged in the system but remain unrecycled by
the purchasers. This issue can be attributed to a range of factors or
circumstances impeding the successful recycling of those specific items.
To address this issue, clients are afforded the opportunity to mitigate the
impact of unmatched recyclables by reducing their purchase record. This
can be accomplished through the process of recycling alternative items that
qualify for redemption. By engaging in this practice, clients can reconcile
the discrepancy between the purchased items and the actual recycling
activities, ensuring the accuracy and integrity of the system’s records.
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Figure 7. Remix IDE output for the submitBid function in the
PaperWasteCollection smart contract in Algorithm 4.
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Figure 8. Remix IDE output for the transferCredit function in
the PaperWasteCollection smart contract in Algorithm 4.

This approach allows for the effective management of unmatched
recyclables, promoting transparency, accountability, and operational
efficiency within the system. By providing clients with the means to rectify
the situation through the recycling of suitable alternatives, the system
fosters a streamlined and reliable recycling process while maintaining a
comprehensive and accurate purchase record.

The system employs a value differentiation mechanism to account for
the inherent variations among different items, considering their distinct
characteristics, such as size and weight. This approach enables the system
to establish equivalencies between items, exemplifying the ability to equate
items of different quantities based on their defined value ratios. For
instance, a one litre bottle is deemed equivalent to four 250 ml bottles,
thus establishing a quantitative relationship that facilitates streamlined
record-keeping and transactional operations within the system. This not
only reduces the size of the ledger but also ensures that the system remains
efficient in keeping track of the records.

Algorithm 5 illustrates the AdjustRecords smart contract that enables
clients to reduce their purchasing records by recycling unmatched items.
In the scenario where a client intends to enhance their recycling record
by recycling a quantity of bottles that were not originally theirs, they can
accomplish this by depositing the bottles at a designated recycling depot.
Subsequently, the recycling depot updates the client’s recycling record to
accurately reflect the newly recycled items. At this point, both the recycling

and the purchasing records contain unmatched items. To adjust the ledgers,
the deleteltems function will undertake the following actions: (1) if the
items in the recycling record are identical to those in the purchase record in
terms of values, albeit with different identifiers, the system will delete the
corresponding entries from both records (Figure 9); (2) if the items differ
in value, the system will refer to the value of each item and equate them
based on that, that is, one litre bottle versus a 250 ml bottle, the system may
equate four items of the 250 ml size with one item of the one litre size and
subsequently delete them from both records (Figure 10).

que1Records (add

Figure 9. Remix IDE output for the transferCredit function in
the AdjustRecords smart contract in Algorithm 5.

[vm] from: 0x583...edcs
@  to: AdjustRecore

addre « i €256, uint « & (£256, uint:
value: 0 wei data: 0x1ds...0800 logs: O hash: OxdSc. ..bacch

tring) ex83s. ..244DC

cson wined and execut

ash o

from axsB3s036a7e1C SeESASICFCBOSF CBETSFSsbeddcs D)

w© " o e

o387 90822835 (052743 1bCOALSBEBIOLMOC D)

s e g ©

20820 gas O

unngs O

snput oxids....os000 D

decoded nput ¢

Figure 10. Remix IDE output for the transferCredit function in
the AdjustRecords smart contract in Algorithm 5.

4. Conclusion

The utilisation of blockchain technology in recycling management has
immense potential, and this proposed recycling system is a notable example
of how this technology can be harnessed to address critical issues faced by
the recycling industry. Our system ensures transparency and accountability
in the recycling process. It is a multi-layered and multi-tiered modular
blockchain-based recycling management system. The three distinctive
layers of control, client, and IoT devices ensure that each stakeholder has
a unique role and responsibility in the system. The use of smart contracts
equipped with fully automated and secured management capabilities further
enhances the efficiency of the system. Additionally, the implementation
of the automated DPoS consensus mechanism ensures low overhead
and less resource utilisation. The proposed system has the potential to
revolutionise the recycling industry by providing a secure, transparent,
and efficient platform for managing the recycling process. The proposed
system exhibits diverse potential applications within the recycling industry.
It can be effectively utilised by governments as an integral component of
smart cities for waste disposal and recycling management. Furthermore,
organisations can employ the system to monitor and enhance their
waste management processes. Individuals can leverage its capabilities to
facilitate efficient and environmentally conscious waste disposal practices.
Additionally, recycling companies can utilise the system to streamline their
operations and ensure effective tracking and management of recyclable
materials.
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1 Implementing the generation of smart contracts through a GUI
interface within the user’s wallet offers a user-friendly approach to creating
blockchain-based agreements. This intuitive method streamlines the
process by integrating contract creation directly into the wallet interface.
Users can interact with the wallet’s graphical tools to design, configure, and
deploy smart contracts without the need for extensive coding knowledge.
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Algorithm 3 Recyclables collection contract
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Algorithm 4 Untraceble recyclables

contract PaperWasteCollection.
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function transferCredits()
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Abstract

Fourth industrial revolution (4IR) technologies, such as blockchain, have the potential to improve public and private sector procurement processes.

However, governments, including the South African (SA) government, have failed to recognize the significance of blockchain technology for several

reasons, including corruption. The PRISMA methodology was used in this study to conduct a systematic literatute review of the use of blockchain

technology to improve the integrity and transparency of procurement processes between small-, medium- and micro-enterprises (SMMEs) and

the SA government. The Scopus database was used to search for literature, and the final analysis included 12 articles that met the eligibility criteria.

The 12 articles were analyzed using thematic analysis and the results demonstrated that 10 of the articles applied to this study as they discussed

the use of blockchain in relation to integrity and transparency. The remaining two articles did not emphasize the use of blockchain technology in

enhancing the integrity and transparency of the procurement processes. The common factors in the 10 articles that were found to impact integrity

and transparency were as follows: handling of contracts, risks involved, security of the data, approaches used, management of the procurement

process, transaction processing, the chain of events in the procurement process, access to ctitical data, the application process for securing contracts,

quality of products, costs, and types of contracts. We believe that once blockchain technology has been implemented, SMMEs and the public will

trust and be confident in the procurement processes as corruption would have been eliminated and tenders would be awarded fairly.
Keywords: Fourth Industrial Revolution, 4IR, Blockchain Technology, SMMESs, PRISNLA, Corruption, Public Procurement

JEL Classifications: H57, .14

1. Introduction

Corruption and a lack of transparency have ravaged some governments
and economies [1]. Corruption is considered one of the most significant
threats to the economic security of any country or organization [2]. Several
anti-corruption measures such as legislating, adopting rules and regulations
making certain behavior illegal, and increasing punishments for illegal
conduct [3] have been implemented to reduce or combat corruption. While
these methods have reduced corruption to a certain extent, perpetrators
often find ways to remain corrupt and use various strategies to either escape
or postpone detection and punishment indefinitely. Therefore, much effort
is needed to eradicate corruption. The impact of corruption on developing
economies is devastating because these economies are already struggling
[4]-[6]. South Africa (SA) is one such emerging and developing economy.
According to Transparency International’s 2021 Corruption Perception
Index (CPI) report, SA is engulfed in corruption, with a CPI score of
44/100 and is ranked 70 out of 180 [7]. The CPI ranks 180 countries
and territories worldwide based on the perceived levels of public sector
corruption. The results are given on a scale of 0 (highly corrupt) to 100
(very clean).

Small, medium, and micro enterprises (SMMEs) are considered important to
both developed and emerging economies [8]. In SA, SMMEs are important
for economic growth and development, contributing approximately 36%
to the total gross domestic product (GDP) [9].

They ate considered fundamental to addressing issues such as economic

growth, job creation, and poverty alleviation [10]. SMMEs have been
credited with driving economic growth and development in developed
countries around the world [11]. Governments frequently engage SMMEs
to provide services through procurement processes. However, because
of the high levels of corruption within governments, most SMMEs have
failed to benefit from this trade relationship with governments [12], while
some have benefited owing to the corruption [12]. Given the critical
role that SMMEs and public procurement play in growing a country’s
economy, there is a need to fully support their transactional activities and
procurement processes. Thus, several attempts and proposals have been
made by researchers and governments regarding methods for eliminating
corruption during procurement processes between governments and
private service providers such as SMMEs [3], [13]. Attempts and proposals
include the introduction of compliance measurements, regulatory
frameworks, and severe punishments, among others. These attempts and
proposals have reduced corruption to some extent, but despite concerted
efforts to implement a broad range of anti-corruption measures, the
problem of malfeasance persists [3]. Currently, there is no effective
evidence-based prevention method to combat and stop corruption [13]
when tenders are awarded to SMMEs.

This review article aims to explore the use of blockchain technology to
improve the integrity and transparency of procurement processes between
SMMEs and governments with a focus on SA. We focus on SA because
its government departments continue to rely on a manual paper-based
procurement system with few electronic features [14]. This has allowed for
a high level of human interference, contributing to corruption, favoritism,
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and inefficiency, demonstrating the country’s readiness to fully implement
e-procurement in its public sector [14]. Although the SA government has
implemented numerous policy frameworks and systems to ensure fair,
equitable, transparent, and cost-effective public procurement processes,
the processes remain vulnerable to mismanagement and irregularities [15].
According to [16], poor procurement processes result in the appointment
of incompetent contractors, and practitioners engage in unethical behavior,
such as bribery, out of desperation for work [16]. Given the challenges that
SA’s public procurement processes face, the use of blockchain to manage
these processes is likely to improve them by eliminating corruption and
increasing efficiency.

The article is structured as follows: Section 2 introduces and describes
blockchain technology; Section 3 presents the methodology followed,
namely, a systematic literature review (SLR) through a literature search on
the use of blockchain technology by governments and SMMEs to meet the
aim of the study, and the results of the search; Section 4 presents the results
of the thematic analysis conducted on the research literature identified;
Section 5 comprises the discussion of the findings and their implications
for theory and practice; and Section 6 presents the conclusions drawn and
future research prospects.

2. Blockchain technology

Blockchain is a technology that uses a decentralized structure, distributed
notes and storage mechanisms, a consensus algorithm, smart contracting,
and asymmetric encryption to ensure network security, transparency, and
visibility [17]. It is considered a collection of distributed databases that
contain all public transactions, records, and digital events, which are shared
among the participants [18]. Blockchain technology is a distributed ledger
network in which nodes communicate with one another for trading data
and transactions [19]. A blockchain is a distributed and decentralized
technology comprising time-stamped blocks linked by a cryptographic
hash. It has gained widespread acceptance as a solution to the underlying
trust and security issues in information transparency and the prevention of
tampering with data [20]. Blockchain applications are not only one technique
but include cryptography, mathematics, algorithms, and economic models.
They incorporate peer-to-peer networks and use distributed consensus
algorithms to solve conventional distributed database synchronization

problems [19].

Blockchain technology ensures security and transparency through the
following processes:

1. The use of digitally distributed databases in which blocks are
linked to one another in a linear fashion that cannot be changed.
2. A Merkle tree, which is a data structure that is used to encode

blockchain data more efficiently and securely, is saved in the
block and is used to validate the transaction. This determines
whether a transaction is fraudulent or not.

3. Only when all participants in the supply chain agree on the
transaction will a new block of information be added to the
blockchain. This ensures that only valid transactions are recorded
in the blockchain.

4. When a block is added to the blockchain, it can no longer be
tampered with, and the transaction data are permanently
recorded. This ensures the preservation of historical records.

If a government department adopts blockchain for contract awarding, we
anticipate the process to be secure and efficient. For example, a contract
will be stored on distributed databases to avoid it being tampered with
because once it has been added, it cannot be altered.

Blockchain offers the following advantages: reliability, efficiency, fault
tolerance, scalability, transparency, and traceability [18], [19], [21]. Every
transaction is verified before being saved and once saved it cannot be

reversed [18]. Such characteristics make transactions between SMMEs and
governments transparent and secure. The ability of blockchain technology
to record transactions on distributed ledgers opens up new avenues for
governments to improve transparency, prevent fraud, and foster trust in the
public sector [22]. Each transaction is validated using multiple computers.
These systems, which are used to validate blockchain transactions, create
a peer-to-peer network. They collaborate to ensure that any transaction
is legitimate prior to it being added to the blockchain and thus prevent
invalid blocks from being added to the chain [18]. Therefore, blockchain
technology assists in the development of trust mechanisms for resolving
transparency and security issues, as no single party in the supply chain can
alter existing information [20].

In summary, blockchain technology offers the following advantages:
information security, technological advantages, improvement of supply
chain collaboration and trust, reduction of economic loss and product
waste, and sustainable and transparent traceability management. With
such advantages, top government officials will be less concerned about
security and unethical practices within government because technologies
such as blockchain prevent such practices. Therefore, governments should
consider implementing such a technology to address issues of integrity and
lack of transparency in public procurement processes.

This study examined published academic research on blockchain
technology used by governments and SMMEs. The subsequent section
presents the methodology followed to conduct a SLR through a literature
search to better understand what has currently been done to implement
blockchain technology in governments.

3. Methodology and results of the literature search

In terms of the methodology followed, the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) framework [23]
was used to explain the overall article selection and rejection process for
the literature review on the use of blockchain technology to improve
transparency and integrity in procurement processes. The PRISMA
framework is illustrated in Figure 1.
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Figure 1. The PRISMA framework [23].
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The PRISMA framework consists of three stages: identification, screening,
and inclusion. The identification stage identifies the keywords that will be
used to conduct the literature search and the source/s where the search
will occur. The second stage, screening, details the criteria that will be used
to select the best literature from the bulk search. The third stage, referred
to as included, reports on the exact final literature that is included in the
study after exclusion.

3.1 Identification stage

Following the PRISMA framework, during the identification stage, we
decided to use the Scopus database as the source for the literature search.
The Scopus database was chosen because the researchers have access to
the database via their institution (university). During the identification
stage, the following keywords and their various combinations were
considered for the search: blockchain, blockchain technology, public
procurement, corruption, transparency, procurement processes, SMMEs,
SMEs, and governments. An initial search was conducted using the
keywords “blockchain” and “block chain” to provide an idea of the overall
view of publications that included these terms. A total of 28,581 articles
were obtained. The identification stage requires that the output is screened
before the actual screening stage. To achieve this, the papers published
before 2013 were removed because according to our assessment, there was
a sharp rise in the number of studies on blockchain technology from 2016.
Furthermore, blockchain technology is a Fourth Industrial Revolution
(4IR) technology that came to prominence in 2016 [24]. Finally, in terms of
this preliminary screening, articles published in 2022 were removed because
we were interested in full-year data only. Figure 2 illustrates the number of
papers on blockchain published globally between 2016 and 2021.
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Figure 2. Papers published globally on blockchain.

After performing the preliminary cleaning, we were left with 26,538 papers
published between 2016 and 2021. The number of papers published per
year in the context of SA only are reflected in Figure 3.

Figure 3 distinctly shows that global research on blockchain technology
has risen steadily, whereas in SA the rate of increase has been slow. To
date, 26,431 papers have been published globally between 2016 and 2021,
while only 107 have been published in the context of SA during the same
petiod. The latter comprises 0.405% of all global publications. This is
a low publication rate when compared with the global figure, indicating
the need for research on blockchain in the context of SA to be increased
significantly.

Figure 3 distinctly shows that global research on blockchain technology
has risen steadily, whereas in SA the rate of increase has been slow. To
date, 26,431 papers have been published globally between 2016 and 2021,

while only 107 have been published in the context of SA during the same
period. The latter comprises 0.405% of all global publications. This is
a low publication rate when compared with the global figure, indicating
the need for research on blockchain in the context of SA to be increased
significantly.
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Figure 3. Papers published on blockchain globally vs. SA.

3.2 Screening stage

According to PRISMA, screening is the second stage and, in this stage, the
final query in Table 1 was used. The query is explained as follows: papers
on blockchain, conducted in the context of SA, published between 2016
and 2021, open access papers only, and articles written in English only. The
output of the query was 12 articles.

Table 1. Search string and results obtained

Total articles
included after
applying the full
search string

Query Search String

TITLE-ABS-KEY ( ( blockchain OR
"block chain" ) AND ( procurement OR
government OR corruption OR "supply
chain") ) AND ( LIMIT-TO ( OA,"all" )
AND ( LIMIT-TO (
AFFILCOUNTRY,"South  Africa" ) ) | 12
AND ( LIMIT-TO ( PUBYEAR,2021)
OR LIMIT-TO ( PUBYEAR,2020) OR

LIMIT-TO ( PUBYEAR,2019) OR
LIMIT-TO ( PUBYEAR;2018) OR
LIMIT-TO ( PUBYEAR;2017) OR

LIMIT-TO ( PUBYEAR,2016) ) AND (
LIMIT-TO ( LANGUAGE, "English"))

3.3 Included stage

Following the screening stage, the included stage was performed. In this
stage, the 12 articles obtained during the screening stage by executing the
search query were analyzed. These 12 articles were exported to a CSV
file format for further cleaning and analysis in Microsoft Excel. In Excel,
we looked for duplicate articles and articles that are in the “In Press”
publication stage. None of the papers were deleted as they did not meet
the criteria for deletion. Further analysis in Excel was conducted using the
total number of citations. Table 2 shows the details of the citation analysis
for each of the 12 articles.
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Table 2. Citation analysis by atticle title

Total
. Year of
Title . number of
) publication | .~ .
Article | Author(s) citations
D3 Tandon, A., Kaur, P., Mintymiki, M. and | Blockchain applications in management: A 2021 2
Dhir, A., 2021. bibliometric analysis and literature review
D4 Grover, P., Kar, AK. and Vigneswara | Blockchain for businesses: A systematic 5
. . 018 16
Tlavarasan, P., 2018 literature review
D2 Daramola, O. and Thebus, D., 2020. Architecture-centric evaluation of
blockchain-based smart contract E-voting | 2022 8
for national elections
D1 Danielle, N.E.L., 2020. Allocation of risk in  public-private
partnerships  in  information  and | 2020 6
communications technology
D9 Mageto, J. and Luke, R., 2020. Skills frameworks: A focus on supply 2020 5
chains
Do Dietrich, F., Ge, Y., Turgut, A., Louw, L.. | Review and analysis of blockchain projects 5
. . 021 3
and Palm, D., 2021. in supply chain management
D10 Dietrich, F., Palm, D. and TLouw, L. | Smart contract-based framework to | 2020 1
2020. increase transparency of manufacturing
networks
D5 Senou, R.B., Dégila, J., Adjobo, E.C. and | Blockchain for child labour decrease in
Djossou, A.P.M., 2019. cocoa production in West and Central | 2019 1
Aftica
D7 Gambo, N. and Musonda, 1., 2021. Effect of the Fourth Industrial Revolution
on road transport asset management | 2021 1
practice in Nigeria
D8 Alsaed, 7., Khweiled, R., Hamad, M., .
Daraghmi, FE. Cheikhrouhou, O, ioclz;izfgkcé’ggfgg(’igs 2021 0
Alhakami, W. and Hamam, H., 2021. &
D12 Mulaji, S.S. and Roodt, S.S., 2021. The practicality of adopting ~ blockchain-
based distributed identity management in | 2021 0
organisations: A meta-synthesis
D11 Smidt, H.J. and Jokonya, O., 2021. The challenge of privacy and security when
using technology to track people in times | 2021 0
of COVID-19 pandemic

Itis good practice to eliminate studies that have never been cited. However,
because the number of articles that satisfied our search criteria was low,
it was decided to not remove articles that had not been cited. The next
section provides the results of the thematic analysis of the 12 articles.

4. Thematic analysis results

The 12 articles were analyzed using the thematic analysis method. The
thematic analysis process adopted by the study followed the guidelines of
[25], which outline the five key steps for qualitative thematic data analysis:
text familiarization, coding of the data, revision of the codes, creation of
the themes, and revision of the final themes. These steps were followed
to report on the key themes derived from the 12 articles in the inclusion
criteria for the SLR process.

4.1 Text familiarization

In the text familiarization step, the articles were read and the persistent
keywords that emerged when describing the effect of blockchain on the
integrity and transparency of the procurement processes in government
organizations were identified. Figure 4 shows the word cloud derived
using the Atlas.ti analysis software to present the persistent keywords that
emerged from the 12 articles.

4.2. Coding of the data

The keywords identified in the articles described the main objective of the
studies. These words were captured and described as the main codes during
the coding process of the thematic analysis and are defined in Table 3.

4.3 Revision of the codes

Each of the 12 identified articles highlights some perspectives using
the coded keywords to address the aim of this study. Table 4 shows the
categories of the articles and their consistency in using the keywords
to describe how blockchain enhances the integrity and transparency of
government procurement processes.

The analysis of the literature indicates that the codes were not consistently
used in all the articles. For example, Election was used in only two articles
(D2 and D4), Supply chain was used in three articles (D9, D10, and D12),
Voting was used in four articles (D2, D4, D5, and D10), and Skill used in
five articles (D1, D7, D8, D9, and D12). We cannot, therefore, conclude
that Election, Supply chain, Voting, and Skill are significant in describing
the effect of blockchain on the integrity and transparency of government
procurement processes.
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Figure 4. Keywords used to explain the use of blockchain to improve the integrity and transparency of supply chain processes.

4.4 Creation of the themes

The codes were analyzed in terms of the two key themes of the study,
namely, integrity and transparency. Integrity refers to upholding ethical
standards and the moral values of honesty, professionalism, and
righteousness. It is a cornerstone for ensuring fairness, non-discrimination,
and compliance in the public procurement process. Transparency is a core
principle in public procurement. An open and transparent procurement
process improves competition, increases efficiency, and reduces the threat
of unfairness or corruption. The codes were grouped according to the key
themes and are discussed next.

4.4.1 Integrity

The first group of codes dealt with describing how blockchain improves the
integrity of the procurement process. Issues such as handling of contracts,
risks involved, security of the data, approaches used, and management of
the procurement process emerged as the main issues that influence the
integrity of the procurement process. Figure 5 shows the codes linked to
integrity.

The following texts from the identified articles highlight how blockchain
technology enhances the concept of integrity of procurement processes in
line with the identified codes:

“It provides a number of benefits. First, it reduces economic costs, time, and complexities
in executing information exchange and administrative functions. Second, it reduces
fraund, bureancracy, and corruption via smart contracts. Furthermore, it offers increased
antomation, transparency, efficiency, integrity, security, and anditability. Finally, it
contributes to increased public trust owing to effective record keeping and information

availability.” [D1:2 pp 9-11]

“The system used digital signatures to provide message anthentication, cryptographic
hashes to create hash chains, and provided resistance to coercion, the integrity of vote cast,
voter authentication, voter confidentiality, and other quality attributes.” [D2:27 p 5]

“Blockchain-based e-voting architecture can potentially address most of the challenges
of traditional voting systems and conventional e-voting. These include issues of voter’
aunthentication, verification of votes, protection of voter’s privacy, the security of votes,

results.” [D2:42p 1]

“Inn terms of business- or management-related issues, smart contracts are a critical
element of blockchain architecture with significant implications. These contracts are
employed to create and execute contractual transactions among inter-organisational
parties in a trustless manner and subject to pre-determined rules or criteria.” [D3:6 p 2]
“...data integrity enhances data accessibility and provides data compatibility, inmproves
management practice for road transport assets, and components in life-cycle cost analyses
enable the removal of outdated systems and unproductive assets. This considers both
system and project optimisation report useful information periodically, ideally in real-
time, facilitate iterative analysis processes that can be performed regularly.” [D7:2 pp
4-5]

“Blockchain gives high efficiency to the e-government systems by decreasing the delays
and reducing the service gperations costs. In addition, it gives access to the antomation
Seature with blockchain and the shared databases... If any counterfeiting endeavour
happens, it will antomatically be detected. When it comes to security, blockchain has a lot
of ameliorating for data confidentiality and consistency. Data integrity and immutability
are some of the benefits that are provided to e-Governments involving blockchain
technology.” [D8:37 p 11]

“Issues related to data integrity are most acute, as data tampering can have a huge impact
on mission-critical services that depend upon reliable data. .. One of the fundamental
steps in enforcing data integrity is safeguarding the digital system (such as a network, a
website, a database, and an application) using the data through effective identification
and anthentication management. In this way, only authorised people can access the system
and potentially use the data.” [D12:13 p 1]

4.4.2 Transparency

The second group of codes dealt with describing how blockchain
improved the transparency of the procurement process. Issues such as
transaction processing, the chain of events in the procurement process,
access to critical data, the application process for securing contracts, the
quality of products, costs, and types of contracts emerged as the main
ones that influence the transparency of the procurement process. Figure 6
shows the codes linked to transparency.
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Table 3. Main codes from the 12 articles

Code Comment

Transaction An instance of buying and selling a commodity between the government and SMMEs.

Contract A written agreement enforceable by law, which binds SMMEs and the government.

Supply chain
The network of all the individuals, organizations, resources, activities, and technology involved in the
creation and sale of a product. A supply chain encompasses everything from the delivery of source
materials from the supplier to the manufacturer through to the end user, which is the government.

Cost A sum of money for a product before it can be acquired.

Voting Used to express a wish to follow a particular course of action.

Product An article or substance that is manufactured or refined for sale.

Management The process of dealing with or controlling things or people.

Approach A way of dealing with a situation or problem.

Application The action of putting something into operation.

Election A formal and organized choice by a vote of a person for a political office or other position.

Access The means or opportunity to approach or enter a place.

Chain A sequence of items of the same type forming a line.

Skill The ability to do something well; expertise.

Security The state of being free from danger or threat.

Risk

The term “business risk” refers to the possibility of a commercial business making inadequate profits
due to uncertainties, for example, changes in tastes, changing preferences of consumers, strikes,
increased competition, changes in government policy, obsolescence etc.

Table 4. Article categories and their consistency in the use of keywords

ARTICLE Codes
o] 'g % (o
é g i &0 s g}o § % g » B
el 2|z |€ |2 | |E |2 |5 |8 |5 |= |8 |«
E 1S |& 18 12 |& | |&2 |2l |2 |8 |2 |8 |#
D1 X |X X X |X [|X [X X |xX |x [x IX
D2 X |X X [ X X X [X [X [xX [X X | X
D3 X |X X X |X [|X [X X |X X X
D4 X |X X |[X [|X [X X |[X [X [X X
D5 X |X X |X |[X [X [X X |X X
D6 X | X X |X |xX [X X |X X |X
D7 X X X |X [|X [X X X
D8 X |X X X |[X [X X |X |X [xX [X
D9 X X [|[X [X X X [X [X X |X |X [X [X
D10 X |X |X X |X [|X |xX |X X |X X |X
DIl X |X [|X [X X X |X
D12 X |X [|X [X X |X [X [X X |xX |x [x X
The JBBA | Volume 7 | Tssuel | May 2024 51



contract o risk security approach management
Figure 5. Codes linked to integrity.
transaction  chain access application product cost ' contract

Figure 6. Codes linked to transparency.

The following text highlights the sentiments shared by the identified articles
on how blockchain technology enhances the concept of transparency of
procurement processes in line with the identified codes.

“Smart contracts can provide the public sector with the ability to ensure certainty
and transparency in transactional processes. Over 46 countries across the globe have
launched 200 blockchain initiatives. Smart contracts reduce transaction time and
costs as the contracts execute themselves by integrating the Internet of Things (IoT)
into the blockchain. Contractual fraud is easily detected, thus enhancing the security of
contracts.” [D1:1 pp 11-12]

“A smart contract is an executable code that enables untrusted parties in a blockchain to
directly interact and perform transactions with one another withont needing a centralised

anthority.” [D2:2 p 4]

“The decentralised nature of  blockchain, and its attributes of anonymity, and
transparency make it a suitable approach to handle many of the difficulties associated
with conventional e-voting systems.” [D2:82 p 1]

“Tnn terms of business- or management-related issues, smart contracts are a critical
element of blockchain architecture with significant implications.

These contracts are employed to create and execute contractual transactions among
inter-organisational parties in a trustless manner and subject to pre-deternmined rules or

criteria.” [D3:6 p 2]

“Indeed, blockchain is a technology that allows a decentralised environment to be created
Jor the excecutions of transactions without any means of data alteration.” [D5:1 p 1]

“...the increase of supply chain transparency is identified as the main objective of recent
blockchain projects in supply chain management.

Therefore, most of the recent publications deal with simple supply chains and products.

The few approaches dealing with complex: parts only map sub-areas of supply chains.”
[D6:13p 1)

“Tmplementation of smart contracts for converting all paper-based contracts that do not
have a reliable system that can handle those contracts was delayed during the lockdown
worldwide. The paper-based system is not efficient anymore. As such, governments and
Jinancial organisations have to do something to keep the businesses running.” [D8:10

6]

“One of the best options to consider managing the supply chain is blockchain. It can
connect all the stakeholders through one decentralised universal network, and securely
shows the data of the silos.” [D8:39 p 11]

“.with the continned need for SC transparency and sustained record keeping the
emergence of blockchain technologies is likely to equip SC managers of the futnre with
skills and knowledge that will create bhigh SC visibility... The managers need not be
equipped with the technical skills but shonld understand the applications and capabilities
of the blockchain technologies to help design SCs that leverage the best technologies.”

[D9:92 p 13]

“The code of each smart contract is stored on the blockchain and can be identified by a
unigue address. Users can interact with a smart contract in present cryptocurrencies by
sending transactions to the contract address. When a user canses a valid new transaction
with a smart contract address as recipient, all participants on the mining network execute
the contract’s code with the current state of the blockchain and the transaction’s content
as inputs. The network then agrees on the ontput and the next stage of the contract by
participating in a consensus protocol.” [D10:2 p 2]

“By formulating logical requirements to create the identification numbers in smart
contracts, the processes and their relations in the physical world can be mapped virtually
on the blockchain. Thus, each asset receives a virtual identity. A complete integration of
this approach in the whole manufacturing supply chain ensures the secure traceability,
anthenticity, and anditability of each assembled product and its components. Therefore,
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transparency can be increased for all stakeholders and vulnerabilities that allow connterfeit
parts to enter the supply chain can be reduced. The implementation of blockchain on a
public platform provides full transparency for the customer, while the implementation on
a private blockchain network only provides a restricted transparency.” [D10:22 p 5]

4.5 Finalization of the themes

The two main themes of the study are integrity and transpatrency. The study
identified 12 articles in the research literature that explain how blockchain

(223 D 12: The practicality of adopting
Blockchain-based distributed
identity management in organi...

12 D 10: Smart contract-based

technology enhances the integrity and transparency of the procurement
processes of government organizations. A document network was created
from the identified articles to categorize the articles according to their
emphasis on integrity and transparency. This is depicted in Figures 7 and 8.

From the analysis of the documents above, itis evident that articles D7 and
D11 did not emphasize addressing the use of blockchain technology with
respect to enhancing the integrity and transparency of the procurement
processes. Although the articles made the inclusion criteria for the SLR,
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Figure 7. Articles explaining how blockchain enhances the integtity of the procurement processes.
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Figure 8. Articles explaining how blockchain enhances the transparency of the procurement processes.
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they were not significant in terms of the effect of blockchain technology
on government procurement processes.

5. Discussion

The results show that 10 of the 12 articles that satisfied the PRISMA
criteria of selection were conclusive in answering the aim of the study.
The 10 articles addressed issues of transparency and integrity when
using blockchain technology. According to the results, the following are
the main factors that drive the integrity of procurement processes when
using blockchain: handling of contracts, risks involved, security of the
data, approaches used, and management of the procurement process.
The following are the main factors that drive transparency: transaction
processing, the chain of events in the procurement process, access to
critical data, the application process for securing contracts, the quality of
products, costs, and the types of contracts. This finding implies that when
the SA government intends to implement blockchain technology in their
procurement processes, the abovementioned are the factors to consider
in order to ensure that the system addresses these concerns and fosters
integrity and transparency.

To improve the integrity of the procurement processes or the transactions
between the SA government and SMMEs, the former must implement
blockchain technology. Blockchain technology will improve integrity
through the ways in which it handles contracts (smart contracts), secures
data, and manages the procurement processes. According to [25] blockchain
technology reduces fraud, bureaucracy, and corruption via smart contracts.
Furthermore, it offers increased automation, transparency, efficiency,
integrity, security, and auditability. Finally, it contributes to increased public
trust owing to effective record keeping and information availability. Once
the SA government has implemented blockchain technology, the citizens
and SMMEs should be more trustful of the government. This should
encourage them to transact with the government as they are guaranteed
integrity and the award of tenders that are fair and fraud-free.

Data in traditional systems suffer from various challenges such as the lack
of security, integrity, reliability, and convenience because they do not have
a consistent structure for data security and reliable policies [26]. Therefore,
in their study, the authors [26] propose a blockchain-based integrity and
reliable information management system to address these challenges. The
results of their study demonstrate the effectiveness and robustness of their
proposed blockchain-based integrity and reliable information management
system. This is in line with our findings that the integrity of procurement
processes will be improved through the implementation of blockchain-
based procurement systems because they will foster security, integrity,
reliability, and convenience of the data (such as smart contracts) that are
going to be stored in the blockchain system. Blockchain technology has
also been applied to cloud computing systems to improve data security
and trust (integrity) in computing or processing [27], [28]. While several
models and solutions exclusive of blockchain have been proposed such as
data integrity tests and secure multi-party calculations [27], they have not
been successful in assuring users of data integrity and security. Therefore,
the introduction of blockchain-based data integrity mechanisms has seen
significant strides being made toward data integrity and security.

The use of blockchain will not allow users to tamper with contracts or
the data saved into the blockchain [29]. According to [29], blockchain
is a technology that allows a decentralized environment to be created
for the execution of transactions without any means of data alteration.
Furthermore, transparency will be emphasized using blockchain technology
in that the way the technology handles and processes transactions,
eliminates altering the already saved records. According to [30], smart
contracts can provide the public sector with the ability to ensure certainty
and transparency in transactional processes. Therefore, when all contracts
between the SA government and the SMMEs are managed and processed
via blockchain technology, transparency and integrity will be enforced.

6. Limitations and future work

This study, like any other, has limitations. First, this study is only theoretical,
implying that empirical validation of the factors explored in the context of
the SA public sector is required. Second, this review demonstrated a low
publication rate of blockchain studies relative to global figures, indicating
the need for significantly increased blockchain research in the context of
SA.

7. Conclusion

Corruption has caused several economies to crumble and struggle owing
to the devastating effect it has on the communities. This study conducted
a SLR to theoretically investigate the use of blockchain technology to
improve the integrity and transparency of procurement processes between
SMMEs and the SA government. The Scopus database was used to search
for relevant research literature and, following the PRISMA framework, 12
articles that met the eligibility criteria were identified. The 12 articles were
analyzed using thematic analysis and the results demonstrated that 10 of
the articles applied to this study as they discussed the use of blockchain in
relation to integrity and transparency. The remaining two articles did not
emphasize the use of blockchain technology in enhancing the integrity and
transparency of the procurement processes. The common factors in the 10
articles that were found to impact integrity and transparency were as follows:
handling of contracts, risks involved, security of the data, approaches
used, management of the procurement process, transaction processing,
the chain of events in the procurement process, access to critical data,
the application process for securing contracts, quality of products, costs,
and types of contracts. This finding implies that when the SA government
implements blockchain technology in their procurement processes, these
are the factors to consider to ensure transparency and integrity. We believe
that once blockchain technology has been implemented in SMMEs,
the public will trust and be confident in the procurement processes as
corruption would have been eliminated and tenders would be awarded
fairly.

Based on these findings, there is a need for further research. Further
research should focus on empirically validating the factors identified in
this study. Furthermore, the identified factors can be triangulated into a
framework that informs the implementation of blockchain technology.
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Abstract

Loyalty programmes are crucial marketing tools for businesses to increase customer engagement and retention. These programmes, sponsored
by enterprises, offer rewards, discounts, and other incentives to attract and retain customers. However, the lack of interoperability among loyalty
programmes of different organisations can limit the customer’s ability to maximise the value of their loyalty points. In this study, we proposed the
design and implementation of a blockchain-based platform using the design science research (DSR) method as a candidate solution to overcome
the limitations of conventional loyalty programmes. Using smart contracts, the design enables organisations to embed all necessary attributes for
their desired customer loyalty programmes in accordance with their policies. The designed platform provides a decentralised, transparent, and
secure environment for the exchange of loyalty tokens between various organisations and customers. Using expert opinion methodology, we
discussed the technical considerations and implementation of the blockchain-based loyalty programme platform, as well as its potential impact on
the customer experience. Our findings suggest that the proposed platform can improve the interoperability of loyalty programmes using a universal
token that creates more value for businesses and customers. The research contributes to the field of loyalty programmes and blockchain technology
by proposing a platform that enable businesses to develop more effective and data-driven loyalty strategies, while providing customers with better

value for their loyalty points.

Keywords: Blockchain Technology, Loyalty Programme, Marketing, Design Science Research

JEL Classifications: [.74, M31

1. Introduction

The advent of diverse computer technologies and networks has resulted
in significant and expeditious transformations across all domains. Among
the common practices experienced by individuals in their lifetime is the
utilisation of loyalty programmes by organisations providing services or
products. Such programmes aim to retain customers within the organisation
and enhance their share of wallet [1].

In recent years, numerous organisations have begun to accumulate
customer data to monitor and analyse their behaviour [2]. By studying
this data, organisations try to design a loyalty programme to keep current
customers satisfied and attract new customers.

Loyalty include of personalised
customer marketing and marketing communications, offering tangible

programmes integrated ~ systems
(such as discounts or gifts) or intangible (such as personalised service or

information) rewards to the customer [3], [4].

Customers may be members of multiple loyalty programmes from
various organisations that use disparate methods to provide and manage
services, such as physical coupons, digital coupons, or specialised mobile
applications. The absence of interoperability among loyalty programmes
of various organisations leads to a situation where consumers face
difficulty in effectively utilising the value of their loyalty points, given that
each organisation offers its own system and rewards. Additionally, privacy
concerns may dissuade customers from sharing personal information with
every loyalty programme [5].

Blockchain technology is a distributed database comprising encrypted
blocks of asset transactions that are sequentially ordered, digitally signed,
and governed by a consensus model [6]. The technology’s potential in
addressing these loyalty programme challenges is noteworthy. By embedding
the terms of loyalty programmes in a smart contract, blockchain enables
organisations to determine the precise reward and profit amounts to be
disbursed to their customers, without the need for trust, in a transparent
manner. This contract is executed independently and is used to manage the
transaction |7].

Providing a suitable blockchain platform for the exchange of these
privileges between internal and external customers is possible by creating a
token. Tokens are a form of incentive given to customers for participating
in a loyalty programme. These tokens are stored on the blockchain and
represent specific assets, such as currencies or products.

The blockchain platform offers a secure environment for the exchange
of tokens between various organisations after mutual agreement. By
employing tokens, integration and collective benefits of all loyalty
programmes become feasible. Tokens are not limited to purchases but can
also encompass the overall customer interaction with the brand or retailer,
resulting in the integration of digital marketing [8].

By providing an integrated and trustless platform, blockchain can control
the transfer and manage the number of customer assets in any organisation
with the help of tokens in its platform [9]. Blockchain provides the basis
for unifying the type of awards between organisations [10].

Furthermore, organisations can provide the possibility of transferring
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their points with each other by agtreeing between themselves and using a
common platform, so that both the management and maintenance costs of
their loyalty programmes are reduced and providing more valuable options
to customers themselves should also provide ways to improve their level
of satisfaction. For example, several hotels and airlines offer their points to
their customers on the same platform using the same method [11].

As of now, the main disadvantages of using blockchain in this scope are
the implementation of the structure and costs. Besides, due to the nature
of blockchain, correcting a mistake is rather impossible or very costly.
Some of these advantages and disadvantages are given in Table 1.

Table 1. The opportunities and limitations of blockchain-based
loyalty programmes

Opportunities Limitations

Technical Complexity:
Implementing blockchain
technology can be technically
complex and may require
specialised expertise, increasing
the costs and potential for
errofs.

Transparency and Security:
Blockchain technology provides a
tamper-proof and transparent
record of transactions, ensuting
that loyalty points cannot be
fraudulently altered or stolen.

Increased Efficiency:
Blockchain technology can
automate loyalty program
processes, such as point issuance,
redemption, and transfer,
reducing administrative costs and
improving customer experience.

Enhanced Customer Loyalty:
The use of blockchain technology
can provide customers with a
greater sense of trust and loyalty
towards a brand, knowing that
their loyalty points are secure and
transparent.

Lower Costs: Blockchain can
reduce the costs associated with
loyalty programme
administration, since it eliminates
the need for intermediaries and
reduces operational costs.

Lack of Standardisation: As
blockchain is a relatively new
technology, there is a lack of
standardisation, which can create
interoperability issues and make
it difficult to integrate with
existing systems.

Technical Limitations:
Blockchain technology is still
evolving and has limitations,
such as the difficulty of
modifying existing transactions
and the risk of smart contract
vulnerabilities.

Limited Scalability: The
current limitations of blockchain
technology, such as transaction
speed and storage capacity, may
make it difficult to scale loyalty
programmes with large customer

bases.

In this article, we will explore the design and implementation of a
blockchain-based platform for loyalty programmes via a design science
research approach. We aim to explore blockchain potential to solve
mentioned problems in loyalty programmes. Throughout this article,
we discuss the benefits of using blockchain for loyalty programmes, the
technical considerations in designing such a platform, gaining insights
from experts, and the potential impact on the overall customer experience.
By the end of this article, readers will have a better understanding of if
blockchain technology can transform the loyalty programme landscape
and create more value for both businesses and customers.

2. Methodology

Choosing the appropriate research model in the research process is vital
in explaining its validity to the audience. Also, the introduction of the
research model facilitates and expands future research. The methodology
used in this study is the approach of design science research [12] as a
research method used in information technology to develop and evaluate
artefacts or practical problems. In this case, we utilised this methodology to
leverage blockchain opportunities to optimise loyal points transfer among

customers of various loyalty programmes [12, 13, 14].

In this method, we identified loyal points transfer problems and developed
a technology solution to address these problems. The solutions developed
are evaluated through gaining knowledge from a list of experts [15], and the
findings are able to be used to refine the design or develop new solutions.

2.1 Design science research methodology

Design science research is a problem-solving paradigm that seeks to
enhance human knowledge by creating innovative artefacts [14]. Using the
DSR approach, the result of our work will be a product and a pragmatic
view of the identified problem. Figure 1 illustrates the steps and processes
underlying the design science research method [14].

Process lteration
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Figure 1. DSR process.

We benefited from six steps below in the design science research approach.
2.1.1 Problem identification and motivations

The first step in the design is to define the specific research problem and
justify the value of a solution. In this study, our problem is t he lack of a safe
and trustless method to grant, use, and exchange points obtained through
customer loyalty programmes to customers and among organisations.
Providing a safe and efficient platform for transferring privileges increases
the efficiency of these loyalty programmes. As a result, productivity in loyal
programmes would increase.

The purpose of customer loyalty programmes is to increase customer
engagement with the organisation and to satisfy customers to allocate
more significant portion of their wallet to the services or products of the
organisations [16]. For that matter, there are many psychological methods
which attract customers, leading to profitable outcomes for organisations
[17, 18, 19, 20, 21, 22, 23, 24]. The key psychological method employed
in our study is the status-based mechanism [20], which examines the
perceived value by the customer through gifts and discounts [21]. By using
the mentioned method, we identified problem and motivation for creating
an artefact to enhance loyalty programme potentials.

2.1.2 Necessary factors for solving the problem

We can deduce goals by defining the problem and investigating solution
possibilities. These objectives can be quantitative or qualitative and inferred
from the problem specification. In this section, we select our blockchain
platform according to the customer and organisation needs [25] and
implement a smart contract that covers the rules of loyalty programmes
through this platform. In the next step, we create tokens and transfer them
to a wallet for easy transfer and proof of executing the artefact.

. Blockchain platform

Blockchain platforms vary in type, with some lacking smart contract
support and being excluded from our selection. Others charge high fees
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without offering a competitive advantage, citing technical reasons, support,
or popularity. Our design employs the Binance Smart Chain platform,
which offers cost-effective smart contract functionality to usets.

. Wallet

In order to store tokens generated for the organisation and transfer tokens
to users who have received a certain amount of them, it is necessary to
store the tokens in a wallet under the supervision of the organisation so
that the organisation can transfer them according to loyalty programme
regulations. Automated transfer of digital currencies among customers and
organisations necessitates the use of a digital wallet. The conversion of
tokens to fiat currency or their offline transfer are regulatory measures that
are employable and fall under the purview of organisational consensus.

. Unique token

The unique token is an intangible reward offered by organisations to users
who use their service or purchase their product. Users earn points by
adhering to the rules of the customer loyalty programme. The tokens are
transferable within the platform, allowing customers to exchange them and
use them for various benefits in the loyalty programme.

. Smart contract

A smart contract is a set of logical rules in the form of a cryptographic
script that can be embedded within the blockchain [26], [27]. Upon
implementation on the desired blockchain platform, the rules will become
immutable and binding. Organisational considerations such as token
transferability, creation, and burning may be incorporated into these
contracts. Solidity, a programming language similar to JavaScript, is well-
suited for building decentralised applications and is utilised for contract
writing [9].

2.1.3 Design and development

In this phase, a DSR chrolo refers to any object that incorporates our
research contribution. This involves identifying the intended functionality
and design of the artefact.

We undertook the task of identifying various scenatios for our tokens and
devising the execution mechanism within the network. The fundamental
elements of the network comprise the token and the users’ categories.
As illustrated in Table 2, there are types of users in three different roles.
These roles include the partner as a person who gives loyalty points to
members of this loyalty programme, a member who receives points from
their purchases and spends those points, and a manager who supervises the
partners’ affairs [11].

Table 2. User stories for the rewards points system

As a partner, I assign rewards points to members to

USor encourage their loyalty as clients

USs As a member, .I pay with the accumulated points to save
money and enjoy the programme benefits

USus As a member, I see the balance of my points to know
how many I have

USo+  As a member, I sec a report of transactions

USos As a member, I approve the points charges, to be sure
that other people do not spend them
As an administrator, I manage partners’ data

USes  (registrations, cancellations, and changes) in the system

and I see all the members.

Various transactions and uset stories can occur within this network (see

Table 3 [11]).

Upon reviewing the users’ narratives, we identified the essential regulations
that must be integrated into the smart contract. These rules pertain to the
transfer, allocation, and expenditure of tokens. Although these rules could
be inferred from studying existing loyalty programmes, we emphasised
a scientific approach to this endeavour. So, we used the Remix website
to write the smart contract to provide an online solidity-based coding
platform. The final version of the smart contract code is shown in code 1.

The smart contract is assumed applicable for all transactions. Organisations
adopt this mechanism based on their preferences. For instance, the
organisation may consider each loyalty point as a token, or they may
consider ten points equivalent to a single token. In case an organisation
selects a specific policy for the conversion rate of points to tokens, it must
be adhered to by its partner organisations. The organisations are required
to engage in consultation and mutually agree on this ratio before making a
final decision. To avoid potential mathematical complications in the future,
it is recommended that each point be deemed equal to one token, as it
allows for easy determination of the desired number of tokens.

Table 3. User stories

Given When Then
TCoy1 M1 has 1 point P1 rewards M1 MT has 2 points
and P1 has 9999 and P1 has 9998
points points
TCo2 M’ has 0 points P1 rewards M’ M’ has 0 points
and P1 has 9999 and P1 has 9999
points points
TCo3 M1 has 1 point P1 rewards M1 M1 has 1 point,
and P1 has 0 and P1 has 0
points points and
recieves a
message warning
that it does not
have enough
points
TCos M1 has 10 points M1 pays 1 point to MT1 has 9 points
and P1 has 0 P1 and P1 has 1
points point
TCos M1 has 0 points M1 pays 1 point to MT1 has 0 points,
and P1 has 0 P1 and P1 has 0
points points and
recieves a
message warning
that it does not
have enough
points
TCos M1 has 10 points M1 asks for his M1 is notified
balance that he has 10
points
TCo7 M1 has 10 points, ~ P1 collects rewards M1 has 10 points
and P1 has 10 given to M2 and P1 has 10
points and recieves points
a message warning
that it is collecting
from a wrong
member
TCos M1 has 10 points P1 collects 1 point MT1 has 9 points
and P1 has 10 given to M1 and M1 and P1 has 11
points provides his PIN points
TCy9 There are three Administrator inserts  There are four
partners partner X with the partners
number 1234567890
TCip There are three Administrator inserts  There are three

partners

partner X with the
number 12345

partners

After setting up the smart contract, it was necessary to place the created
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tokens in the wallet of the organisation benefiting from this blockchain to
distribute them among its members. We utilised the user-friendly and cost-
effective Metamask wallet for our operations. Additionally, we employed
the Binance virtual test network to evaluate the efficiency of the smart
contract, as elaborated in subsequent sections.

Code 1. Smart contract.

2.1.4 Product display

This phase entails utilising the artefact in experiments, simulations,
case studies, proofs, or other relevant activities. Our final product is a
blockchain platform integrated with a smart contract that governs the
loyalty programme. The provisions encoded within this smart contract
are customised to cater to the requirements of loyalty programmes. This
blockchain platform has the capability to allocate tokens to customers,
receive tokens from other customers, and facilitate token transfers between
two customers or among customers and organisations.

2.1.5 Evaluation

Evaluation assesses the effectiveness of the artefact in resolving the
problem by comparing the intended solution with the observed outcomes
of the artefact’s implementation. This process can encompass diverse
evaluation methodologies that align with the problem domain and the
artefact’s nature. Following this phase, the decision to revise the artefact’s
efficacy by revisiting the third step or to proceed with communication and
leave any potential enhancements for future undertakings is determined.

To evaluate the implemented blockchain, we executed various network
operations on the Binance virtual test network to assess its functionality. In
the next step, we aimed to assess the practicality of the artefact and identify
any potential obstacles in its implementation by soliciting expert opinions.

2.1.6 Communications

Here, all aspects of the problem and the designed artefact were
communicated to the stakeholders. Depending on the research objectives

and the audience, including professionals, appropriate forms of
communication could be employed.

Finally, it should be noted that the design science research approach
methodology has a back-and-forth behaviour. It is important to note
that the outcomes reported in each section are the cumulative result of
the entire process and not solely the consequence of a single stage. Each
stage contributes to the final result and represents a crucial step towards
achieving the desired objectives. Therefore, it is the combined effort and
progress made throughout all stages that lead to the final outcome.

2.2 Expert opinion methodology

This method is employed to make predictions or estimates when there
is inadequate information available to conduct statistical procedures [13].
This method operates innovatively and endeavours to solve obscure or
unresolved problems. Knol et al. describe this method in seven steps [28]:

2.2.1 Determining uncertainties (identifying variable values)

In this section, we have discussed the importance of obtaining expert
opinions and how it can help us in evaluating the feasibility and identifying
potential challenges in implementing the proposed solution. Challenges
addressed here include required infrastructures for implementing and
examining the blockchain platform, technician training needs, and technical
updates.

2.2.2 Scope and format of extraction

Here we created a questionnaire in a general format of questions. Various
factors such as time and cost were taken into account to determine the
appropriate method of gathering expert opinions, including interviews,
questionnaires, face-to-face or telephone conversations, and opinion
summarisation.

This study utilised interviews with multiple experts from diverse fields
and incorporated a selection of their opinions. An eight-question survey
was compiled, which was administered both in-person and online, and
encompassed topics such as software, hardware, human resources, and
future-proofing,

2.2.3 Identification and selection of experts
In the expert opinion method, it is important to define the criteria for

identifying individuals who can be considered experts. An expert is a key
person who:

. has significant knowledge of the problem area

. has a background in the discussed field

. is known (e.g;, among colleagues) and competent in solving the
problem

. is familiar with the assessment of possibilities.

Additionally, the expert’s opinion should change over time as the expert
receives new information and also the expert’s opinions should be valid,
transparent, science-based, and justifiable. Nevertheless, there are also
criteria to recognise an expert:

. Tangible evidence of expertise (e.g,, degree, publications,
position)

. The fame

. Availability and willingness to participate

. Understanding the general problem area

. Neutrality

. Having no economic or personal stake in potential findings
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2.2.4 Design of extraction mannals

The questions should have had a specific format and move towards a
conclusion for the main purpose. These questions were in the form of
statistical, probabilistic, and qualitative estimates.

2.2.5 Preparation of the extraction session

The meetings were held in person, by phone, or online depending on the
person’s time and availability.

2.2.6 Relying on the opinion or judgment of an expert

In order to use the opinions of experts, it was necessary to reach a
consensus on those opinions if we have used several experts.

2.2.7 Summary, aggregation, and reporting of results
Finally, the collected answers were aggregated based on a scoring system.
3. Results

A customer journey map was created to illustrate the processes that
customers and organisations undergo in this system. A customer journey
map is a visual representation of the steps, activities, and situations a
customer goes through to achieve a specific goal, including customer needs
and emotions. The design processes were carried out so that the maximum
level of automation follows the minimum level of human involvement.
Figure 2 illustrates the journey map. As illustrated, the map considers the
user experiences along with the chronological steps in system from the
smart contract execution until the tokens have transferred to uset’s wallet.

3.1 Evaluation of transactions

Once the smart contract is implemented, it is essential to transfer the tokens
generated by the contract to a designated account, such as the account of
the organisation that initiated the creation of these tokens. The Remix site
facilitates the interactive deployment of the smart contract code.

Figure 2. Customer journey map.

To transfer tokens from the deployed smart contract, we interacted on the
blockchain using Remix. Then we used the “Deploy and run transactions”
menu and entered the address of the desired Metamask wallet along with
the number of tokens we wanted to transfer. The Metamask prompt
opened automatically for session. Once the transaction was confirmed the
tokens were transferred to the receiver’s wallet.

To check the completion of the Binance blockchain platform transactions,
we used the “BSC Scan” website. The results are shown in Figure 3.

Figure 3. Token journey.

By choosing our token (TKN), we will be transferred to the information
page of that token as shown in Figure 4.

@ Token

Overview sers0

Figure 4. Proof of execution.

All information regarding the wallet address, methods, and time of the
transfer shown in Figure 4 confirms the execution within the blockchain.

3.2 Evaluation using expert opinion

We created a questionnaire to obtain feedback from experts regarding the
implementation of the project and potential challenges. The questionnaire
also allowed experts to provide suggestions for improvement. The
primary rationale for using expert opinions is to mitigate the high costs
of implementing projects in organisations, the prolonged time required
for large-scale project troubleshooting, and the increased risk of customer
information loss for the organisation. Some of the questions and expert

opinions are given in Table 4.

According to the opinion of respected experts, implementing this project
is possible but facing challenges, like internal resistance and advertising
costs, must be carefully addressed.

Regarding the software aspect, the experts generally agree that the system
can work effectively with trained technicians. However, some experts
suggest that a mechanism should be adopted for organisations that
currently use traditional loyalty programmes, allowing their customers to
transfer their points to the new blockchain-based platform.

According to the questionnaire, experts have confirmed the usefulness of
the artefact for customers and observed a high potential for increasing
customer satisfaction and wallet share due to the increase in interaction
with the organisation.

4. Conclusion
After an extensive literature review, the decision was made to explore
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Table 4. Expert opinions questionaire

Exp  Expertise Questi  Questio  Question 3: Question 4:
ert Areas onl: n2: How doyou  What are other
How Howdo  conclude considerable
doyou you with the aspects and
rate evaluate  advantages criterias?
the the and
artifact ~ operatio  disadvantag
deploy naland  es of the
abiliy training  design?
(1-10)?  costs for
deploym
ent?
Sales Advantages Measuring
1 manageme 7 High outweigh customer affinity
nt disadvantages  beforehand
Data Investigating
science/ Advantages vestigating
. . precise costs and
2 eCommerc 4 High outweigh
. long-term goals of
e disadvantages .
. cooperation
consulting
Financial
manageme Investigating
gating
nt/
Customer Advantages customet
3 i 8 High outweigh prevalances and
loyalty .
oot disadvantages  needed
programm infrastructures
e design
Social Evaluating clear
networks Advantages regulations in
manageme Very . terms of contracts
4 o 9 . outweigh
nt/ Full high disadvantaces and
stack s interoperability of
developer programmes

blockchain technology to utilise their potential benefits in customer loyalty
programmes. Using the DSR approach and expert opinions, we developed
a model with defined conditions which involved collecting user stories and
scenarios to identify network usage patterns, followed by writing a smart
contract to meet the identified needs and deploying it on the Binance Smart
Chain platform. The created artefact was then tested and its efficiency
and effectiveness were confirmed through successful transactions.
Additionally, we sought the opinions of experts in related fields through
an expert opinion approach. Their feedback on the system’s efficacy,
potential challenges, and opportunities for commercial implementation
was collected and summarised.

Our research indicates that blockchain technology offers valuable services
that can enhance customer satisfaction, such as token-based point transfers,
interoperability, and eliminating the need for paper coupons. The primary
objective of such benefits is to capture a larger portion of customers’
wallets, which aligns with the primary goal of loyalty programmes. This
research aimed to enhance the productivity of loyalty programmes by
leveraging blockchain technology.

Based on our research findings, it appears that replacing traditional
loyalty systems with blockchain-based platforms is less complicated than
previously believed. Complex organisational structures and financial
barriers have previously hindered the implementation of this technology.
Nevertheless, our proposed platform and smart contract implementation
need minimal costs in the case of hardware. Furthermore, increased
transparency in wallet transactions may encourage customers to utilise
their loyalty points.

During the course of our study, we encountered several limitations,
including the bureaucratic structures inherent in organisations, which
currently impede the widespread adoption of this method. Additionally,
the high costs associated with its implementation, adaption, and lack of
cooperativity of organisations compelled us to limit our optimisation
efforts after the communication phase of the design science research

approach.

In conclusion, loyalty programmes based on blockchain technology have
exhibited advantages for both users and organisations. The adoption of
this platform allows organisations to collaborate and implement measures
to enhance customer satisfaction. Furthermore, the transparency offered
by blockchain technology can foster trust and confidence among users,
leading to the expansion of economic relationships through the creation
of a standardised token and its distribution in accordance with predefined
guidelines.  Consequently, conducting large-scale implementation
would yield collateral benefits, such as the acquisition of significant
data regarding customer behaviour, and optimise the overall customer
experience. Therefore, further research focusing on the implementation

and communication phases of the design process is necessary.
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1. The nature of DAO

Sinclair Davidson FBBA, RMIT University, Australia
Category: Oral Presentation

Abstract
Just as economics Nobel Laureate Ronald Coase famously asked, ‘Why do firms exist?’, this project asks, ‘Why do DAOs exist?’. Blockchain

technology overcomes transactional trust issues through decentralisation and the provision of a tamper-proof and transparent ledger. It does
not, however, resolve governance trust issues. “‘Who does what, to whose satisfaction?’ remain open and important questions in DAOs just as
they do in any and every other organisation. This paper forms part of a project that sets out to establish an intellectually coherent, consistent,
and academically robust theoretical framework that locates DAOs within a theory of organisation that can then be used by both practitioners and
policy makers. The practical outcomes of this research will include a theory of DAOs; a set of testable hypotheses based on those principles; and
a set of recommendations to DAO users and policy makers.

Keywords: Decentralised Autonomous Organisation, Organisation costs, Open Source, Property Rights

JEL Classification: D23, D71, D86, 1.22, .86

2. Decentralised Finance (DeFi) in 2034: Impact on Financial Services and Needed

Competencies for its Professionals

Daniel Liebau, Erasmus University, The Netherlands
Category: Oral Presentation

Abstract

The significance of blockchain-based Decentralized Finance, or DeFi, is rising. In late 2021, crypto-native actors pushed total value locked (TVL),
a common measure for the size of this market, above USD 150 billion. The ability to swap digital assets against each other and to give borrowers
access to capital without intermediaries, only using smart contracts, were decentralized innovations. Then, these unregulated markets collapsed
to ca. USD 40 billion in TVL after the bank run on the Terra LUNA network. But regulators worldwide, including MAS in Singapore, started
investigating DeFi primitives and how to use them to resolve some of the critical issues in current Finance. Even the Bank of International
Settlements (bis) investigated to understand related risks. It is, therefore, timely to ask what capabilities will be needed by finance professionals
and their organizations of any size to remain competitive a decade from now — in 2034. I collect unique survey data amongst participants of
my executive education course titled “Decentralized Finance (DeFi): A New Financial Ecosystem” to understand required competencies as they
are perceived by experienced financial services professionals in (investment) banks, asset managers, insurers, and regulators. Research results are
relevant for policymakers and talent development leaders alike.

Keywords: Blockchain, Decentralized Finance, Innovation, Technology Change, Competencies

JEL Classification: G7, |2, O3, L1

3. Navigating Cryptocurrencies' Next Frontier: The Revolution Towards

Decentralizing Physical Infrastructure

Jincheng Zheng, Chongwu Xia, Swee-Won Lo, David Lee Kuo Chuen - Singapore University of Social Sciences
Category: Oral Presentation

Abstract

Decentralized Physical Infrastructure Networks (DePIN) integrates blockchain, cryptocurrencies, and the Internet of Things (IoT) to develop
traditional industries and the new digital economy. This article outlines DePIN's concept, mechanisms, applications, and future trends, as well
as current noteworthy challenges. The LASIC principle is used to measure the feasibility of DePIN, offering valuable insights to investors
and practitioners in the assessment of a sustainable business model within the DePIN ecosystem. This article also compares vatious public
blockchains that are used as the DePIN settlement layer and proposes the criterias for cultivating a prosperous DePIN ecosystem.

Keywords: Decentralised Auntonomons Organisation, Organisation costs, Open Source, Property Rights

JEL Classification: D23, D71, D86, 1.22, 1.86
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4. Token Classification Framework By Consideration Of Origins Of Value And

Mechanisms Of Manifestation Thereof

Vasily D Sumanov, Simon Polanski, PowerPool, Cyprus
Category: Oral Presentation

Abstract

This paper presents the original Value Capturing Theory (VCT) for digital assets (tokens) study and classification, focusing on the intrinsic value
of tokens and acknowledging the significance of demand-side considerations. Traditional classification frameworks overlook these aspects, often
assessing tokens based on a wide range of properties without positing a hierarchical structure. In contrast, the VCT introduces a novel framework
that classifies tokens based on their value-creating roles in coordinating agent behavior and the primary pathways through which value is realized
in the system. In particular, a hierarchical three-level model is developed, wherein a token is attributed several origins of value, and interacting
origins of value are grouped by a common pathway they are realized through (termed the Value-Capturing Mechanism). Specific technical
implementations of these pathways are recognized. In addition, a method of systematic token design is proposed, and criteria for recognizing
novel Value-Capturing Mechanisms are given. Application of the novel framework is demonstrated for both token design for a model system and
the decomposition of an extant token according to its origins of value and Value-capturing Mechanisms.

Keywords: classification framework, token value, value-capturing mechanisms, origins of value, token engineering

JEL Classification: D46

5. Architectural Design of a Blockchain-Powered Carbon Trading System: A Case
Study of the South African Carbon Market

Timileyin P Abiodun, University of Johannesburg, South Africa
Category: Oral Presentation

Abstract

To achieve carbon neutrality by 2050 and reduce greenhouse gas emissions to a range of 350 to 420 megatons of carbon dioxide equivalent, South
Africa introduced a carbon taxation system in June 2019. However, in just three years, it has become evident that the system faces significant
challenges, with less than 6% of the estimated tax returns reaching the government. This issue raises concerns about possible corruption and
manipulation within the system. To address these challenges, this study presents a comprehensive framework for a carbon trading and taxation
system, leveraging blockchain technology. The unique petspective of designing this framework from the government's perspective ensures
efficient monitoring and oversight. Notably, the proposed system operates automatically, eliminating the need for third-party intermediaries.
This study also identifies a crucial research gap and lays the foundation for future studies. It plans to empirically implement the system as a
decentralised application (dApps) using the Ethereum blockchain network, complemented by React]s for the user interface, Node-Red to interface
with IoT sensors, and Provable to authenticate and validate data that is being injected into the blockchain network. In summary, this research
aims to address the shortcomings of the current carbon taxation system in South Africa through a novel, government-centric approach powered
by blockchain technology. The proposed system's potential to enhance transparency and efficiency justifies further exploration in future studies.

Keywords: Blockchain, Blockchain Technology, South Africa, Greenhouse Gas, Carbon Taxation, Carbon Market, Carbon Trading System, Carbon Finance, Carbon
Footprint.

6. Some Simple Institutional Cryptoeconomics of Shared Security

Datcy W.E. Allen, Chris Berg, Sinclair Davidson, RMIT Blockchain Innovation Hub, RMIT University, Australia
Category: Oral Presentation

Abstract

Security is an economic good that is costly to produce. Entrepreneurial blockchain communities face a ‘make or buy’ decision to acquire that
security. Many complex factors determine whether a project either (1) makes security (e.g bearing the setup and maintenance costs of a validator
set) or (2) buys security from another blockchain or service provider (e.g. a larger blockchain with more economic weight). In recent years several
prominent shared security models have emerged including Interchain Security in Cosmos, Eigenlayer in Ethereum, Babylon for Bitcoin and
Parachains in Polkadot. These models involve the purchase of security over a blockchain’s organisational boundary, with different contracting
structures. In this context, this paper outlines some simple institutional cryptoeconomics of shared security models. We apply institutional
economics theory to dissect shared security models, identifying potential contracting hazards that stem from contract incompleteness, asymmetric
information and asset specific investments. By applying existing understandings of contract theory to the frontiers of shared security, this paper
informs the design of more robust and sustainable shared security models in blockchain ecosystems.

Keywords: Shared Security, Institutional Economics, Incomplete Contracting, Blockchain Governance
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7. Towards Confidential Chatbots: A Scalable Decentralized Federated Learning
Framework

Hongxu Su', Cheng Xiang' and Bharath Ramesh?
'National University of Singapore - *"Western Sydney University
Category: Oral Presentation

Abstract

The development of cutting-edge large language models like ChatGPT has sparked global interest in the transformative potential of chatbots
to automate language tasks. However, alongside the remarkable advancements in natural language processing, concerns about user privacy and
data security have become prominent challenges that need immediate attention. In response to these critical concerns, this paper presents a
novel approach that addresses the privacy and security issues in chatbot applications. We propose a scalable and privacy-preserving framework
for chatbot systems by leveraging the power of decentralized federated learning (DFL) and secure multi-party computation (SMPC). Our DFL
framework leverages blockchain smart contracts for participant selection, orchestrating the training process on user data while keeping the data
local, and model distribution. After each round of local training by the participants, the blockchain network securely aggregates the model updates
using SMPC, ensuring that participants' raw model parameters are not exposed to others. Tterative training rounds are executed through the
blockchain network, with participants updating the model collaboratively using SMPC. Experiments show that our approach achieves comparable
petformance to centralized models while offering significant improvements in privacy and security. This paper presents a novel solution to privacy
and security challenges in chatbots and we hope our approach will foster trust and encourage broader adoption of chatbot technology with privacy
at the forefront.

Keywords: Privacy-Preserving Learning, Decentralized Federated Learning, Tiny Langnage Models (LinyL.Ms), Secure Multi-party Computation (SMPC),
Blockchain Technology

JEL Classification: C88 - Other Computer Software - Onr paper discusses the development or application of specific software related to chatbots.

8. Empowering Families in the Genomic Era: A Decentralized Data Trust Approach
for Ethical Genomics Management

Daniel Uribe, GenoBank.io™, USA
Category: Oral Presentation

Abstract

The field of genomics is at a pivotal juncture, facing challenges in data privacy and the ethical handling of genetic information. Existing genomic
data management systems often lack transparency, are inefficient, and do not comply with stringent data protection laws like GDPR or CCPA.
Addressing these issues, we propose an innovative Al-governed web3 Genomics Data Family Trust framework, rooted in the principles of DeSci
(Decentralized Science). Utilizing the ERC721 standard on EVM-compatible chains, such as the Avalanche C-Chain, our system embeds BioNFTs
(Ricardian Contracts) in compliance with local data laws. This approach ensures enhanced transparency and traceability, bolstered by security
through client-side encrypted GenoVaults. Additionally, BioWallets enable effective management of genomic assets, with Al oversight ensuring
governance standards.

A critical aim of this decentralized trust is to foster integration with AI platforms like BioGPT and other advanced GPT and LLMs. This
integration supports the acceleration of genomics and clinical data interpretation, consistent with initiatives like FDA 3060 (a) (Clinical Decision
Support Software).By embracing DeSci, the platform not only empowers individuals and families with control and secure sharing of their
genomic data but also facilitates their participation in groundbreaking genomic research. The adaptability of the system to various genomic data
management scenarios underscores its potential to transform genomic research, aligning with the ethos of Decentralized Science to promote
open, transparent, and collaborative scientific inquiry.

Keywords: DeSci, Genomics, Data Privacy, Al Governance, BioNFTs, Smart Contracts, ERC721, GDPR, CCPA, BioGPT, FDA 3060(a), DeSci, Web3,
BioDAO, LabNFT, BioWallet, Biosamples

JEL Classification: C88 - K24, 034, I18

The JBBA | Volume 7 | Issuel | May 2024 64



"JBBA

9. Assessing the readiness for blockchain technology in the South African public sector

Beatah Sibanda, North-West University, South Africa
Category: Oral Presentation

Abstract

The rise in recent technological developments through the Fourth Industrial Revolution has impacted how businesses and governments globally
operate, requiring a shift in strategies and governance systems. These technological advances have altered production, management, and governance
systems, allowing businesses and governments to respond with agile and complex approaches. A study into one of these technologies reveals that
blockchain could enhance the effectiveness and efficiency of operations in the public sector through its transparency-enhancing measutres. While
governments globally have adopted or are considering blockchain, South Aftrica still needs to catch up. This study assessed the readiness of the
South African public sector to adopt blockchain technology. The population for the study comprised officials in 15 provincial departments in
Gauteng province, South Africa. The study adopted a sequential-exploratory approach using the QUAL-QUANT design. If blockchain has the
potential to enhance transparency and accountability in the public sector, it is worth assessing if South Africa is ready to accept this technology
by obtaining the perceptions of those charged with governance. Although the study's findings suggest that blockchain could be instrumental in
improving public sector governance, South Africa may need more time to accept blockchain technology as several deterrents that could hinder
adoption were identified, such as resistance to change, change management, and outdated infrastructure. These could, however, be mitigated by
skills development and training and the acquisition of the appropriate infrastructure to support blockchain. The study proposes a framework for
adopting blockchain technology in the South Aftican public sector to enhance good governance.

Keywords: Auditor-General South Africa, Blockchain technology; corporate governance; accountability; transparency; public sector.
JEL Classification: H7

10. Models Of Crypto Projects And Their Properties

Oleksandr Letychevskyi, Heriot-Watt University Edinburgh, Scotland
Category: Oral Presentation

Abstract

The research concerns the general abstract model of the crypto project. The algorithmic components of the crypto project, which are defined
in the smart contract and their varieties for different services, are highlighted. Typical algorithms for such services as a cryptocurrency exchange,
services related to the Internet of Things, education, Internet services and trade are considered. In addition to the algorithmic components, the
market component that depends on the external environment, the influence of various external factors, such as the actions of other companies,
the statements of celebrities, changes in sales and purchases depending on price changes, is investigated. To predict the scenario of the crypto
project, the types of neural networks are considered, which are also included as a component of the crypto project model. Taking into account the
algorithmic and market component of the crypto project, the properties of reliability, equilibrium, impossibility of centralization and resistance to
malicious actions are investigated. This study is a generalization of the experience of formalization of token economy projects and is an important
stage for the creation of a system of analysis and prediction of crypto project scenarios. The presentation will also include demonstrations and
comparisons of software systems used in similar analytical studies, including the platform created by the author and his team.

Keywords: smart contract, algebraic modelling, token economy, economical equilibrium, formal methods, nenron networks

JEL Classification: C680
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A BBA student chapter helps reinforce classroom and experiential learning. In addition to the learning that occurs

during chapter meetings, the submission of research articles to the JBBA journal helps develop industry-specific
skills, along with skills in project management, technical writing and interpersonal communications.
Chapter activities culminate at the annual scholars in Blockchain conference, where students interact with
students from other chapters, BBA members and advisors and network with industry leaders,
scientists, and researchers.
The BBA recognises that students are the future leaders of the industry, and treats them as such. Chapters instil
future professionals with an understanding of the role that collaboration, research, development and networking

plays in blockchain developments and industry progress.

REASONS TO START THE BBA STUDENT CHAPTER

Encourage student collaboration
Foster dialogue about trends, issues, movements, opportunities impacting the blockchain industry
Connect to industry professionals and career opportunities
Obtain leadership experience driving BBA student chapter activities
Form student and professional relationships across the BBA including those with students from other chapters
Compete in hacking events
Publish papers in the JBBA
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