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Abstract 
The financial sector is experiencing a profound transformation driven by innovations such as open banking and Banking-as-a-Service 
(BaaS), which aim to create more accessible, interoperable, and innovative financial ecosystems. Despite their potential, these models face 
significant challenges related to trust, data integrity, interoperability, and operational efficiency across multiple institutions. Blockchain 
technology offers a decentralised infrastructure that addresses these challenges by ensuring trust, transparency, traceability, and transaction 
integrity, whilst enabling the formation of blockchain-based consortia. This study investigates the applicability of blockchain in enhancing 
open banking and BaaS frameworks, focusing on the integration of APIs, smart contracts, and decentralised governance mechanisms. By 
analysing sectoral applications and potential use cases, the study highlights how blockchain-enabled consortia can provide a robust, scalable, 
and secure foundation for next-generation financial services. The findings suggest that the integration of blockchain not only facilitates 
innovation and collaboration but also contributes to systemic reliability and sustainable financial transformation. 
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1. Introduction 

Improving user access to financial services, automating time-
consuming processes, and enabling services that can be 
accessed from anywhere have become fundamental objectives 
of digital transformation in the financial sector. This 
transformation is actively supported by various stakeholders, 
among which financial technology (FinTech) companies play a 
prominent role. 

With the increasing involvement of FinTech companies, the 
provision of banking services has undergone a further shift 
towards more open and integrated models. This evolution has 
led to the emergence of the open finance paradigm, which 
enables the sharing of financial data with multiple service 
providers based on user consent, as well as to the concept of 
embedded finance, which refers to the integration of financial 
products into the user experience of non-bank platforms. 
Within the scope of this study, open banking, as a sub-domain 
of open finance, and Banking-as-a-Service (BaaS), as a 
component of embedded finance, are examined. 

In this study, Open Banking is considered as a framework that 
enables authorised third-party providers to access customer 

financial data and selected banking functionalities through 
secure interfaces. This access allows consumers to perform 
banking-related activities digitally without the need for physical 
branch visits, often via non-bank entities such as FinTech 
service providers.  

BaaS approach represents a significant transformation in the 
way financial services are delivered, enabling greater flexibility 
and accessibility. Within this model, banks expose their 
infrastructure and data through APIs, allowing “bank-like 
services to be used outside bank-owned channels.” As a result, 
financial products can be seamlessly integrated into various 
digital platforms, contributing to a more cohesive, efficient 
and customer-centred user experience [1]. Open banking and 
BaaS ecosystems are inherently shaped by regulatory 
frameworks that promote data sharing whilst simultaneously 
imposing strict requirements on data protection and privacy. 
The increasing reliance on customer-permissioned data 
exchange across multiple actors introduces challenges related 
to secure data management and regulatory compliance. 
Moreover, traditional banking infrastructures, often 
characterised by siloed data architectures and legacy systems, 
create additional complexity in integrating and processing data 
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consistently across organisational units. These structural 
limitations may hinder effective data governance, raise 
concerns regarding operational resilience, and complicate the 
implementation of cohesive data strategies in open finance 
environments [2]. Similarly, Know Your Customer (KYC) 
processes, which constitute a significant operational burden 
within open banking and BaaS structures, play a critical role in 
the prevention of financial crime and the ensuring of 
regulatory compliance.  

In addition, this study examines blockchain technologies and 
evaluates whether consensus-based processes in multi-
participant structures, such as open banking and BaaS, can be 
supported through blockchain-based infrastructures by 
leveraging the decentralisation, immutability, transparency, and 
traceability characteristics of blockchain. The literature 
includes studies suggesting that certain operational processes 
required for open banking and BaaS can be supported through 
consortium-based blockchain infrastructures. Whilst a growing 
body of research has examined open banking and blockchain 
technologies, these topics are often addressed separately or 
from limited perspectives. This study is motivated by the need 
to bring together these strands of literature and to provide a 
more integrated evaluation of how blockchain-based 
approaches can address the practical challenges of open 
banking and BaaS ecosystems.	
The following research questions guide this study: 

RQ1: Which challenges in open banking and BaaS ecosystems 
can be effectively addressed through blockchain-based 
consortium architectures compared to traditional API-based 
systems? 

RQ2: How can key challenges in open banking and BaaS (e.g., 
trust, data integrity, interoperability, and regulatory 
compliance) be systematically mapped to the core capabilities 
of blockchain technologies? 

RQ3: How do different consortium governance structures and 
consensus mechanisms influence performance, security, and 
operational risk in blockchain-based financial ecosystems? 
 
2. Background 

This section establishes the conceptual foundations of the 
study by clearly defining and differentiating the key concepts 
that underpin open banking and BaaS ecosystems. 

To establish this conceptual foundation, open finance is first 
introduced as the overarching framework within which open 
banking is positioned. Open finance is a framework that 
enables the sharing and access to financial data across a wide 
range of financial services – such as banking, savings, credit, 
insurance, and investments – through secure systems, with the 
customer’s consent, in order to support the provision of 
innovative financial products and services [3]. Within this 
broader framework, open banking is defined as a collaboration 
model in which bank customer data is shared with third parties 
via APIs [4]. Open Banking extends beyond the introduction 
of new products by enabling existing financial services to be 
delivered through new channels and in collaboration with third 

parties, thereby fostering a broader ecosystem structure. 
Within this paradigm, banks retain the flexibility to determine 
their level of openness and the type of value they create, 
depending on strategic, organisational, and cost-related 
considerations. They may also choose to embed their services 
into the business models of other actors [5]. 

Complementing this perspective, embedded finance can be 
understood as the integration of financial products and 
services into non-financial customer journeys or digital 
platforms [6]. In embedded finance applications, financial 
functions are no longer limited to traditional banking 
institutions but are carried out through interconnected systems 
involving multiple stakeholders. In this context, BaaS can be 
understood as an infrastructure model that enables this 
transformation by allowing financial institutions to deliver 
their services through modular and interoperable interfaces.  
These developments coincide with the emergence of 
distributed and automated financial systems, where transaction 
processes, data sharing, and compliance mechanisms are 
increasingly integrated into the core technological 
infrastructure, reducing operational challenges and enabling 
more seamless financial service delivery [7].  

Based on these definitions, whilst open finance and embedded 
finance encompass a broader range of models and sub-layers, 
this study focuses on open banking as a data-sharing 
framework and BaaS as an infrastructure layer enabling 
embedded finance applications. This scoped approach 
provides a focused foundation for evaluating consortium-
based blockchain models within these ecosystems. 
 

3. Methodology 

A. Literature Selection and Scope 

This study is based on a review of academic literature, 
regulatory publications, and industry reports related to open 
banking, Banking-as-a-Service (BaaS), blockchain 
technologies, and consensus mechanisms. Relevant literature 
was identified through structured searches conducted across 
Google Scholar, SSRN, and arXiv, supplemented by 
institutional, regulatory, and industry publications obtained 
from OECD, FCA, Springer, McKinsey, and related technical 
sources, covering the period between 2008 and 2026. The 
review period begins in 2008 to capture the emergence of 
foundational blockchain literature following the publication of 
Nakamoto’s Bitcoin framework, which significantly influenced 
subsequent developments in distributed ledger technologies 
and consortium-based blockchain architectures. 

The search process focused on studies, regulatory reports, and 
technical publications related to open banking, BaaS, 
blockchain technologies, and APIs. The primary search strings 
included combinations of “Open Banking,” “Blockchain,” 
“Open Banking,” “APIs,” “Banking-as-a-Service (BaaS),” 
“Blockchain,” and related keyword variations. The initial 
search yielded approximately 120 records. Following screening 
and relevance assessment, 53 records were excluded based on 
the predefined inclusion and exclusion criteria. The remaining 
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sources were reviewed in detail and informed the conceptual 
and comparative analysis presented in this study. Of these, 31 
of the most relevant sources were directly cited and included 
in the reference list, whilst additional sources were used as 
supporting background material during the literature review 
process. 

The screening process applied predefined inclusion and 
exclusion criteria. Sources were included if they provided 
direct conceptual, technical, empirical, or regulatory insights 
into open banking, BaaS, blockchain technologies, APIs, or 
their integration within financial services. Peer-reviewed 
articles, regulatory reports, and technical publications with 
substantial academic and technical relevance were retained. 
Records were excluded if they were duplicate entries, outside 
the scope of the study, lacked sufficient academic or technical 
contribution, or focused exclusively on public blockchain 
networks without relevance to financial-sector permissioned or 
consortium blockchain architectures. 
 

B. Analytical Approach 

This study adopts a structured, problem-driven analytical 
approach to evaluate the applicability of blockchain 
technologies in open banking and Banking-as-a-Service (BaaS) 
ecosystems. The analysis proceeds in several stages. 

First, the key concepts and architectural characteristics of open 
banking, BaaS, and blockchain systems are examined to 
establish a conceptual foundation. Based on this foundation, 
the main challenges within open banking and BaaS ecosystems 
are identified and categorised. 

These challenges are then used as evaluation criteria, reflecting 
the core problem areas that any proposed solution must 
address. Subsequently, the fundamental capabilities of 
blockchain architectures are analysed, and a systematic 
mapping is established between the identified challenges and 
relevant blockchain features. 

Building on this mapping, a multi-criteria evaluation 
framework is developed to assess the suitability of different 
architectural approaches. To support a structured comparison, 
each criterion is assessed using a qualitative three-level scale 
(1–3), where 1 indicates limited suitability, 2 indicates 
moderate suitability, and 3 indicates strong suitability. 
 

C. Scope and Platform Selection 

Following this approach, suitable blockchain platforms are 
evaluated for implementing the proposed model, taking into 
account factors such as performance, security, transaction 
efficiency, and consensus mechanisms. Within the context of 
open banking and BaaS ecosystems, particular emphasis is 
placed on the transparent, auditable, and immutable recording 
of regulated consent management and data access processes. 
Accordingly, platforms such as Hyperledger Fabric and Corda 
are selected due to their widespread adoption in enterprise and 
financial use cases, and are analysed in terms of their suitability 
for supporting consortium-based financial networks. 
 

D. Validity and Limitations 

This study adopts a qualitative and conceptual approach based 
on the analysis of existing literature and architectural 
evaluation of blockchain-based systems. As such, the findings 
are not derived from empirical testing or real-world 
implementation, which may limit the ability to generalise the 
results across all operational contexts. 

In addition, the study focuses on selected platforms, such as 
Hyperledger Fabric and Corda, as representative examples of 
consortium-based blockchain architectures. Other platforms 
and alternative implementations may exhibit different 
characteristics and performance outcomes. 
 
4. Key Challenges in Open Banking and BaaS 

Ecosystems 

A. Trust and Multi-Party Governance 

Both open banking and Banking-as-a-Service (BaaS) 
ecosystems involve inherently multi-party processes. In open 
banking, customer financial data is shared with authorised 
third parties, whereas in BaaS, banking infrastructure and 
services are exposed to external providers. In this context, the 
ecosystem comprises multiple regulated actors, including 
Account Information Service Providers (AISPs), Payment 
Initiation Service Providers (PISPs), and Card-Based Payment 
Instrument Issuers (CBPIIs), as defined by the Financial 
Conduct Authority (FCA) [8]. Given the distinct roles and 
regulatory obligations of these participants, ensuring 
interoperability across the ecosystem emerges as a critical 
concern. 

However, the involvement of multiple independent and 
regulated actors introduces significant challenges in 
establishing trust, coordinating responsibilities, and 
maintaining consistent governance structures. The absence of 
a unified control mechanism may lead to issues related to data 
ownership, accountability, and operational risk, particularly in 
scenarios involving sensitive financial data sharing and cross-
institutional processes. 
 

B. Data Integrity and Auditability 

Data integrity and auditability are critical challenges, 
particularly in widespread, modern financial ecosystems driven 
by increasing digitalisation and multi-system operations. In 
such distributed and technology-driven environments, 
financial data is often processed across multiple platforms, 
increasing the risk of inconsistencies and fragmented records. 
This situation, especially with the separate verification and 
regular splitting of different data, makes it difficult to create a 
reliable and unified audit trail. Lacking a shared and regulated 
record-keeping structure, it can hinder effective tracking and 
complicate consistent audits [9]. 
 

C. Interoperability and API Fragmentation 

The integration of third-party services through APIs enables 
banks to attract new customers and expand their customer 
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base. Such integrations also reinforce data flows within 
internal banking systems, enhancing the effectiveness of 
customer relationship management and enabling the delivery 
of more personalised, responsive, and customer-centric 
services [10]. 

However, APIs are not static and continuously evolve over 
time, which introduces additional challenges related to 
compatibility and integration. Changes in API structures and 
versions may affect not only the service providers but also 
third-party users, requiring continuous adaptation and 
increasing the complexity of interoperability across systems. 
 

D. Privacy and Data Protection 

The expansion of open banking and FinTech ecosystems 
introduces significant challenges related to privacy and data 
protection. As financial services increasingly rely on the 
sharing of customer-permissioned data across multiple 
stakeholders, the number of entities accessing sensitive 
financial information expands, thereby increasing the risk of 
data exposure and misuse. In particular, open banking 
frameworks inherently create a privacy challenge, as they 
require the transmission and processing of financial data 
beyond traditional bank-controlled environments [11]. 
 

E. KYC and Identity Management Complexity 

Implementing KYC (Know Your Customer) in the banking 
sector, and consequently in Open Banking and BaaS 
processes, imposes significant obligations on banks in terms 
of data collection, verification, and continuous updating. 
These requirements increase the complexity of operational 
processes, reduce operational efficiency, and significantly raise 
compliance-related costs. 
 

F. Regulatory and Compliance Challenges 

Regulatory and compliance challenges represent a significant 
constraint in the evolution of open banking and Banking-as-a-
Service (BaaS) ecosystems. The introduction of regulatory 
frameworks such as PSD2 has opened the financial services 
market to new actors, including FinTech firms, whilst 
simultaneously imposing stricter requirements on traditional 
banks. This creates an asymmetrical regulatory environment in 
which incumbent institutions remain subject to more 
comprehensive and stringent rules compared to newer 
entrants. Moreover, banks are required to ensure secure data 
sharing, transparency, and customer protection whilst 
adapting their infrastructures to comply with regulatory 
mandates. These obligations increase operational burdens and 
necessitate continuous adjustments to both technological and 
organisational structures [12]. 
 

5. Blockchain Capabilities Mapping 

Building on the challenges identified in open banking and 
BaaS ecosystems, this section establishes a conceptual 
mapping between key challenges – including trust, data 

integrity, interoperability, and regulatory compliance – and the 
corresponding architectural features of blockchain systems. 
This mapping provides the foundation for the evaluation 
framework presented in the following section. 

In a blockchain network, participants are represented by 
computer programs, commonly referred to as nodes. Rather 
than relying on inherent trust in individual nodes, blockchain 
systems employ predefined consensus mechanisms to 
determine how transaction validity is established. Depending 
on the underlying protocol, the influence of a node within the 
decision-making process may be derived from factors such as 
computational resources, stake, or authorisation, rather than 
institutional trust [13].  

In addition, the immutability of blockchain records is achieved 
through cryptographic hash linking, whereby each transaction is 
time-stamped and incorporates the hash of the preceding record. 
When new data is appended to the ledger, the resulting 
cumulative hash is propagated across the network, enabling 
participants to independently verify the integrity of the stored 
data. Any unauthorised modification would alter the 
corresponding hash value, thereby making tampering 
computationally impractical and readily detectable by all 
participants [14]. However, in regulated financial environments, 
personal data can be cryptographically protected and managed in 
a manner that avoids direct on-chain exposure. Rather than 
storing personally identifiable information directly on the 
blockchain, such architectures typically record only cryptographic 
hashes or commitments on-chain, whilst sensitive data remains 
under the control of the data owner in off-chain storage. 

Beyond consensus and data integrity mechanisms, blockchain 
platforms also support programmable business logic through 
smart contracts. Smart contracts inherit the security, integrity, 
and immutability properties of the underlying blockchain 
infrastructure. As a result, contractual rules and automated 
business processes can be executed in a transparent and 
verifiable manner without requiring a central intermediary. In 
consortium blockchain environments, access restrictions may 
further limit the visibility and execution of specific smart 
contracts to authorised participants only [15]. 

Building on this conceptual mapping, the following section 
introduces an evaluation framework to systematically assess 
the suitability of different architectural approaches. 
 

6. Evaluation Framework 

A. Framework Overview 

To evaluate the applicability of blockchain-based consortium 
models in open banking and Banking-as-a-Service (BaaS) 
ecosystems, this study proposes a multi-criteria evaluation 
framework. This framework aims to assess whether 
permissioned and consortium-based blockchain architectures 
provide measurable advantages over traditional API-based 
systems in addressing key sectoral challenges such as trust, 
data integrity, interoperability, and regulatory compliance. 
Furthermore, it enables a more systematic and transparent 
evaluation of different architectural alternatives. 
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B. Evaluation Criteria 

Trust and multi-party governance, as key criteria derived from 
the challenges in open banking and BaaS ecosystems, evaluate 
the extent to which secure coordination among multiple 
participants is supported, as well as how governance structures 
are established among participating entities. 

Data Integrity and Auditability evaluates the extent to which 
the architecture ensures the accuracy, consistency, and 
immutability of financial data across multiple systems. It 
considers the ability to maintain a unified and tamper-resistant 
record structure, support traceability of transactions, and 
enable reliable and transparent audit processes in multi-party 
environments. 

Interoperability and API Fragmentation evaluates the extent to 
which an architecture enables seamless integration and data 
exchange among financial institutions, third-party providers, 
and supporting infrastructures. It considers the ability to 
support standardised communication, minimise integration 
complexity, and reduce operational challenges arising from 
fragmented systems and inconsistent implementation practices 
across participating entities. 

Privacy and data protection, as a critical requirement in open 
banking and BaaS ecosystems, is considered a key evaluation 
criterion in this study. This criterion evaluates the extent to 
which an architecture ensures the secure handling of sensitive 
financial data in multi-party environments. It considers the 
ability to limit unnecessary data exposure, enforce access-
control mechanisms, and support privacy-preserving 
approaches such as data minimisation and selective disclosure. 
Furthermore, this criterion considers architectural approaches 
that avoid storing personally identifiable information directly 
on-chain, instead relying on cryptographic commitments and 
off-chain storage mechanisms. 

In BaaS environments, the integration of banking services into 
third-party platforms introduces additional operational 
complexity, requiring continuous system maintenance, 
updates, and coordination among multiple actors. This 
increases the burden of identity verification and compliance 
processes, particularly in multi-institutional settings [16]. 
Accordingly, the KYC and Identity Management Complexity 
criterion evaluates the extent to which an architecture reduces 
operational complexity by enabling reusable identity 
verification mechanisms, minimising redundant KYC 
procedures. 

Regulatory and compliance challenges are considered a key 
evaluation criterion in this study, particularly in the context of 
highly regulated open banking and BaaS ecosystems. This 
criterion evaluates the extent to which an architecture supports 
compliance with regulatory requirements whilst minimising the 
associated operational and technological burden. It considers 
the ability to ensure secure data sharing, maintain 
transparency, and enforce customer protection mechanisms in 
line with regulatory frameworks such as PSD2. 

To enable a comparison, a qualitative scoring system is 
employed based on the defined evaluation criteria. This 

scoring approach is not intended to provide absolute 
measurements, but rather to facilitate a comparative evaluation 
of different alternatives. 
 

C. Comparative Evaluation  

In blockchain technology, consensus mechanisms play a 
central role in ensuring the consistency and reliability of data 
across distributed networks and differ according to the types 
of faults they are designed to tolerate. However, permissioned 
blockchain environments are not fully trustless, as governance 
structures, access-control configurations, and override 
authorities may still influence transaction validation and 
operational coordination. 

The threat model considered in this study assumes a 
permissioned consortium blockchain environment in which 
participants are authenticated but not fully trusted. Potential 
adversaries include (i) colluding consortium participants 
seeking to influence governance or transaction validation, (ii) 
compromised validation or notary components providing 
inaccurate transaction information, (iii) Byzantine behaviour 
by validating or ordering nodes resulting in inconsistent 
transaction processing, and (iv) misuse of override authorities 
capable of affecting transaction finality. These threats may 
undermine the integrity, reliability, and governance of 
consortium-based financial blockchain networks. 
Consequently, such environments may remain exposed to risks 
including manipulation of transaction validation, operational 
failures, communication disruptions, and reduced confidence 
in transaction finality [17, 18]. 

RAFT and Byzantine Fault Tolerance (BFT) are presented as 
alternative consensus mechanisms. Whilst both operate at the 
queuing service layer to ensure transaction queuing and 
agreement, they differ fundamentally in terms of fault 
assumptions and performance characteristics. RAFT assumes 
a crash failure model and is optimised for performance and 
low latency, making it suitable for permissioned environments 
with trusted participants. In contrast, BFT-based mechanisms 
tolerate malicious or arbitrary behaviour and provide stronger 
fault tolerance at the cost of higher communication overhead 
and increased latency [19, 20].  

Among these alternatives, RAFT has been widely adopted in 
permissioned blockchain platforms such as Hyperledger 
Fabric due to its performance characteristics and suitability for 
environments in which participants are authenticated. 

RAFT is a consensus protocol implemented in Hyperledger 
Fabric to ensure ordering and consistency among network 
nodes. As a consensus algorithm designed to operate in 
medium-scale systems with strong consistency requirements, it 
is relatively straightforward to implement [21]. Unlike 
traditional blockchain architectures that follow an order-
execute model, Hyperledger Fabric adopts an execute-order-
validate paradigm, which enhances scalability, flexibility, and 
confidentiality in permissioned environments [22]. 

Proof-of-Vote (PoV) has been proposed as a voting-based 
consensus mechanism specifically designed for consortium 
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blockchain environments. As an alternative to conventional 
BFT-based approaches, PoV seeks to improve scalability and 
communication efficiency by allowing authorised consortium 
members to reach consensus through structured voting 
procedures. Similar to other voting-based consensus protocols 
used in permissioned environments, PoV relies on agreement 
among authorised participants rather than computational 
competition, making it conceptually suitable for consortium 
blockchain applications where participant identities are known 
and governance structures are predefined. 

Although PoV represents an interesting alternative consensus 
proposal for consortium blockchain environments, it is not 
included in the comparative evaluation presented in Table I 
because the comparison focuses on architectural platforms 
and deployment approaches rather than individual consensus 
protocols [23, 24].   

In practice, Hyperledger Fabric can be cited as a permissioned 
blockchain platform designed for consortium-based networks, 
utilising a modular and pluggable consensus mechanism. The 
evaluation indicates that Hyperledger Fabric has gained 
increasing relevance as a secure infrastructure for the 
protection of digital identity credentials and sensitive financial 
data. Within the financial sector, it has been observed to play a 
significant role in customer identification and verification 
processes required to ensure compliance with regulatory 
frameworks such as Anti-Money Laundering (AML) and 
Know Your Customer (KYC) requirements. However, the 
adoption of Hyperledger Fabric is associated with certain 
implementation challenges, as its deployment depends on 
specific programming models and technical configurations, 
which may increase system complexity for financial 
institutions. Furthermore, existing studies suggest that the 
integration of cross-chain interoperability protocols – 
primarily designed around consumer-oriented criteria – has the 
potential to enhance the functional capabilities of Hyperledger 
Fabric networks by supporting identity traceability and 
contributing to the detection and prevention of illicit financial 
activities. 

Although it is not fully considered a blockchain in the 
literature, it is worth mentioning Corda due to its operation 
based on distributed ledger technology and its suitability for 
use in the financial sector. Corda includes nodes called “notary 
nodes,” which are responsible for the consensus protocol. 
Since the notaries must be trusted to achieve consensus, the 
system exhibits a partially decentralised structure [25]. Whilst 
Corda is not a fully decentralised blockchain, it provides a 
permissioned distributed ledger platform that supports 
consortium-based governance, allowing partial decentralisation 
of transaction management and operational control. 

On the other hand, it is important to highlight a key aspect 
that raises questions regarding the level of decentralisation in 
Corda. In Corda, concerns around decentralisation primarily 
stem from the role of notary nodes, which are responsible for 
ensuring transaction uniqueness. Within the Corda 
architecture, notary nodes verify whether a transaction relies 
on input states that have already been consumed in previous 

transactions. If such reuse is detected, the transaction is 
deemed invalid, and all relevant parties are notified of its 
rejection. Whilst this mechanism effectively prevents double-
spending, the assignment of transaction uniqueness validation 
to specific nodes represents a departure from a fully 
distributed trust model. Although notary nodes can be 
deployed in clustered configurations to enhance availability 
and fault tolerance, this design nonetheless supports the view 
that Corda embodies a partially centralised architectural 
approach [26]. 

From a different perspective, API-based architectures enable 
financial institutions to share data with third-party providers, 
thereby fostering innovation and enhancing customer-centric 
financial services [27].	In API-based open banking ecosystems, 
third-party providers receive access permissions that are 
explicitly defined by customer-approved parameters, including 
data scope, account selection, and validity period. Operational 
governance and auditability are typically ensured through 
centralised API gateways, authentication protocols, time-
stamped transaction logs, and institution-specific monitoring 
infrastructures. In addition, customer authentication and 
authorisation processes are generally controlled by the account 
servicing payment service provider (ASPSP), ensuring that 
data access requests remain traceable and auditable in 
compliance with applicable regulatory requirements [28, 29].  

Open banking APIs have been subject to formal security 
analysis, highlighting the importance of authentication, 
verification, and protocol correctness in ensuring secure 
financial data exchange. However, beyond technical security 
considerations, dispute resolution and liability allocation within 
API-based ecosystems are generally governed through 
contractual arrangements, regulatory obligations, and 
institution-specific compliance procedures established between 
ASPSPs and authorised TPPs. Whilst APIs constitute the 
technological foundation of open banking ecosystems and 
enable interoperability between financial institutions and third-
party providers, it is also important to consider certain 
architectural and governance-related challenges associated with 
their adoption. In particular, the expansion of the attack 
surface resulting from increased interoperability and the 
implementation challenges arising from ambiguities in security 
specifications represent two notable concerns discussed in the 
literature. First, open banking architectures facilitate 
communication among multiple banks, third-party providers, 
and supporting infrastructures through standardised APIs, 
thereby creating additional points of interaction that may be 
targeted by malicious actors. The interoperability established 
between financial institutions may constitute an attractive 
target for cyberattacks, thereby necessitating robust security 
controls across the ecosystem. Second, the effective 
implementation of API-based financial ecosystems may be 
complicated by differences in the interpretation of technical 
security specifications and the complexity of governance 
processes. This may hinder the consistent application of 
security controls across participating entities and increase 
operational complexity within multi-party financial 
environments [30]. 
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Building on the architectural characteristics discussed in the 
preceding sections, a comparative evaluation framework was 
developed to assess the relative suitability of Hyperledger 
Fabric, Corda, and API-based architectures within open 
banking and BaaS ecosystems. The evaluation considers the six 
criteria presented in Table I. Scores range from 1 to 3, where 1 
indicates limited support for the corresponding criterion, 2 
indicates moderate support with identifiable limitations, and 3 
indicates strong support enabled through core architectural 
features. 
 

Table I: Comparative Evaluation of Architectural 
Approaches 

Criteria Hyperledger 
Fabric 

Corda API-
based 

Trust and Governance 3 2 1 
Data Integrity and 
Auditability 

3 3 2 

Interoperability and 
API Fragmentation 

2 2 3 

Privacy and Data 
Protection 

2 3 2 

KYC / Operational 
Efficiency 

3 2 2 

Regulatory 
Compliance 

3 2 2 

 
Trust and Governance: Hyperledger Fabric received the 
highest score due to its permissioned governance structure and 
consensus-based transaction validation mechanisms, which 
support coordinated trust among consortium participants. 
Corda provides consortium governance but relies on notary 
services to ensure transaction uniqueness, introducing a degree 
of centralisation. In contrast, API-based architectures 
primarily depend on contractual arrangements and institution-
specific governance mechanisms rather than shared validation 
and consensus processes. 

Data Integrity and Auditability: Hyperledger Fabric and 
Corda both received the highest score due to their distributed 
ledger architectures, which incorporate transaction validation 
mechanisms designed to preserve data integrity and provide 
verifiable records of transaction activity. In Hyperledger 
Fabric, transaction consistency is supported through 
consensus-based ordering and the execute-order-validate 
model, whilst Corda ensures transaction validity and 
uniqueness through notary-based verification mechanisms. 
API-based architectures received a score of 2 because 
auditability is typically achieved through time-stamped 
transaction logs, authentication controls, monitoring 
infrastructures, and institution-specific record-keeping 
processes. However, the maintenance and verification of 
records remain distributed across participating institutions 
rather than being coordinated through a common ledger 
infrastructure. 

Interoperability and API Fragmentation: API-based 
architectures received the highest score because they are 

specifically designed to facilitate standardised 
communication and data exchange between financial 
institutions and authorised third-party providers. 
Hyperledger Fabric and Corda received moderate scores, as 
interoperability can be supported within consortium-based 
environments through various integration approaches. 
However, interoperability may depend on platform-specific 
configurations and governance arrangements, which can 
limit seamless interaction across different systems. As a 
result, interoperability is generally more directly supported 
in API-based ecosystems. 

Privacy and Data Protection: Corda received the highest 
score due to its selective data-sharing model, which limits 
transaction visibility to relevant participants and reduces 
unnecessary data exposure. Hyperledger Fabric and API-based 
architectures received moderate scores, as both support 
privacy through permissioned access controls, authentication 
mechanisms, and the protection of sensitive information. 
However, API-based environments generally rely on customer 
consent, access permissions, and institution-specific controls 
to manage data sharing, whereas Corda provides more 
granular control over transaction visibility. 

KYC / Operational Efficiency: Hyperledger Fabric received 
the highest score due to its support for digital identity 
management, identity traceability, and customer verification 
processes associated with AML and KYC compliance 
requirements. Corda received a moderate score because its 
permissioned and consortium-based structure supports 
controlled participation and operational coordination within 
regulated financial environments. API-based architectures also 
received a moderate score, as they support customer 
authentication, authorisation, and consent management 
processes. However, identity verification and compliance 
procedures are typically managed through institution-specific 
arrangements and governance processes across participating 
entities. 

Regulatory Compliance. Hyperledger Fabric received the 
highest score due to its ability to support compliance 
requirements within regulated financial environments 
through auditability, transparency, and controlled 
participation mechanisms. Corda received a moderate score 
because its permissioned governance structure and 
suitability for financial-sector applications support 
regulatory oversight and controlled information sharing. 
API-based architectures also received a moderate score, as 
regulatory compliance is supported through authentication 
and authorisation mechanisms, auditability measures, 
contractual arrangements, and regulatory obligations 
established between participating entities. 

To complement the qualitative assessment presented in Table 
I, Table II summarises selected performance metrics reported 
in the literature for Hyperledger Fabric and Corda. The table 
provides an indicative comparison of throughput, finalisation 
latency, transaction finality, and network size characteristics 
reported in published studies. 
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Table II. Literature-Derived Performance Metrics  
(adapted from [31]) 

 Throughput 
MTPS 

Finalisation 
Latency 
(MFLS) 

Finality 
Mechanism 

Nodes 

H. 
Fabric 

1461.05 13.92 s Deterministic 4 

Corda 13.51 31.59 s Notary-based 4 
 
The study by Geyer et al. evaluates multiple blockchain 
systems under a common experimental framework and reports 
performance metrics including Mean Transactions Per Second 
(MTPS) and Mean Finalisation Latency (MFLS). Hyperledger 
Fabric and Corda were selected from this benchmark because 
both platforms are considered within the scope of the present 
study. The reported results are included to provide an 
indicative quantitative comparison based on measurements 
obtained under the same experimental conditions, thereby 
improving comparability across platforms. The comparison is 
intended to complement the architectural evaluation presented 
in Table I rather than to establish definitive performance 
rankings. 
 
7. Conclusion  

This study examined the extent to which consortium 
blockchain architectures can address key challenges in open 
banking and BaaS ecosystems. The analysis demonstrates 
that blockchain capabilities, including consensus-based 
validation, immutable record-keeping, and smart contract 
functionality, may contribute to addressing challenges 
related to trust, data integrity, transparency, and multi-party 
governance in financial environments involving multiple 
independent stakeholders. 

At the same time, the findings do not suggest that blockchain 
architectures universally outperform conventional API-based 
approaches. The comparative evaluation indicates that 
Hyperledger Fabric, Corda, and API-based architectures each 
provide distinct advantages and limitations depending on 
operational requirements, governance structures, privacy 
expectations, and regulatory constraints. Consequently, the 
selection of an appropriate architecture remains context-
dependent rather than universally prescriptive. 

These findings further suggest that consortium blockchain 
platforms should be viewed not solely as replacements for 
existing open banking infrastructures, but as complementary 
technologies capable of strengthening trust, transparency, and 
coordination across financial ecosystems. In this context, 
hybrid approaches that combine blockchain-based 
infrastructures with API-driven systems may provide a more 
balanced and practical solution for open banking and BaaS 
ecosystems. 

As future work, further research may focus on privacy-
preserving mechanisms, regulatory compliance frameworks, 
and the scalability of hybrid architectures in multi-stakeholder 
financial environments. 
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