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Abstract 
Despite the demand and interest for the blockchain technology, there are still major challenges for blockchain 
application initiatives (projects and ventures) to be sustainable and reliable. While starting a non-blockchain 
initiative already comes with its own sets of challenges and has around 50% failure rate, starting a blockchain 
initiative rises the rate to 90% due to additional variables and confusion on top of this. Such a situation deters 
innovators and eventually dampens innovation, requiring priority for actions. This paper attempts to contribute 
by compiling and outlining the various key variables to be considered, as a set of parameters for blockchain 
initiators. Through secondary data collection: literature reviews, report studies and primary data collection: 
interventional and observational case study, interviews with blockchain researchers, businesses and 
entrepreneurs, this paper categorises variables into blockchain-related and business-related categories, outlining 
consideration points for each of the variables. By summarizing and integrating the variables and referring to 
theories of innovation and adoption, it is concluded that concept validation entailing both initiative feasibility 
and user-demand, is of key importance for blockchain innovations. 
Keywords: blockchain, business, initiatives, challenges, barriers, parameters, feasibility, concept 
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1.   Interest Vs Progress 

Blockchain is a type of distributed ledger technology 
(DLT) which has garnered a lot of attention in the 
past few years from researchers to business and 
governments. According to the Deloitte 2018 Global 
Survey [1], more than 80% of companies in Canada, 
China, France, Germany, Mexico, UK either have 
blockchain projects in production or have production 
plans for 2019. Looking beyond companies, 
government are exploring this technology, the UAE 
Government is leading the wold’s first blockchain 
powered government initiative, including the ‘smart 
Dubai’ initiative, and launched the ‘Emirates 
Blockchain Strategy 2021’, where they aim to exploit 
the technology and to transform 50% of government 
transactions into the blockchain platform in the next 
three years [2]. It should be noted that there are no 
International Standards in place presently for the 
standardisation of blockchain and distributed ledger 
technologies, however there is a process for that in 
place [3]. In the UK, the Financial Conduct Authority 
(FCA) for example has accepted 29 blockchain 
businesses for their fourth sandbox cohort,  

accounting for more than 40% of the total 
numbers with the attempt to explore suitable 
regulatory approaches [4]. 

Contrary to the amount of interest from various 
stakeholders, according to Gartner Hype Cycle, 
developed by the Gartner information technology 
research company, blockchain has gone down 
from the Peak of Inflated Expectations to the 
Trough of Disillusionment [5]. This can also be 
seen from the Deloitte’s report where 39% 
respondents say that blockchain is overhyped and 
the drop in global cryptocurrency market taking 
place at the time of writing. There are various 
explanations for the contrast of interest versus 
progress including the availability of required 
resources, technological capability and limitation, 
ecosystem support and even lack of compelling 
applications. Although discussing & determining 
the root causes are not in the scope of this paper, 
all the points above lead to possibilities of failed 
blockchain initiatives or in other words, lack of 
practical use-cases which can add doubts about 
the technology and therefore can be seen in the 
hype cycle. 
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The next phase in the Gartner Hype Cycle is called Slope of 
Enlightenment which is described as “More instances of how 
the technology can benefit the enterprise start to crystallize and 
become more widely understood. Second and third generation 
products appear from technology providers.” [6]. With the level 
of interest remaining, blockchain technology is well placed to 
make progress from the current downwards phase towards the 
next upwards phase by understanding how to get to the next 
phase and what is blocking the progress. By making it a priority 
to compile and understanding some barriers that impede the 
success of blockchain initiatives, not only efforts can be better 
directed so that challenges can be gradually overcome, but they 
also help innovators to invent by being aware of the possible 
challenges and consideration points, so time and investment 
risks can be strategically planned. With less amount of wasted 
resources from innovators, it can also prevent creating more 
doubts from the society, allowing interests to continue growing.  

2.   Methodology 

This paper, which draws contents from a postgraduate research 
project, summarises critical barrier points that will be useful for 
blockchain initiatives to consider early on. As blockchain 
initiatives can be businesses or projects, consideration points 
for venture-related variables are briefly pointed out while 
focusing on blockchain-related variables. Through literature 
review, challenging points for blockchain initiatives are initially 
gathered and categorised into a set of 38 hypotheses. The points 
were then selected further via primary data collection through 
interviews with researchers, businesses and entrepreneurs in the 
blockchain industry with 1-6 years of experience, totalling 12 
participants. Individual interviews were chosen to allow 
constructivism approach to gather and interpret various views 
and opinions from participants. Participants chose their areas 
of expertise to comment on and were asked in the format of 
open-ended questions to allow commentaries, if in their 
opinion, the relevant hypotheses are challenges for blockchain 
initiatives. Their answers and commentaries were analysed to 
validate the hypotheses. The results of this small-scale 
qualitative study are written in this paper but due to the scope 
and space limitation, the set of hypotheses, participant 
information, result and analysis as well as participation 
information sheet, consent form and interview questions are 
not included. However, for ease, the resulting set of 
consideration points are put together as a checklist and is 
included in the Appendix of this paper. 

3.   Consideration parameters for blockchain initiatives 

3.1    Blockchain parameters 

This section includes barrier points that blockchain initiatives 
might face in relevance to their usages of blockchain 
technology. The points gathered in the literature review were 
first categorised together which were then used in the individual 
interviews as described in the methodology brief above. This 
includes data audit, scalability, societal, regulation, governance, 
operational, security and privacy. 

3.1.1   Blockchain data audit 

This section includes barrier points that blockchain initiatives 
might face in relevance to their usages of blockchain 
technology. The points gathered in the literature review were 
first categorised together which were then used in the individual 
interviews as described in the methodology brief above. This 
includes data audit, scalability, societal, regulation, governance, 
operational, security and privacy. Even if transactions are 
validated through blockchain itself, there is still a possibility for 
data tampering especially in private and consortium blockchains 
where the quantities of nodes responsible for verifying are 
limited in general if compared to public blockchain. This means 
that there is a need for auditing to make sure that the blockchain 
is functioning as intended. It is important to consider if the 
project requires real-time transaction analysis and if system 
auditing is required. Data read from blockchain might have 
latency and not be 100% real-time [7]. According to Interactive 
Advertising Bureau (IAB) guidelines for example, data 
timeliness for real-time auctions must be less than 100 
milliseconds [8]. There are two reasons for latency, first being 
that at any given time, a node might only get the version of the 
data that is given to it while other nodes might yet receive the 
most recent version of the data. The second reason is that there 
is a possibility for every transaction that the network of nodes 
agrees on different sets of data, creating a fork [9]. Whereas if 
auditing the system is required so that it is running as intended, 
including for example if participants are behaving as they 
should, or if data is managed and transacted appropriately, the 
auditor’s technical capability needs to be taken in consideration. 

3.1.2   Scalability 

Blockchain scalability issues can be related with two main 
metrics which are transaction throughput and latency. The first 
one refers to transaction per second while the latter one refers 
to transaction confirmation and propagation time [10]. Trade-‐
offs between different approaches are made towards scalability, 
security or decentralisation. For example, to improve security, 
there is a possibility of pegging into the Bitcoin network, but 
with the result of having lower scalability, and improvement of 
security is debatable. Some opt to forgo decentralisation in 
improving security and scalability by choosing permissioned 
ledgers with closed participants [10]. It is therefore important to 
consider beforehand if the public decentralisation is required as 
well as if immediate high throughput is required for the 
initiatives. Further, as different consensus mechanisms make 
different assumptions, it is important to consider one that suits 
the initiatives.    

3.1.3   Societal elements 

Points worth consideration relevant to this subsection include 
technology awareness, skills, control and accessibility. For any 
blockchain initiatives, it is important to consider if the target 
users or audiences have the required technical awareness and 
capability [11]. Blockchain initiatives also should plan so that 
target users or audiences have the necessary level of accessibility 
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required, whether it is technical such as internet access or non-
technical such as government authorisations [12]. Different and 
rare skill-sets might also be needed including cryptographers, 
lawyers or even social experts depending on the blockchain 
architecture. It is also important to consider the viability in 
terms of willingness to cooperate from industry partners as 
blockchain is a technology that also shifts control power in 
general [11]. 

3.1.4   Regulation 

Some countries have regulation first, business second approach 
while others such as in East-Asia have approach the other way 
around therefore complying with regulatory approaches can 
vary. In general, however, it is important to analyse the relevant 
regulatory approaches particularly if digital currencies or Initial 
Coin Offerings (ICOs) are involved, or if traditional securities 
are involved. Even though the UK regulatory approach towards 
blockchain technology seems to be non-prohibiting as for 
example, the FCA remains open to the process and technology 
if the result is protected and risk is mitigated [4], digital 
currencies face regulatory questions in terms of their security 
status, and which activities are legally allowed as well as the 
imposes on various jurisdictions. As regulatory landscape is 
constantly changing and can be uncertain, preparing steps to 
have sufficient legal assurances can be crucial. 

3.1.5   Governance 

Blockchain provides and requires possibilities of new 
governance structure and different governance models are still 
being tested and developed [13]. Success rate can be increased 
if blockchain initiatives consider ahead how to make sure future 
upgrades as well as how future governance model changes can 
be introduced. This is because governance involves the 
decision-making processes related to the management of the 
system protocol, in this case, blockchain protocol, including 
creation, update or abandoning of rules pertaining smart 
contracts, fees, conflict resolutions, roles of participants [14]. 
Making plans so that future upgrades and changes can be done 
efficiently will prevent network issues and therefore maintain 
system operations which involves various and numerous 
participants. Relevant to this, it is also important to consider 
how to sufficiently incentivise network participants for the 
sustainability of the network [7]. If disputes among participants 
happen, it is also worth considering how such issues can be 
settled in a timely and efficient manner. For consortium 
governance, on top of the internal blockchain governance, it is 
important to also manage governance among participants. This 
is because a consortium is normally business-related, and 
counterparties will have different priorities due to the possibility 
of relation to profit and loss of their businesses. Further, as a 
starting consortium, it is worth keeping the number of parties 
manageable as too few can be unappealing while too many can 
be challenging to govern. 

3.1.6   Operational 

Interoperability can be a major challenge which can be solved 
through early planning. For blockchain initiatives that require 
interoperability with existing IT systems such as an Enterprise 
Resource Planning (ERP) or Customer Relationship 
Management (CRM), it needs to be considered how these 
systems can exist and be interoperable from the beginning. This 
can be further complicated when different businesses and 
organisations are required to interoperate if they are using 
different and complex systems. It is also important to consider 
if interoperability with other blockchain systems, including 
reliance of information between one to another, is required for 
the initiatives as different blockchain systems might have vastly 
different architectures and functionality. As blockchain is not 
currently the most efficient way to store data [15], it is worth 
considering if the system initiatives require a high volume of 
storage in the future. While some systems allow running on top 
of existing infrastructure, most will require additional 
infrastructure, potentially including specialised hardware 
devices. It is therefore important to also consider if additional 
infrastructure is required for the blockchain system to operate 
as intended. 

3.1.7   Security 

As with most technology, security is a constantly improving 
matter. For blockchain technology, it helps to know beforehand 
if private keys are going to be stored in mobile and computer 
devices as they provide entry points where security breaches can 
happen. As third-party integrations increase the number of 
security variables to account for, requiring plenty of them can 
create challenges and is worth considering early in the design 
process [16]. Blockchain initiatives should also determine if 
their system will be written in a Turing-Complete language, as 
it allows for more functionality but at the same time opening 
more possibility for vulnerabilities. Penetration tests, especially 
for blockchain systems, are crucial in terms of security as they 
allow attack vectors to be discovered. Further, with options 
available for using the services of freelancers, contractors or 
agencies to develop the system, it helps to determine if the code 
will be written and maintained by a trustworthy party.  

3.1.8   Privacy 

Privacy issues are a major barrier towards the public acceptance 
and mass adoption of blockchain applications [17]. There are 
situations where elements of transparency in blockchain can 
have negative impacts and this is especially true if the 
information involved is sensitive or personally identifiable data 
such as medical, financial or governmental [18]. It is therefore 
important to consider beforehand if the initiatives are dealing 
with sensitive data and if it is required to share personal data 
with other third parties. It is important to note that personal 
data might include hashes, transactions and or other personally 
identifiable information [19]. On top of the matter of user 
preferences, privacy is also affected by the regulatory policies 
such as General Data Protection Regulation (GDPR). 
According to GDPR, it is important in general for blockchain 
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initiatives to consider how to implement and allow a ‘right for 
erasure’ policy for personal data. 

3.2   Business parameters 

This section briefly points out the barriers that blockchain 
initiatives might face. These points were gathered and 
categorised from the commentaries from blockchain businesses 
and entrepreneurs in the individual interviews described in the 
methodology brief above on what some challenges for their 
blockchain initiatives are. This includes funding, market needs, 
team, marketing, feasibility and implementation, legal and 
regulatory. This section contains lesser focus than the previous 
section as the parameters pointed out below were gathered from 
participant commentaries rather than initialised by literature 
review but were included in this paper due to its relevance. Also, 
the focus of this paper is on blockchain parameters leaving 
business parameters to be explored in more details in further 
work. 

3.2.1   Funding 

With options to choose from token offerings, venture capital 
firms, angel investors and other funding routes, it is important 
to create a plan detailing the steps towards how necessary 
funding can be obtained for the venture. 

3.2.2   Market needs 

While the general approach caused by the inflated hype for 
blockchain technology is to offer solutions to a problem, it is 
important for blockchain initiatives that want to be sustainable 
to find and ensure market needs. 

3.2.3   Team 

As an emerging technology, talent with the necessary skillsets 
can be a challenge to find, therefore it helps to consider how to 
find the right team for the business venture.     

3.2.4   Marketing 

Marketing strategy and its message, audience and timing are 
crucial, especially for blockchain initiatives that are targeting 
end-users as their audiences. This can be relevant to how the 
technology might be seen as a hype and requires 
communication and presentation that appeals to target 
audiences. 

3.2.5   Feasibility and Implementations 

It is important to consider how feasible a blockchain initiative 
is, which the parameters in this paper should help determine by 
providing an initial gauge, and how to implement, including 
mitigations for future challenges and risks. 

3.2.6   Legal and regulatory 

With the legal and regulatory landscape constantly changing, it 
is important to closely refer to the relevant approaches and 
consider how to be compliant. 

4.   Conclusion 

Observations and analysis process are not included in this paper 
due to space limitation, hence their summaries are reflected in 
the paper in the form of the written parameters above. The 
parameters aim to help blockchain projects that are still in the 
initial stages, to promote early considerations so that 
unnecessary resources can be avoided but at the same time 
directed efforts can be put in. Ongoing projects, however, 
might still be able to benefit from the parameters when for 
example re-prioritising. Journal and article sources are used as 
much as possible, but as some blockchain research and 
development are done mostly by individual developers, 
researchers and companies, it is to be noted that company 
reports and, in some cases, blogs are also used. Due to time-
limitation and the lack of established standardisation in the 
blockchain industry, only a small sample size of participants was 
collected. This means that the findings in this study are partly-
limited by views and opinions of the participants and by the 
literature review conducted. As the interest and demand for 
blockchain technology improves however, there will be more 
opportunities to work with established researchers and industry 
leaders to further validate the barrier points written in this 
paper. Future work that attempts to further validate the points 
in larger sample size and in different stages of the technology 
maturity, as well as work that covers business variables above in 
more details will allow this paper to serve better in supporting 
blockchain initiatives.  
  

By consulting the Diffusion of Innovation (DOI) theory by 
E.M. Rogers [20], [21] which explained how an innovation gains 
adoption through a specific population spread, it can be said 
that adoption must start with the individual making choices to 
accept a certain innovation, before spreading to market level, 
creating diffusions. This means that offering working 
blockchain solutions for problems of individuals is useful to 
give blockchain technology an adoption momentum. It can then 
be concluded that among the parameters listed in the paper, 
individual or market needs as well as feasibility should be the 
main considerations for blockchain initiatives and the 
technology. 
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