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Abstract

The current state of recycling systems is marked by significant impediments to their efficacy. A lack of transparency often pervades
these systems, which may result in an increased likelihood of fraudulent and corrupt activity. Additionally, traceability pertaining to
recycled materials frequently proves inadequate. Together, these inefficiencies in the collection and processing of recyclables can lead to
higher costs and environmental impact. Furthermore, low incentives may deter individuals and businesses from participating in recycling
initiatives. Certain recycling systems may also suffer from limited compatibility with specific materials, further reducing their
effectiveness. To address these challenges, we propose a permissioned Ethereum blockchain-based system that aims to incentivise and
encourage recycling practices in a transparent and secure manner. The platform’s modular and multi-layered design makes it adaptable
to various recycling scenarios, allowing it to handle diverse types of recyclable materials. Automated and streamlined recycling processes
are achieved through the use of smart contracts. The proposed system offers a secure, transparent, and efficient platform for the
management of recycling processes, promoting environmentally responsible behaviour towards a circular economy. Potential
applications for the system include waste disposal and recycling management for smart cities, waste management for organisations, and
tracking and management of operations for recycling companies. The platform is highly versatile and can accommodate various use
cases in the recycling industry, including those involving traceable and untraceable materials, as well as individual and corporate use
cases.
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1. Introduction and optimise waste bin collection processes, as demonstrated

in [9, 10]. In [9], the authors designed a system that uses IoT

Recycling plays a pivotal role in mitigating the carbon
footprint and combating the environmental repercussions
associated with single-use waste, contributing significantly to
the principles of the circular economy [1]. However, the
efficacy of voluntary recycling programmes at a large scale is
often questioned when compared to mandatory initiatives [2].
The reliance on individual adherence to consistent and proper
recycling practices in voluntary programmes has proven
challenging, resulting in contamination and compromised
quality of recycled materials [3]. To address these concerns,
the enforcement of recycling policies and regulations becomes
imperative. Mandatory recycling programmes, bolstered by
effective enforcement mechanisms, establish individual
responsibility for appropriate waste recycling [4, 5]. This
approach holds the potential to elevate recycling rates and
foster the production of superior-quality recycled materials,
thereby diminishing the demand for virgin resources and
promoting sustainable production practices [6, 7, 8].

Numerous studies have explored the integration of
technologies to optimise waste collection, sorting, and
recycling processes. For instance, IoT sensors have been used
to collect data on waste generation, predict waste amounts,

sensors to collect data on waste generation and designed an
algorithm to predict the amount of waste generated. The
system also provided information on the location and capacity
of waste bins to optimise the collection process. The authors
concluded that their system could reduce the time and cost of
waste collection while also promoting recycling by providing
insights into waste composition. Similar to [9], [10] evaluated
the performance of a smart waste management system in a
university campus in Taiwan. The system used RFID
technology to track the movement of waste bins and sensors
to determine the fill level of each bin. The study found that
the smart waste management system improved waste
collection efficiency and reduced the overall collection
frequency. In the realm of blockchain, several studies
discussed the implementation of blockchain to recycle e-waste
in particular [11, 12, 13, 14]. [11] specifically emphasised the
effectiveness of deploying blockchain technology effectively in
order to improve the recycling rate of waste electronics and
building trust in consumers. [12] explored the capabilities of a
blockchain system to track products and analysed different
aspects of costs associated with implementing blockchains for
solid waste management and costs spent by existing waste
management companies to adapt to the blockchain platform.
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The systems in [13, 14, 15] suggest blockchain-based e-waste
tracking systems for smart cities. The main goal of these
systems is to address the issues associated with e-waste
management specifically. To achieve this, the proposed
solutions combine the use of RFID tags and blockchain
technology to monitor and track e-waste throughout its
lifecycle, from generation to disposal or recycling. However,
these systems only track e-waste that are originally equipped
with RFIDs and do not provide incentive and penalising
mechanisms to  promote recycling and  penalising.
Furthermore, they requite a significant investment in
infrastructure for such specific purpose, and their scope and
scale are limited with predefined functionalities.

In this paper, we introduce a permissioned Ethereum
blockchain-based platform that aims to encourage and
incentivise recycling through a transparent and secure system.
It provides a digital platform where clients can track their
purchase and recycle activities to realise their impact on the
environment. This ensures that all parties involved have access
to accurate and verified data. The system’s main goal is to
establish a sustainable ecosystem that incentivises and fosters
responsible behaviour towards the environment. The platform
achieves this by employing a tracking system for the
acquisition of disposable items. By assigning unique identifiers
to recyclable items and utilising scanning technology, it tracks
the entire lifecycle of these items, starting from their
production to their eventual disposal. This valuable
information enables authorities to identify products that are
not being recycled and determine their final destination. Such
insights can inform targeted interventions and policies to
improve recycling rates and minimise the negative impacts of
improper waste disposal [16]. This method would also help to
increase accountability among manufacturers, distributors, and
consumers. By having an accurate record of the products that
are not being recycled, authorities could penalise or fine
organisations or individuals who are not propetly disposing of
their waste [17]. In contrast to previous work on blockchain,
our system offers a comprehensive waste management
solution that can handle all types of waste, including both
recyclable and organic materials. Through its smart contracts
capabilities, the platform ensures the secure and efficient
tracking of waste from the point of purchase to its disposal or
recycling. Unlike other blockchain-based waste management
systems, such as those discussed in [14, 18], the proposed
system has the flexibility to adapt to different types of waste
and use cases, making it a highly versatile and scalable solution
for promoting responsible waste management practices.
Furthermore, the potential uses of the system can be expanded
to accommodate a wide range of waste management scenatios
beyond its initial scope, enhancing its utility and value to users.
The main contributions of this work can be summarised as
follows:

e Incentivising recycling system: Unlike other
blockchain systems that only track the recycling of
specific material, our proposed system is the only one
that functions as an all-encompassing circular
ecosystem which employs blockchain technology to

incentivise and promote proper recycling practices
[1]. Through the utilisation of blockchain, users’
purchasing and recycling activities are meticulously
recorded and tracked.

e Modularity: The system’s modular design enables it to
be adaptable and flexible to different recycling
scenarios, thanks to its multi-layered and multi-tiered
structure. This modularity allows for easy integration
with existing recycling infrastructures and can be
customised to suit the specific needs of individuals or
businesses. Additionally, the system’s modular
approach enables the platform to evolve and expand
over time to include new features and functionalities
as required, making it a sustainable solution for waste
management.

e Ethereum-based: The Ethereum network is a popular
blockchain platform that supports smart contracts
and decentralised applications DApps. It is known for
its security features and its ability to handle large
amounts of data and transactions. Our system
leverages the Ethereum network to ensure the
security and transparency of its waste management
platform, enabling users to track and manage their
recycling activities efficiently.

e  Applicability:  Unlike other blockchain  waste
management systems, the applicability of this
proposed system is not limited to a specific type of
recyclable items, and it is designed to accommodate
both traceable and untraceable items. This feature
enhances the system’s versatility and enables its
integration into different recycling scenatios, thereby
offering a highly adaptable and scalable solution.

e Use cases: The modular design of the system allows
for the implementation of different use cases
targeting various recycling scenarios. For example, it
can track recyclable materials in households,
businesses, and public places, as well as incentivise
users through rewards for responsible recycling
behaviour. Additionally, it can also be used to track
the recycling of hazardous materials such as batteries
and electronic waste. This versatility in application
makes the system a valuable tool in promoting
responsible behaviour towards the environment and
reducing the negative impact of waste on our planet.

2. The System

The system is structured into distinct layers, each housing
elements that possess unique roles and responsibilities. These
elements are identified and categorised by the system based on
their designated addresses (Figure 1):

2.1 Layers

The initial layer in the system is designated as the Control
Layer, serving as the foremost authoritative entity within the
system. The primary function of this layer is to regulate access
to the blockchain through the process of sanctioning new
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nodes and admitting new clients based on their national
identification. The term “node” refers to a point of sale,
encompassing facilities such as hypermarkets, supermarkets,
grocery stores, and vending machines that provide recyclable
products for sale. Within our system, the assignment of
responsibilities is formed into three distinct levels, each
categorised based on the capabilities and resources possessed
by the nodes. Nodes with greater capabilities, including
hypermarkets and supermatrkets, occupy level 1 and maintain a
comprehensive copy of the ledger. The sanctioning process
for level 1 nodes entails an on-site, off-chain, buteaucratic
procedure, wherein the node is formally recognised as a
licensed participant in the system and assigned a unique
address within the blockchain. Additionally, nodes at this level
possess the authority to authorise nodes in the subsequent
level, in addition to clients and IoT terminals like vending
machines, recycling depots, and bins.

Control Layer Client Layer IoT Layer
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Figure 1. Abstraction of the proposed system.

Level 2, situated within the control layer, comprises nodes
with relatively fewer resources, such as small markets and retail
shops. Similar to level 1 nodes, those in level 2 retain the entire
ledger; however, their sanctioning privileges are limited to
clients and IoT terminals at the subsequent level. Nodes in this
level do not have the authority to sanction other nodes. This
arrangement of distributed functionality among the nodes
allows for a more efficient and practical use of resources
within the retail blockchain system. Furthermore, each node
has a unique private cryptographic key that acts as its
identification in the system, used to generate its public
cryptographic keys that are shared with the system in a secure
manner.

To enable automated and precise monitoring, the system
utilises IoT devices to capture real-time data on product
acquisition and disposal. This data is securely stored on the
blockchain, ensuring transparency and accountability
throughout the purchasing and recycling process. Accordingly,
the IoT Terminals Layer of the system hosts authorised 1oT-

enabled devices, such as vending machines and recycling
depots, which play a crucial role in scanning and documenting
the purchase and disposal of products. They possess no
sanctioning capabilities and do not hold the entire ledger;
rather, such terminals only require access in writing mode to
add entries to the client’s records in the ledger. To ensure the
authenticity and integrity of the IoT devices within the
network, a registration process is implemented in the control
layer: Before an IoT device can be recognised as a sanctioned
apparatus, it must undergo registration at the control layer and
receive a unique system identity. This registration process
establishes a trusted relationship between the IoT device and
the platform, ensuring that only authorised devices contribute
to the purchasing and recycling process.

The third layer in our system is the Client Layer. A client
refers to an individual or organisation that interacts with the
platform to participate in purchasing and recycling activities
such as individuals, households, restaurants, airports, factories,
hospitals, schools, universities, and government and private
offices. The admission of new clients to the system is
facilitated by the generations of addresses, which are based on
government-issued national or tax identifications. Levels 1 and
2 nodes of the control layer in the system are responsible for
coordinating with other non-system agencies that maintain the
tax or the national identifier database. During the registration
process, an individual submits an application with their unique
national identifier, which must then be validated by the
relevant government agency.

Clients within the system are identified by their unique
addresses in the blockchain. Each client is assigned a 2-of-2
multisignature address, which ensures the secure storage of
their transactions. Clients do not have exclusive control over
their records in the blockchain. Instead, they can
collaboratively add new transactions to their records through
their associated node or terminal, which is responsible for
providing the product or handling the recycling process.

After creating their addresses, clients can access information
about recycling locations and events, record and track their
purchasing and recycling activities, and earn credits for their
contributions to environmental sustainability. They access the
system through their wallets.

The wallet, available at trusted locations such as nodes or
affiliated websites, provides several functionalities, including
key storage, request initiation, and record viewing. It is
conceptualised as a software application that is installed on the
client’s mobile device or terminal. This application holds the
private cryptographic key that serves as the client’s
identification within the blockchain network. To maintain
security, the private key must be kept confidential and not
shated with unauthorised individuals. In order to provide
access to the client’s records within the blockchain, the wallet
generates a public cryptographic key, derived from the private
key. This public key is then transmitted to the node, granting it
permission to access the client’s records. The lifespan of the
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public key is determined by a time limit set within the wallet
system, which can be altered based on the client’s
specifications and expires after a predetermined interval.

Recycling companies are also located in the client layer.
Those are clients that collect, process, and sell recyclable
materials, such as paper, plastic, glass, and metal, to
manufacturers that use these materials to make new products.
They are sanctioned into the system similar to regular clients
by nodes in levels 1 and 2. Upon joining the system, a
recycling company will be assigned a “Credit” ledger based on
its recycling capacity and collection effort. The credits, or
tokens, in this ledger are used to pay other entities for the
amount of untraceable recyclables they generate and require
special collection and treatment. The credit ledger for each
company in the system is reviewed regularly and increased or
decreased based on the company’s recycling performance.
Ultimately, a blockchain constitutes the inclusive layers
aforementioned, excluding the off-chain components, and
serves as the repository for clients’ factual records and
transactions. Specifically, this private blockchain serves as the
pivotal depository for all client records within the system.
Access to this decentralised ledger is conferred upon all
authorised nodes ensuring its widespread accessibility. The
blockchain operates on the premise of replication, thereby
safeguarding previous records against tampering while
permitting read-and-write operations with the client’s explicit
consent. These records are organised into two distinct stacks:
one for confirmed purchased items and another for confirmed
disposed items.

2.2 Addresses

Entities within the system possess distinct privileges and
responsibilities based on their designated address class. Level 1
nodes in the control layer are assigned Class 7 addresses,
granting them the authority to approve new nodes and clients,
as well as maintain the global blockchain. Level 2 nodes are
assigned Class 2 addresses, enabling them to admit clients,
participate in transaction verification and approval, and
maintain a complete copy of the blockchain. However, they
lack the authorisation to sanction new nodes. On the other
hand, IoT terminals such as vending machines and recycling
depots are assigned Class 3 addresses, allowing them to engage
in transaction verification and approval only. Furthermore,
clients, designated with Class 4 addresses, do not possess
sanctioning privileges or participate in the consensus
mechanism. However, they can initiate and execute smart
contracts and access their own records. Lastly, Class 5
addresses  represent n-of-m  multisignature  addresses
exclusively reserved for smart contracts. These addresses are
initiated by clients and triggered by nodes within the system.

The process of generating cryptographic addresses, also known
as private-public key generation or asymmetric cryptography,
involves generating a private key that must be stored in secrecy
to ensure data secutity. Asymmetric cryptography is widely used
in blockchain technology to ensure the authenticity and

confidentiality of transactions [19, 20]. In the process of private-
public key generation or asymmettic cryptography, a private key
is randomly generated and should be kept secret by its owner.
This key is used to create digital signatures, which are required
for proving ownership of records. Applying the private key to a
transaction generates a numerical signature, and it is also used to
decrypt messages that were encrypted with its public key. The
public key is detived from the private key and is used by other
entities to encrypt messages addressed to the key’s owner.
Transactions in the network can be directed to the client’s
public key, yet for added security, it is recommended to generate
addresses from the public key using a hashing algorithm instead
of using the public key itself as an address [21, 22].

Figure 2. Sequence diagram illustrating the 2-of-2 multisignature
scheme as a record is being appended to the client’s ledger.

2.3 Multisignature

The use of multisighature schemes in blockchain technology
provides an additional layer of security and accountability to
transactions. A multisighature scheme is a security mechanism
used in blockchain technology that requires the approval of
multiple parties before a transaction can be validated [23]. In a
traditional transaction, a singular party initiates the transaction,
affixes their digital signature using the corresponding private
key, and subsequently broadcasts the transaction into the
blockchain. However, in a multisignature scheme, multiple
parties are required to sign the transaction before it can be
verified and added to the blockchain. The most common
multisignature scheme used in blockchain is the #-gf-# scheme,
where # represents the number of signatures required to
validate a transaction, and » represents the total number of
parties involved.

All transactions within our system, including the addition of
purchase or recycle records, are completed through the
utilisation of #-» multisignatures. The implementation of
multisignature ensures that every transaction necessitates
approval from a minimum of two parties, thereby
augmenting the system’s security and transparency — for
instance, when a client is purchasing a bottle of water from a
vending machine, which serves as an IoT terminal in our
system (Figure 2). The transaction process begins with both

The JBBA | Volume 7 | Issuel | 2024

Published Open Access under the CC-BY 4.0 Licence 4

@



") BIBIA

the client and the machine exchanging their public keys
which are facilitated as scannable QR codes. Subsequently,
using the client’s public key, the machine retrieves their
records from the blockchain and verifies his eligibility to
complete the purchase process. If the client’s purchase
record is full demonstrating negligent recycling behaviour,
the transaction will be reverted (Figure 3). Conversely, after
verifying the records, both the client and the vending
machine employ their private keys to sign the transaction
that appends the identifier of the bottle to the client’s
purchase record in the blockchain. The signatures of both
parties are verified by testing them against the public keys
they retrieved from each other in the first stage. Finally, the
transaction is emitted into the network for approval as
detailed in Algorithm 1. Figure 4 illustrates the successful
execution of the VendingMachine smart contract.

: OxSB3...eddC4
: ighachine . executeTransaction(address, address ,uint256, bytes32, bytes32, uint256,uint256, string) @x9ds...a5692 value: O wei
data: @x926...10000 logs: @ hash: @x5ba...8336d

status s

anput

decoded input €

Figure 3. Remix IDE output for VendingMachine contract in
Algorithm 1: The transaction has been reverted due to reaching a
maximum level of purchased items.

[va] from:
to

input

decoded input «

Figure 4. Remix IDE output for VendingMachine contract in
Algorithm 1: The transaction mined and executed successfully.

2.4 Blocks

The system’s blockchain consists of blocks, wherein each
block contains a verified list of transactions executed within
the network. These transactions are denoted by 2-ofm
multisignature records assigned to individual clients for
recyclable items. The blockchain promotes accountability and
sustainability by tracking both purchased and recycled items.
Hence, as mentioned earlier, in our system every client has two
distinct records: one for purchased items and the other for
recycled items. To illustrate, consider the scenatio where a
client wishes to recycle a previously purchased item. He

disposes the item at the recycling depot, where it is scanned
for its unique identifier and signed (Algorithm 2). The depot
then searches the client’s purchase record to check if he had
previously purchased the item. If a match is found, the
recycling depot initiates a transaction to remove the entry
from the client’s purchase record. Otherwise, the depot
initiates a transaction to add the item to the client’s recycled
items. Either of the signed transactions is then broadcasted to
the network for verification and eventual inclusion in the
client’s record in the blockchain (Figure 5).

32,uint256,uint256,uint256,uint256,string) Ox1c9...24bD

snput axar. 00000

decoded input

Figure 5. Remix IDE output for RecyclingDepot smart contract
in Algorithm 2: The transaction mined and executed successfully
with updated recycling and purchasing records.

2.5 Consensus mechanism

Given the nature of our system as an ecosystem that tracks
individual transactions related to recycling, a consensus
mechanism that prioritises speed and scalability over security is
more suitable. This is because the proposed system is likely to
have a large number of transactions that need to be processed
quickly and efficiently. Hence, a consensus mechanism like
Delegated Proof of Stake (DPoS) elevates as a good fit for this
system. DPoS is faster and more scalable than both Proof of
Work (PoW) and Proof of Stake (PoS) and is more suitable for
ecosystems that require high transaction throughput.
Additionally, DPoS is more energy-efficient than PoW, which
is a significant consideration in a system that tracks individuals’
carbon footprint.

The consensus algorithm is utilised to wvalidate all #-of-m
transactions carried out within the system by clients, nodes,
and terminals. In our system, nodes at levels 1 and 2, along
with clients of substantial capacity, supet-clients, such as
schools, hospitals, and universities, actively participate in the
consensus mechanism. Conversely, smaller entities within the
system, such as regular users and households, do not engage in
the consensus mechanism. The exclusion of smaller entities,
such as regular users and houscholds, from the consensus
mechanism is a deliberate design choice to ensure scalability
and efficiency. By limiting the participation to nodes and
clients with substantial capacity, the system can maintain a
manageable number of delegates while still benefiting from
their expertise and resources.
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In our system, the delegate node selection process is
automated and endeavours to elect nodes with transparency
and efficiency as its primary objectives. By incorporating
specific criteria and constraints, the undetlying algorithm
systematically identifies a subset of delegate nodes that assume
pivotal roles within the blockchain consensus mechanism. The
selection process entails a comprehensive evaluation of
multiple criteria, encompassing factors such as node’s uptime,
accumulated tokens from previous processing, node’s level,
processing capacity, and the location of the node in the area.
Each node’s performance in these areas is meticulously
assessed, and a reward function is employed to quantitatively
gauge their overall suitability as delegates. For a system of N
nodes participating in the consensus mechanism, we set the
following:

U(n): Uptime of node n forn € N.

T (n): Tokens collected from previous processing forn € N.
L(n): Node level (1 ot 2) ot supet-client forn € N.

C(n): Processing capacity of node n forn € N.

S(n): Node location (sector) forn € N.

D(nq,n,): Euclidean distance between nodes n; and n, for
n.,n, € N

Where the objective function is to maximise combination of
factors such as node uptime, tokens collected, node level,
processing capacity, and distance between nodes:

Y Wmxm)+ Y (Tm.Xm) +

nenN nenN

> wmxm)+ Y (Cm.xm)-
nenN nenN

D D m)Km). X ()

expecting the output of S, the set of selected delegate nodes,
where X (n) is the binaty decision vatiable indicating if node n
is selected as a delegate for n € N, subject to the constraints
that include selecting a desired number of delegates, level
restrictions, fair selection from sectors, and prioritising
processing capacity: Yy X(n) = k where k is the desired
number of delegates to be selected, X(n) < L(n) foralln €
N, to ensure that level 2 nodes or super-clients are selected
only if necessary, Ypen sy=s X(M) = (1 — S)(%) for all s,
where s is the number of sectors in the geographic area where
the nodes are located, and € is a small tolerance value, to
ensure fair selection from sectors, Ypen(C(n).X(n)) =
H.ZnEN(T(n).X (n)) where 6 is a trade-off parameter, to

prioritise processing capacity over tokens collected, and
X(n) € {0,1} foralln € N

3. Use cases

3.1 The case of businesses

A proprietor of a downtown restaurant that generates a
significant amount of recyclable items creates a smart
contract to facilitate the collection of these recyclables in
exchange for a fee.! The smart contract encompasses the
terms of the agreement between the restaurant and recycling
companies, specifying the types and amount of recyclables to
be collected and the corresponding service fee. Upon
creation, the smart contract is disseminated across the
network, allowing interested parties to participate (Algorithm
3). The execution of the smart contract occurs when at least
one recycling company acknowledges and accepts the
contractual terms and conditions. The involved parties then
proceed to endorse the transaction by signing the associated
2-of-m multisignature address. During the collection process,
the recycling company scans the deposited recyclables and
ascertains their quantities and values. Upon completion of
the recycling process and the mutual agreement on the value
of the collected recyclables, the parties affix their signatures
to the transaction, which is subsequently submitted for
approval on the blockchain. Consequently, the restaurant’s
”purchase record” is adjusted and reduced to account for the
items that have been acquired through recycling, and the
company’s ’recycling record” is updated to indicate the items
they have received from the restaurant. Figure 6 shows an
excerpt of RecyclingContract smart contract output. It shows
the success of executing the function executeTransaction
presented in Algorithm 3. The function executes after the
recycling company agrees to collect 200 items from the client
for a fee of 100 according to the function acceptAgreement.
In conclusion, the result of recycling the 200 items is
reflected in both the client’s purchase record and the
company’s recycle record.

[vm] from:
to: Re:

xecuteTransacti
...00001 logs: 1

decoded nput

Figure 6. Remix IDE output for the executeTransaction function
in the RecyclingContract contract in Algorithm 3.

Implementing the generation of smart contracts through a GUI interface within the user’s wallet offers a
user-friendly approach to creating blockchain-based agreements. This intuitive method streamlines the process
by integrating contract creation directly into the wallet interface. Users can interact with the wallet’s graphical
tools to design, configure, and deploy smart contracts without the need for extensive coding knowledge.
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3.2 The case of untraceable recyclables

Untraceable recyclables are those types of waste that are
difficult to track and monitor throughout the recycling
process due to a variety of reasons such as having a longer
lifespan and multiple uses beyond their initial purchase.
Some common examples of untraceable recyclables include
paper, bulk plastic, bulk metal, and construction and
demolition waste [24]. These types of untraceable waste
present significant challenges for recycling programmes and
require innovative solutions to incentivise their disposal and
recycling. For example, tracking the recycling of paper items
poses a significant challenge compared to other recyclable
products. The primary reason is that paper has a longer
lifespan and multiple uses beyond its initial purchase, making
it difficult to track its disposal and recycling. Some of the
paper purchased may be archived or stored for long periods,
rendering it impossible to trace its recycling journey. For
instance, while plastic bottles have unique identifiers that
make tracking their purchase and recycling records relatively
easy, items such as A4 paper blocks lack this feature. To
overcome this challenge, incentives should be created to
encourage the recycling of paper products. One such
incentive is rewarding individuals and entities based on the
volume or weightage of waste they recycle by crediting their
“recycling records.” As an illustration, a company that wishes
to recycle considerable amount of paper waste generates a 2-
of-m smart contract in the network requesting recycling
companies to submit their bids for collecting the paper waste
based on its volume or weightage (Algorithm 4). The
contract triggers once at least one company satisfies the
conditions set in the smart contract such as weightage or
volume, time of collection, and credits rewarded. Figure 7
presents an excerpt of the output of the function submitBid
in the smart contract PaperWasteCollection. In this function,
two companies submit their bids to collect recyclables
offered by a client. The first company bids with 300 to
collect 2 tons whereas the second company bids with 250 to
recycle 1 ton. As the output of the smart contract shows, the
first company’s bid is only accepted. Next, upon the
collection of the waste, a 2-of-2 transaction is initiated that
shifts the credits from the recycling company ledger to the
client’s “Recycling Record” in the system. Specifically, the
transferCredit  function in  the  smart  contract
PaperWasteCollection is invoked, which transfers 300 credits
from the recycling company to the client’s recycling record

(Figure 8).
3.3 The case of unmatched recyclables

Addressing the challenge of unmatched recyclables is a
fundamental aspect of the system’s operational framework.
Instances may arise where items are procured and logged in
the system but remain unrecycled by the purchasers. This issue
can be attributed to a range of factors or circumstances
impeding the successful recycling of those specific items. To
address this issue, clients are afforded the opportunity to
mitigate the impact of unmatched recyclables by reducing their

purchase record. This can be accomplished through the
process of recycling alternative items that qualify for
redemption. By engaging in this practice, clients can reconcile
the discrepancy between the purchased items and the actual
recycling activities, ensuring the accuracy and integrity of the
system’s records.

Figure 7. Remix IDE output for the submitBid function in the
PaperWasteCollection smart contract in Algorithm 4.

it (addre:
on

,uint256,address, bytes32,uint256,uint256, string) OxSel...dEFF5

Figure 8. Remix IDE output for the transferCredit function in
the PaperWasteCollection smart contract in Algorithm 4.

This approach allows for the effective management of
unmatched recyclables, promoting transparency,
accountability, and operational efficiency within the system.
By providing clients with the means to rectify the situation
through the recycling of suitable alternatives, the system
fosters a streamlined and reliable recycling process while
maintaining a comprehensive and accurate purchase record.

The system employs a value differentiation mechanism to
account for the inherent variations among different items,
considering their distinct characteristics, such as size and
weight. This approach enables the system to establish
equivalencies between items, exemplifying the ability to
equate items of different quantities based on their defined
value ratios. For instance, a one litre bottle is deemed
equivalent to four 250 ml bottles, thus establishing a
quantitative relationship that facilitates streamlined record-
keeping and transactional operations within the system.
This not only reduces the size of the ledger but also ensures
that the system remains efficient in keeping track of the
records.

The JBBA | Volume 7 | Issuel | 2024

Published Open Access under the CC-BY 4.0 Licence 7

@



") B

Algorithm 5 illustrates the AdjustRecords smart contract that
enables clients to reduce their purchasing records by recycling
unmatched items. In the scenatio where a client intends to
enhance their recycling record by recycling a quantity of
bottles that were not originally theirs, they can accomplish this
by depositing the bottles at a designated recycling depot.
Subsequently, the recycling depot updates the client’s recycling
record to accurately reflect the newly recycled items. At this
point, both the recycling and the purchasing records contain
unmatched items. To adjust the ledgers, the deleteltems
function will undertake the following actions: (1) if the items
in the recycling record are identical to those in the purchase
record in terms of values, albeit with different identifiers, the
system will delete the corresponding entries from both records
(Figure 9); (2) if the items differ in value, the system will refer
to the value of each item and equate them based on that, that
is, one litre bottle versus a 250 ml bottle, the system may
equate four items of the 250 ml size with one item of the one
litre size and subsequently delete them from both records
(Figure 10).

1nt256,uint256, string)

decoded input

Figure 9. Remix IDE output for the transferCredit function in
the AdjustRecords smart contract in Algorithm 5.

56,uint 256, uint256, uint256, uint256, uint256,uint256, string) @x838...244DC

ssssss and

input

decoded input €

Figure 10. Remix IDE output for the transferCredit function in
the AdjustRecords smart contract in Algorithm 5.

4. Conclusion

The utilisation of blockchain technology in recycling
management has immense potential, and this proposed
recycling system is a notable example of how this technology
can be harnessed to address critical issues faced by the
recycling industry. Our system ensures transparency and
accountability in the recycling process. It is a multi-layered
and multi-tiered modular  blockchain-based  recycling

management system. The three distinctive layers of control,
client, and IoT devices ensure that each stakeholder has a
unique role and responsibility in the system. The use of smart
contracts equipped with fully automated and secured
management capabilities further enhances the efficiency of
the system. Additionally, the implementation of the
automated DPoS consensus mechanism ensures low
overhead and less resource utilisation. The proposed system
has the potential to revolutionise the recycling industry by
providing a secure, transparent, and efficient platform for
managing the recycling process. The proposed system
exhibits diverse potential applications within the recycling
industry. It can be effectively utilised by governments as an
integral component of smart cities for waste disposal and
recycling management. Furthermore, organisations can
employ the system to monitor and enhance their waste
management processes. Individuals can leverage its
capabilities to facilitate efficient and environmentally
conscious waste disposal practices. Additionally, recycling
companies can utilise the system to streamline their
operations and ensure effective tracking and management of
recyclable materials.
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Appendix

Algorithm 1 Adding purchase entry to client’s record

contract VendingMachine

Declare:

struct PurchaseTransactions(clientPurchaseAdrs, vendingMachineAdrs, itemld, clientSignature, vendMachineSignature, purchaseC-
ountOld, purchaseCountNew, message).

mapping purchaseTransaction of type PurchaseTransactions

struct Purchasedltems(clientPurchaseAdrs).

mapping purchasedltem type of PurchasedItems.

event NewpurchaseTransaction(clientPurchaseAdrs, vendingMachineAdrs, itemld, clientSignature, vendMachineSignature, pur-
chaseCountOld, purchaseCountNew, message)

verify: signature of client.

if 1 then

function processltem(itemld,items[])

Limit reached, please recycle”)
tPurchaseAdrs].push(itemld)

. depotSignature, recycleCountOld, recycleCount-

yeledltem type of Ite
s RecycleAdrs, clientPurchaseAdrs, itemld, clientSignature, depotSignature, recycleCountOld, recycle-
archaseCountOld, purchaseCountNew, message).

fy: signature of client.

function processltem(itemId, purchasedItem[))

N ¢ length(purchasedltem|])

for i+ 1to N do
if 2

itemld) then purchasedltem|i] ‘hasedltem|] purchasedltem[])-1);
items.pop();
emit NewTras
else recycledltem|clientRecycleAdrs].push(itemld)

emit NewTransactions
end if
end for
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Algorithm 3 Recyclables collection contract
contract RecyclingContract.
Declare:
ee; isA A d; isTh
struct Transactions(isAgreementAccepated, collectionFee; numberOfltems; d leAdrs; restau-
rstntP; untOld; rs seCountNew; cmpnPurchaseCountOld; empnPus ‘ount-

New; isTransactionCompleted).
mapping Transaction of type Transactions.

struct Items (itemld; owner; itemName; itemValue;)
mapping recycledltem type of Items.

mapping pu!chascd]tcm type of Ttems.

event drs)
function acceptAgreement() {
require drs)
isAgreementAccepted=true;

pany 1 nder)
emit A tAccepted( drs); }

function executeTransaction() payable {
require (msg,
require (isAgreementCompleted:

require (isTransactionComplete
require (msg value==collectionFec)

— (p Adrs])
forie 1to N do
drs][i].itemValue + p
end for
while (purchaseValue>0) do
drs]i]
. ) N drs])-1];
M el i 5 dre])+1]=
[ drsi];
purchasedItems.pop();
P P drs][i].itemValue
it
end while

isTransactionCompletedé— true;
d

emit TransactionCompleted }

Algorithm 4 Untraceble recyclables

contract PaperWasteCollection.
Declare: companyAdrs; recycleeCompanyAdrs; paperWeight; paperVolume; credits; contractFulfilled;
constructor( _weight, _volume, _credits)
paperWeight = _weight; paperVolume = volume; collectionTime = Time; contractFulfilled = false; credit
emit CcmractCrmtcd( papchught papcholumc collcctlonTlmc crcdlts) }
function p pul
require (msg.sender != companyAdrs);
require(lcontractFulfilled);
emit BidSubmitted(msg.sender, bid);
if (bid 3= credits) then
recycleeCompanyAdrs = msg.sender;
contractFulfilled = true;

emit Cq vAdrs, recycleeC Adrs, credits);
end if} }
event ContractC: , pape , collectionTime, credits);

event BldSubmxthd(rccvclccCompan)Adrs bn:l)
event ContractFulfilled (companyAdrs, address recycleeCompanyAdrs, credits);
function transferCredits()

require(contract Fulfilled);

emit transferCredit(recycleeCompanyAdrs, companyAdrs, creditsToTransfer);

Algorithm 5 Unmatched records adjustment

contract AdjustRecords

Declare:

struct RecycleTransactions(clientRecycleAdrs; itemValue; clientSig; depotSig).
mapping recycleTransaction of type RecycleTransactions.

struct PurchaseTransactions(clientPurchaseAdrs; itemValue; clientSig; depotSig).
mapping purchaseTransaction of type PurchaseTransactions.

struct Items (itemld; owner; itemName; itemValue;)

mapping  recycledltem type of Items,

mapping purchasedltem type of Items.

event New recycleTt client drs, itemld, clientSig, depotSig).
event New purchase i i i Adrs, itemld, clientSig, depotSig).
function l 0)

N length(rccyclcdltcms//}
for i« 1to N d

- [i]-itemValue +
end for
m  length(purchasedltems]])
for j < 1to
h = purch [i].itemValue + p Value;

T
end for
if (purchasedaluerecycleValue) then

J
while (purchaseValuegrecycleValue) do

0)-1;
purchasedItems.pop(); !
purchaseValue Value- [i].itemValue;
s

end while
for i +1to N do
recycledItems]i).pop();
end for
clse
if (purchaseValuejrecycleValue) then

i=0;
while (purchaseValucjrecycleValue) do

-1];

itemValue;

recycledltems.pop();

i+t
end while
for j 1 to M do
recycledltems(j].pop();
end for
clse
i=0;
while (purchaseValue=recycleValue) do
for j « 1to M do
recycledltems[j].pop()
end for
fori e 1to N do
recycledltems[msg.sender][i.pop();
end for
end while
end if
end if
emit New purchaseTransactions
emit New recycleTransactions
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