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Abstract

The food supply chain is characterised by its complexity and interconnectedness, involving vatious actors, from farmers to consumers.
It emphasises the critical importance of maintaining product integrity, safety, and quality throughout the process to meet stringent
regulatory standards and consumer expectations. However, food supply chain is plagued by challenges such as counterfeiting, quality
issues, and safety concerns, prompting the adoption of product traceability as a remedy. Current traceability systems (e.g., systems based
on centralised and EPCIS architectures) aim to capture traceability data from the initial link to the final link in the supply chain, allowing
for tracing a product from the end consumer back to its origin. Nevertheless, trust issues persist in these systems, particulatly
concerning the integrity and reliability of traceability data. Blockchain has been proposed to address these trust issues by creating an
immutable and transparent ledger distributed across all peers. Despite this innovation, different studies underscore the inadequacy of
relying solely on blockchain to ensure the trustworthiness of traceability data. This paper addresses this gap by proposing an adaptable
and extensible framework that combines blockchain with a multi-trust packages-based trust model. The framework seeks to strengthen
trust relationships among supply chain actors by improving the accuracy of identifying specific areas within the supply chain where

compromises in quality and safety have occurred.
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1. Introduction

Several scandals and recalls resulting from quality and safety
compromise, as well as product counterfeiting, have been
reported from supply chains around the world [1-4]. Many
lives have been lost due to quality and safety compromise
problems. For example, regarding food supply chains, the
World Health Organisation reported that an estimated 600
million people become sick because of consuming food
products and 420,000 end up dying [5]. This has resulted in
many consumers losing trust in supply chains. To address
this issue, several studies have suggested end-to-end
traceability [6—8]. End-to-end traceability can provide an
audit trail in the movement of a product in the supply chain
[9], which helps detect quality and safety issues at the early
stages of the supply chain [10]. It also makes product recalls
to be managed systematically [11] and shortens the time
taken to trace and pinpoint exactly where the product might
have been compromised [12]. In food and pharmaceutical
supply chains, many governments have taken the initiative

to make traceability a legal obligation to protect consumers
[13, 14].

To supportt traceability processes in supply chains, automated
traceability systems are being used. These traceability systems
can store traceability data in centralised repositories [15] or in
repositories using distributed ledger technologies such as
blockchain [16—19]. Centralised traceability systems provide
non-tamper-proof data repositories. However, repositories
whose data can be tampered with have data trust problems, as
nothing stops the parties from tampering with the data to
favour their interests [10]. Therefore, traceability systems
based on a centralised approach fail to protect traceability data
from the possibility of tampering [20, 21]. Although
blockchain can provide tamper-proof repository, Powell et al.
[20] argue that there exists a Garbage in Garbage Out (GIGO)
problem with the blockchain approach. This is because
blockchain does not have the capability to correct faulty and
malicious data from the soutce to the ledger. To address the
GIGO problem, Malik et al. [22], Dedeoglu et al. [21], and Al-
Rakhami and Al-Mashari [23] proposed approaches that
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integrate blockchain and trust model, referred to in this study
as blockchain + trust model approach. In this approach, the
trust model’s role is to establish trust in the ecosystem by
computing the degree of trust (trust score) and associating the
score with the network participants and data, while the
blockchain provides tamper-proof repository. To develop trust
models, trust metrics (TMs) are used. TMs are vital in
determining whether a trust model accurately computes trust
[24, 25].

In blockchain + trust model frameworks, a single set of TMs
is used to quantify and compute trust scores. Using trust
models that rely on a single TMs set to solve the trust problem
is less effective because (1) as traceability data is generated by
different data sources in different supply chain links, different
sets of trust metrics are requited to quantify trust values
effectively; (2) whenever there are changes in the supply chain
trust needs (e.g., new data produced in the supply chain), the
framework’s degree of accuracy in estimating trust score
becomes low. This is because new trust requirements need
different metrics to accurately compute trust. We agree with
the views of other researchers that the problem can be solved
by addressing the data trust problem [26, 8, 20, 21]. Therefore,
our approach is to develop a framework that improves the
end-to-end trustworthiness of traceability data by assessing the
trustworthiness of traceability data and storing both data and
associated trust values in a tamper-proof repository.

The remainder of this article is organised as follows: Section 2
discusses the existing traceability frameworks; Section 3
presents the proposed framework; Section 4 discusses the case
study; Section 5 provides a description of how trust metrics
are developed; Section 6 presents the evaluation procedure for
the framework; Section 7 discusses the limitations of this
research, and Section 8 summarises the main points of the
research and future work.

2. Related work

The literature presents several frameworks that attempt to
address the problem of data trust. The frameworks can be
categorised into three based on their architectural designs [8].
These include centralised [15, 27], blockchain [28], and
blockchain + trust model [21].

In a centralised architecture, data from the supply chain is sent
to a centralised repository mainly hosted in wide area
networks. Some systems use one central repository, while
others have distributed repositories. Electronic Product Code
Information Service (EPCIS) is an example of a distributed
centralised repositories network. EPCIS network has an extra
repository called Discovery Service, whose function is to route
the data requests from traceability applications to the right
EPCIS data servers and re-route the queried data back to the
requesting traceability applications. Central repositories are
managed by intermediaries in the supply chain [29, 15].
Whenever traceability is needed, the central data repository is

queried by traceability systems to acquite the data used for
tracing the product. Traceability in this approach is solely
dependent on the central data repositories. In all traceability
systems based on a centralised architecture, intermediaties can
tamper with the data and, hence, do not adequately address
data trust issues in the supply chain [21, 22, 26, 48].

In blockchain architecture, traceability data from the supply
chain is evaluated for validity by a consensus mechanism and,
if valid, then passed into an immutable ledger. However, one
of the drawbacks with the current blockchain consensus
mechanism is that it cannot verify data veracity [20, 21]. The
merits of this approach lie in the following: (1) there is a high
level of transparency as nodes can always see data from other
peers, which many researchers claim it encourages nodes to be
honest. It should be noted that transpatency is observed at
different levels depending on the type of blockchain. In public
blockchains, the same ledger is visible to all members;
therefore, transparency is guaranteed to all members of the
blockchain, while in consortium and private blockchains,
transparency is at the group members level (those with
common ledger). For example, in the Hypetledger Fabric
consortium blockchain, transpatrency is limited to those within
the same cluster. In this study, transpatrency is discussed in the
context of consortium blockchains featuring a shared ledger
among members; (2) immutability of data once in the ledger.

Different researchers have proposed frameworks using this
architecture. To control the distribution of counterfeit products in
pharmaceutical supply chains, Kumar and Tripathi [31] developed
a traceability system that uses blockchain technology and quick
response (QR) code. In their traceability system, the encrypted
QR code consists of the details of the medicine that a
pharmaceutical company manufactures, and the information is
stored in the immutable ledger. In agti-food supply chains, Lin et
al. [32] integrated blockchain and Long-Range Radio (LoRa) IoT-
based architecture and demonstrated that minimising manual data
entry by humans improves trust in food supply chains. A similar
approach was also proposed by Tan, Gligor, and Ngah [33], who
developed a traceability system using blockchain technology for
tracing and confirming the authenticity of halal products.
Similarly, Walmart piloted a blockchain traceability system on
mango and pork supply chains, showing that traceability can be
reduced from seven days to 2.2 seconds [19]. The blockchain
approach provides the advantages of transparency, immutable
ledger, and consensus mechanism that filter invalid data from
entering the ledger. Since there is a lack of a mechanism to check
the trustworthiness of the data before entering the ledger, the
curtent blockchain is not sufficient to guarantee the
trustworthiness of traceability data [8, 21, 22, 49]. This has also
been observed by Powell et al. [20], who highlighted the GIGO
problem.

To address the drawbacks highlighted in the blockchain-
based approaches, blockchain + trust model approach has
been proposed. The trust model is introduced to establish
trust in the blockchain network so that both network nodes
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and data flowing into the network can be trusted to a
certain degree. Trust and trustworthiness are two concepts
used in the development of trust models. Trust is drawn
from human life and, as Sagar et al. [24] highlighted, “It is a
fundamental aspect of human life for building relationships
with each other.” Research in trust cuts across various
disciplines, such as psychology [34, 35], sociology [36, 37],
economics [38, 39], and computer science [40-46]. What is
common in all the disciplines is that there is a trustor and
trustee. The trustee makes a promise by sharing
information, and the trustor accepts to rely on the
information that the trustee will fulfil the promise.
Computer science has multiple domains where the concept
of trust is applied. These include software engineering [40],
networking [41], data trust [42, 43], artificial intelligence
[44], and web management [45, 40]. In these areas, trust is
associated with the trustor and it is the behaviour displayed
by the trustor based on the trustworthiness of the trustee.
Thus, trustworthiness is a characteristic displayed by the
trustee.

Our focus in this research is on addressing trust in traceability
data for supply chains. Accordingly, trust models are built to
mathematically quantify trustworthiness in a particular domain
and context [47]. In the existing trust models, the quantified
value is the measure of the trustworthiness of the trustee. It is
mostly referred to as the trust score. Trust models typically
normalise trust scores to fall between 0 and 1. O implies no
trust at all, while 1 means full trust. Low trust values are those
near 0, and high trust values are those near 1.

Few frameworks have been observed in the literature
developed using this approach. These include Malik et al. [22],
Al-Rakhami and Al-Mashari [23], Dedeoglu [21], and Rouhani
and Deters [48]. Malik et al. [22] suggested trust metrics for
generating trust scores that measure the level of quality and
safety of the product. This means that a trust score close to 1
implies high quality and safety of the product. However, the
framework does not adequately address the trust problem in
traceability data. The IoT devices are vulnerable to data
security compromise [60]. This is because: (1) the devices are
heavily dependent on batteries for power supply, which makes
them vulnerable to energy-depletion attacks [61]; (2) the
devices have a limited amount of memory and processing
power, incapable of running complex cryptographic security
algorithms [62]. Since IoT devices are vulnerable to so many
security attacks, there is no guarantee that the data from the
devices used by the framework to calculate trust scores is not
malicious.

Al-Rakhami and Al-Mashari [23] and Rouhani and Deters’ [4§]
frameworks attempt to assess trust in the data using
blockchain + trust model approach. The problem with the
frameworks is the use of one set of trust metrics. A supply
chain comprises a consortium that contributes to and records
various traceability data for a product. The consortium uses
diverse data sources and using one set of trust metrics by these

frameworks is a bottleneck in accurately assessing the
trustworthiness of traceability data. For example, if there is a
supply chain link that uses GPS devices to send location data
about a product and another supply chain link that uses
temperature and humidity sensors to capture data about the
environmental conditions of the perishable products storage,
using a single set of trust metrics cannot accurately assess data
from GPS devices and environmental condition sensory data.
Thus, using one set of trust metrics is limited in computing
accurate trust scotes.

3. Adaptive and extensible framework

We propose the development of a framework which improves
the trustworthiness of traceability data across all the links of a
supply chain. The framework uses different packages of TMs
to quantify trust into numerical values. Figure 1 shows the
different components of the framework. These include trust
model, ledgers, access management, metrics management
module, application management module, supply chain and
metrics developers.

The trust model comprises two smart contracts: metrics
selection smart contract and trust computation smart
contract. Overall, the trust model evaluates the data
produced by data sources found in the supply chain links to
check its validity in terms of trust. The trust model then
computes trust scores and sends data and computed trust
scores to the blockchain ledger. The trust model uses the
metrics selection smart contract to select an appropriate
trust package developed for trust assessment of the
generated data. Trust packages refer to a set of TMs and the
instructions on how they are used to establish trust. The
metrics selection smart contract is triggered when an
application sends data from the data generator to the
blockchain. Trust computation smart contract uses the trust
package to compute trust and send the data and trust score
to the ledger. The data repositories consist of two main
ledgers: the metrics ledger shaded green and the base ledger
shaded grey. The base ledger stores traceability data and
trust scores. This protects data and trust scores from
tampering. Metrics ledger, on the other hand, stores
different trust packages. TMs are protected in the ledger
because of their criticality for accurately assessing trust
scores. Metrics developers continuously assess the
effectiveness of existing trust packages, and if some are
seen to be less effective, then they develop new trust
packages to replace them. Also, if new data generators
generate data that none of the existing packages can assess
for trust, then metrics developers develop trust packages to
address those trust needs. This makes the framework to be
more effective and relevant. The application module
provides an interface between the blockchain ledger and
end-user applications. Traceability systems used by end
users will communicate load traceability data from the
ledger by interacting with this module.
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Figure 1. Framework for enhancing trust in supply chain
links. Adapted from [25].

The supply chain is plugged into the framework, and data
generators are available to generate data from traceability units
and send it to the blockchain network. Data generators! may
involve manual entry by a human being who observes the
product, or it can be an autonomous set-up whete various
sensors transmit data to the network. Metrics developers are
members of the consortium whose sole responsibility is to
provide the framework with appropriate trust packages for
efficient computation of trust scores. This helps the
framework to be up to date in accurately computing trust
scores.

4. Case study

Botswana beef supply chain is chosen as a case study. The two
farming methods practised at the farm link are free range and
ranched. About 90% of farmers practise free range [50]. In
terms of quantity and quality, Botswana is the biggest supplier
of beef to the European Union (EU) from the African region
[51]. While the Botswana beef supply chain is one of the top
exporters of high-grade cattle meat from the continent [52], an
audit by Engelen et al. [50] highlighted issues related to data
trust. Due to traceability data trust, the country was
temporarily banned from exporting to the EU [50] and, in
2023, lost one of the lucrative markets in Norway [53].

Beef supply chain links have been identified from the
Botswana Agri-food Value Chain Project [50] and attached to
the framework as an off-chain pluggable component. Figure 2
shows the links extracted from the report. The Botswana beef
supply chain currently uses a centralised traceability system

!'In our case study, data generators are restricted to IoT sensory
devices.

called Botswana Animal Identification and Traceability System
(BAITS) [54, 55].

Secondary production
(Feedlots)
Input suppliers Primary producers Transportation
(Feeds, Breeders,vets) (farmers) (Live animals)
'Secondary production Slaughtering
J|
WLEE I “1  (Cold storage) (Slaughterhouses)

Consumer

Figure 2. Product transformation links in Botswana beef
supply chain.

5. Trust packages development

We used the guidelines provided by Leteane and Ayalew [25]
to identify trust metrics and use them to develop trust
packages for the Botswana beef supply chain. For
demonstration purposes, trust packages for farm and cold
room links are developed.

5.1  Trust at the farm link

Trust issues mainly emerge from free-range farming because it
is difficult to monitor the location of the cattle. Botswana has
different zones to identify areas affected by diseases such as
foot and mouth disease (FMD). One of the major
requirements of the EU market is that all meat products
should be coming from disease-free zones. Assuring the
markets that the cattle come from free-range farming has
never passed through the FMD zones remains a big challenge.
Collecting real-time data of cattle movement using IoT devices
in this supply chain would be ideal. Nevertheless, the integrity
and truthiness of the data from IoT devices could be
compromised, resulting in data trust problems. Therefore, it is
important to develop a trust package that the framework can
use to enhance trust in the data coming from the cattle using
IoT devices.

The location of cattle data is collected from a GPS device. The
devices are attached to the cattle and continually send GPS
coordinates to the blockchain network through the internet. In
the above data source, where IoT devices generate the data,
there is a correlation between data quality and trust. Therefore,
data trust issues may arise from what Byabazaire, O'Hate and
Delaney [56] identify as intrinsic data quality dimensions. The
dimensions include problems associated with data quality and
integrity, provenance, and abnormality. While we acknowledge
that all the dimensions must be addressed for data trust to be
enhanced, data trust is broader, and quality does not always
mean trust. Since existing approaches can be used to enhance
data quality, we focus on the metric that improves trust in the
data. The following factors are identified to help extract the
trust metrics: (1) device malfunction (hardware and software)
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— we argue that a device with valid calibration is likely to
generate correct data; (2) data tampering — IoT devices are
known to have limited security features and are vulnerable to
data attacks. For example, a node in the network can change
its behaviour to become an adversary and try to inject
malicious data into the ledger. This kind of attack can be
addressed by both temporal and spatial sensory data
correlation and by evaluating the trust score of the data item.
In the free-range farming set-up where cattle can go astray and
graze on their own, there are challenges with spatial data as
there will be reliance on one sensor. Temporal correlation of
time series data is likely to evaluate and provide high accuracy
of trust in this scenario; (3) the battery problems (low battery
or high power consumption) — devices with low battery are
likely to generate faulty data, and devices with high power
consumption are likely to be malicious [57]. This can be
addressed by monitoring the battery level and usage. Thus, to
compute the trust values of data from IoT devices, device
calibration, battery level and consumption, and temporal
correlation are used as TMs.

Device calibration: To quantify trust for device calibration trust

metrics, a value of 1 is assigned if the device is calibrated;

otherwise, a value of 0 is assigned, as shown in Equation (1).
T o= {0, if not calibrated or date expired

v 1, Calibrated

(1)

Battery level and consumption: When the battery level goes below
some threshold, the likelihood of the device producing correct
data becomes low [57]. Also, malicious nodes are known to
consume more energy than usual. Therefore, we chose energy
level and consumption as one of the trust metrics of the data
coming from IoT devices. We use two thresholds as follows: o
= maximum energy consumption. Any node consuming
energy above this threshold is considered malicious and
produce untrustworthy data; p = minimum energy level. A
device whose energy level is lower than p is considered to
produce erroneous data that cannot be trusted. Like in [57],
5% is reasonable p. However, the appropriate threshold value
can be chosen based on the application use case. The rate of
consumption AFE and energy level E,are computed as:

E.=Ey (2)
AE = E, — Epyy 3)

Whete E, < p = incorrect data produced and AE > a =
energy level trust value T, = 0.

In Equation (4), we quantify the energy trust metrics using
both E, and AE to produce trust value as follows:

Temporal correlation: Due to the movement of cattle, there is a
gradual change in location data. As in [58], temporal features
of the location data over time are used in changing the TMs to
numerical values. The GPS sensor provides data as latitudes
and longitudes. To use these latitudes and longitudes for
estimating distance, we use Haversine’s formula as in Equation
(5). Let’s denote the distance between two points (previous
and current position) to be R,. We use average deviation to
compute distance deviation tolerance.

Ry
=2XR
X sin™1 <\/sin2(®2 — @) + cos(®,) X cos(D,) X sin?(¥, — ‘Pl))

©)

where R represents the earth’s radius, @; and @, represent
latitudes, W1 and W2 represent the longitudes.

To determine whether the data is trusted or not, we use the
average deviation, like Zhang [59]. After calculating the
distance covered, we determine the tolerance value range. The
tolerance value range is used to determine the trust value. To
determine the tolerance value, we look at the latest normal
behaviour of the cattle movement. We consider five days of
normal behaviour data and use it to define the tolerance value
range. Five days is chosen to use just enough data to observe
general distance coverage daily. We limit history data to five
days since using large data covering more than five days can
affect the efficiency of the framework by taking a long time to
process data. On the other hand, using less data covering less
than five days may not give the accurate behaviour of cattle
movement. Let D represent the normal behaviour data for five
consecutive days. The average of distances covered within a
fixed defined time duration in D is Ry, and the degree of
deviation of each distance is 8. If the degree of deviation &; >
0, then an outlier exists that can be used to estimate the degree
of trust in the incoming data.

Ry =(Ry + Ry + Rs+...+R)/n 6)

In Equation (6), there are # positions, and the #th position is
represented by Rz The deviation in the movement of cattle is
calculated as follows:

Ai=IR, —Roli=12,..,n ©
In this formula, sample data is represented as R,. The
deviation in the expected distance of coverage is:

8; = Ai/Ro ®)

Next, we calculate the average sum of deviations from the
previous samples. This gives us the approximate deviation of
every sample. Thus, every deviation is expected to be close to
the average degree of deviation. The average deviation and

T—{O' if Ec <porAE>a
e |1, Otherwise

*
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average coverage distance are used to set the tolerance
threshold. The tolerance value is calculated using Equations
(9) and (10):

A= 3 ©)
n =AXR, (10)

We then check whether the incoming radius of coverage
falls within the range of (Ro—, Rp + 7). If the radius falls
within the range, then the trust score Tr for the metrics is
considered high and falls within the range 50 < 7z < 100.
Otherwise, the trust score is low and falls in the 0 < T¢ <
50 range. Hence, we qualify the data set as trusted if the
trust score is 0.5 or higher and not trusted if it is below 0.5.
Tt is calculated as:

1 ifA=0
T.=31-68if A>0and Ry —n <A< Ry+n
05%6 Otherwise

1

The total trust score (1s) represents the total trust score
ageregated from all three TMs of the location. The choice of
aggregation technique is determined by metrics developers
based on the technique that gives better accuracy.

A weighted sum is chosen in this case for demonstration, as
shown in Equation (12). Equation (5) gives the actual distance of
coverage between two positions over a time window. The time
window is defined at the time of sensor configuration.

Ts =wiT, + wo T, + waT,,wy +wy +wy =1
(12)

where Wy, Wy, and Wy are weights of each TM. The weights
are assigned based on the importance of the TM to the overall
trust scote.

5.2  Trust at the cold room links

IoT temperature and humidity sensors are used to collect
and forward the data to the framework. Here, we are
interested in ensuring that the data represents the actual
condition of the environment where the product is stored.
Unlike in location data, sensors are not mobile. However,
the first two trust metrics from the previous section remain
important as sensors depend on battery and correct
calibration to provide trusted data. Thus, we use the battery
management and calibration metrics again. According to
Karthik and Ananthanarayana [57], a correlation exists
between data from a sensor and data from neighbouring
sensors. We consider the spatial correlation of the sensory
data from all the sensors in the same room. It is suggested

that multiple similar sensors be used in the same room to
collect the same environmental condition data [43]. The
expectation is that the data generated by the sensors must
be almost the same. A correlation coefficient of data from
all the sensors in the cluster observing the same phenomena
is calculated and used to represent the trust score. Equation
(15) is used to compute the trust score for spatial
correlation of data. Let Sen; be a sensor in a room with a
set of § sensors measuring the same phenomena, in this
case, temperature. Then, we calculate the mean as:

U= Ziﬂ%,‘v’seni €s (13)

and the deviation of the sensory data as:
0= [y Il (sen; — p)? (14)

The trust score is given by subtracting the correlation
coefficient from the possible highest trust score:

a.
Tsp =1- (;)
(15)
Like in the previous package, a weighted sum is used to
aggregate all trust scores from the metrics to compute the total
trust score. Thus,
Total_trustcoyq = aTeorr + BTsy + ¥Tpae, @ +f+y =1

(16)

ALGORITHM 1 BATTERY LEVEL

Input: Batteryju
Output: Bﬂll?@/mmmry
Batterynrsa <— 0.05
if (Batteryua < Batteryng) & (consumption = ) then
| TS 1
else
if (Batteryima = Batteryy) & (consumption. = 0) | |
(Batteryue < Batterynq)& (consumptionu. < 6) then
| TS0
else
| TSy — 71— Bdﬂe@//ﬂr@/
end if
0 | end if
1 veturn TS,

MR W N~

NN\ S NS

5.3  Developing trust packages smart contracts

Each trust package is added to the framework as a special smart
contract called trust package smart contract (IPSC). Four
algorithms are provided below and used by the TPSC to quantify
and compute trust from data coming from supply chain links.
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The sensor collects environment data and proposes the
transaction to the blockchain. Algorithm 1 is used by TPSC when
data is sent from the supply chain to the framework. TPSC uses
algorithm 1 to compute the trust score for battery-level trust
metrics. The computation is based on Equations (2)—4).
Algorithm 2 computes trust score for the calibration trust metrics.
TPSC uses the algorithm to get the trust score for the metrics and
is used in computing the total trust score for the data. TPSC also
uses algorithm 3 to compute trust scote for temporal correlation
metrics. The algorithm uses Equations (5)—(11) to compute the
trust score. Then, TPSC uses Equation (12) to compute the
trustworthiness of the location data. The sensor triggers the
appropriate TPSC for computing the trust score for the data and
passes the data together with the trust score to the ledger.
Algorithms 1-3 use Equations (1)—(12) to compute the trust
scorte.

ALGORITHM 2 CALIBRATION_DATA

Input: 1 alidation expiry date
Output: Total trust score for calibration (1S_cal)
if validation expiry date=< today then
| calibration,uis < TRUE
else
| calibration,uis < FALSE
End
If calibration,uis = TRUE then
| TS _cal — 1
else
| TS _cal — 0
End
Return TS _cal

~N NN % N MR W~

~N QO

The trust package that computes the trust score of the
data from the GPS data source in the farm link uses
algorithms 1-3. The TPSC takes the quantified trust
metrics values and uses weighted sum aggregation to
compute the final trust score for the data. The trust score
is then passed to the smart contract that writes the data
and trust score to the blockchain ledger. Algorithm 4, on
the other hand, is used by the TPSC to compute the trust

8 coverageradins <—  Sine(dlat/2)? +  cosine(Prevlat) x
cosine(PosLat) x sine(dlon/ 2)?
9 Actualgspane— (2R x sine’! (\/ coveragegagius)
5

10 Preﬂ,qmgm—%

11 Deviation < | Actualdistance — PrevAverages |

12 tf Deviation = 0 then

13 | trust score «— 1

14 else

4 deviation e <— _Deviation

Prevayerages

16 215-=1 dailyDeviation;
Averageguiations < S

17 tolC—Averagedumiation  +  Prevaverages /[ (mascimum
tolerance)

18 tolF— | Averagedmiation — Prevaverags| /[ (minimum
tolerance)

19 if (deviationagee = TolC) & (deviationsg. < toll)
then

20 | Trust_score = 1 — deviation .

21 else

22 | trust score = 0.5 — deviation g

23 End if

24 End if

25 | End if

26 Return trust_score

5.4  Adding trust packages to the framework

After a trust package is developed, it must be accepted in the
network by all affected supply chain actors for it to be used in
the framework. The acceptance process is initiated by the
metrics developer who wants the developed trust package to
be used. If the package is accepted, then the metrics developer
packages the accepted trust package as TPSC and adds it to
the blockchain network.

ALGORITHM 4 TEMPERATURE DATA TRUST PACKAGE

Input: Temperature and battery level data
Output: Total trust score for the cold room data

score for the data coming from cold storage links. When 1 Yi-1 temp_dataset;
the sensors send environmental condition data, it triggers K= tem_dataset.size
the appropriate TPSC smart contract to execute. The 2 1
. ;. n 2
TPSC then uses algorithm 4 and returns the trust score d”‘_\/;zl'ﬂ(seni )
written with data to the blockchain ledger. 3 div
meﬂ—T

ALGORITHM 3 TEMPORAL CORRELATION TRUST SCORE ¢ _Tmfwﬂﬂ/‘_ 1= cortiag _

Input: Poslat, Prevlat, Poslong Prevlong, PrePos I | o (Batteryi = Batterya) & (consumption_rate = 0) then

(latitudes and longitudes of previous and current positions) 6 | TShur 1

Output: Total trust score based on data temporal correlation 7 | else ) _
1 R« 6371 //Radius of the earth as a constant 8 of (Batteryia = Batteryni) & (¢ mﬁmmpz‘{on_r ate < 0)
2 Sleepdur < 720 (maximum time in minutes of no movement) || (Batteryw=Batterynrq) & (consumption_rate < 0)
3 | ¢f (PosLat = Prevlat) & (PosLong = Prevl_ong) then then i
4 | Total trust score — 0 9 | TSbat— 0
5 | else 10 else
6 dlat | PosLat — PrevLat| 11 | TSs <= 1 = Batteryin
7 dlon <— | PosLong — PrevLong | 12 End if
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13 | End if
14 | of calibration,uis = TRUE then
1 | TS cal — 1

16 | else

17| | TS_cal <0

18 | End if

19 metm/d TrustspatialtTSpat+TS_cal

3
20 Return Trust,

The cluster members accept the smart contract into the
network. All the data from the supply chain is then
proposed through the organisation’s peer. The peer then
selects and triggers the appropriate TPSC to compute the
trust score. The metrics developers may now be given some
incentives for successfully providing a useful trust package.
However, the mechanism of providing incentives is outside
the scope of this paper.

6. The development of the framework

We chose the Hypetledger Fabric blockchain platform. One
key advantage is its modular architecture, allowing flexibility
and customisation to meet diverse business requirements.
Additionally, Hyperledger Fabric ensures enhanced privacy
and permissioned access, making it well-suited for enterprise
use, especially in industries where data confidentiality and fine-
grained control over permissions are crucial. Its support for
smart contracts and a pluggable consensus mechanism further
contributes to its appeal for building the framework. As shown
in Figure 3, data flows from the supply chain through
the internet into the framework. Since the cattle being
monitored are mobile, we recommend building a LoRaWAN

.- - ((( )))\

LoRaWAN

Internet
connection

Sensors

Figure 3. Implementation procedure.

/-

GPS Farm
App y

Peer 1 Peer2 Peer 3 - [
PR LLEL LTS — - .
- /
L =
D ﬂ ii
" Famink <

cluster

5
.
= crs
x| Amp
:
s
s

GPS
App

Figure 4. The farm link cluster.

network and attaching the LoRa end devices that sense
and communicate GPS coordinates. In areas where there
is no internet coverage, the gateway can communicate
with the blockchain network through a GSM network.
The LoRaWAN gateway will then redirect the data to the
blockchain network, where the endorsement process will
start. The fabric gateway will propose a transaction by
sending the proposal to appropriate peers for
endorsement signatures. The network set-up for the farm
link cluster is shown in Figure 4. The procedure for
adding location data to the ledger is as follows: the GPS
data application proposes the transaction once the data is
collected from the environment by connecting to the
appropriate peers.

The phases starting with the endorsement to the commitment
of the block to the ledger are followed. In this case, when data
is proposed to be added to the ledger, the triggered trust
package smart contract is the one that uses algorithms 1-3. All
data from a GPS sensor in the farm link will trigger this smart
contract. Organisations in the cold room link also form a
cluster in the blockchain network. Similatly, applications from
temperature and humidity sensors propose transactions by
sharing the proposal with appropriate peers for endorsement,
ordering service, and then committing peers. In this cluster,
endorsing and committing peers compute trust score by
engaging trust package smart contract that uses algorithm 4. It
is important to note that trust package smart contracts used in
this cluster are different from those used in the farm link
cluster, hence our idea of the use of multi-trust package to
improve trust in traceability data in the supply chain.

7. Limitations of the study

Most farmers rear their cattle in rural areas where there is no
internet coverage, limited network infrastructures, and no
power supply grid. This poses a challenge in collecting real-
time data on the correct movement and positions of the
animals using network devices. An option to address this
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challenge is to build the infrastructure from scratch.
Developing economies still face financial constraints to
develop such infrastructure, hence low-power wireless area
networks (LPWAN) are considered to be the most appropriate
options. To address the challenge in our case study, we
considered building LoRaWAN network with just a single
gateway and 14 end devices to collect real-time data from the
farm link. To tackle the power issue, solar panels will be
utilised to supply power to the gateway.

To collect the data, .oRa end devices ate attached to the cattle’s
neck. An adversary can potentially penalise the farmer by
disconnecting the devices from the cattle and allowing them to
enter the FMD zone. In this case, the data in our framework,
which may be rated highly trusted, may not be true about the
cattle. However, an approach proposed in [63] can be used to
prevent the detaching of the L.oRa end devices from live animal’s
neck. It can also be argued that an untrusted farmer may not
attach the devices to the cattle but rather give them to herd boys
or moving objects and still allow the cattle to graze in the FMD
zones while our framework receives false data on the animal’s
location. The farmer can then attach the devices when it is ime to
take the cattle to the abattoir, where the data in our framework
will perhaps suggest with a high degree of trust that the cattle has
never grazed in the FMD zones. While this is a limitation in our
case study, alternative devices such as rumen boluses with
embedded RFID microchips can be used as end devices. The
device is planted in the stomach of a cattle and starts sending
signals to the gateway from the stomach [64]. The device is only
removed when the cattle are slaughtered at the abattoir.

Another challenge in our framework is developing trust
metrics to detect false data entered by a human being. A
way around this is to limit human data entry using loT
devices. Thus, in the current implementation, our
framework can evaluate trustworthiness of the data only
from IoT devices. However, it should be noted that our
framework has metrics developers whose sole responsibility
in the network is to develop and provide trust packages.
While trust packages that can detect the trustworthiness of
data from manual entry seem to be far-fetched at the
moment, we believe that with time, metrics developers may
come up with such trust packages.

8. Conclusion

Current traceability frameworks do not adequately address
issues of trustworthiness of the data. This makes it difficult to
convince consumers that the traceability data represents the
truth about the condition of the product they purchase for
consumption. As a result, consumers lose trust in the quality
and safety of products from supply chains. Our approach
presented a framework that improves trust in traceability data
by integrating blockchain with a trust model. We demonstrated
how blockchain and trust model can be integrated in
developing an adaptive and extensible framework. The use of
blockchain ledger as a repository guarantees that no actor can
tamper with the data to their favour at any time.

Our future work will focus on the evaluation of the framework
and develop an incentive mechanism that can be used to
reward metrics developers.
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